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“The corporate world takes balanced risks to 
increase returns and stakeholder value. The 
financial meltdown in 2008 highlighted the need for 
more focus:  Risk management agencies (including 
FERMA and IIA) responded by promoting corporate 
transparency and the 3LOD model, as an effective way 
to enhance communications & ensure clear roles & 
consistent boundaries of accountability”. 
	  

	  
	  
	  

	  
	  
	  
	  
	  
	  
	  
	  
	  
	  

	  
	  
	  
	  

Identify Defence ‘Killer’  Eliminate Defence ‘Killer’ 
 
PASSING ACCOUNTABILITY 
1st Line teams confuse their responsibilities 
with 2nd and 3rd Lines and relinquish 
control. 

 

 
 

 
Embed the Three Lines of Defence model in 
your delivery framework. Understand who 
needs to do what. Establish defined roles with 
clear accountability: communicate, syndicate, 
measure.  
 

UNWANTED OVERHEAD 
1st Line teams view 2nd and 3rd Lines as 
imposing a burden on them, with no added 
value.  
  

 

Recognise the limitations of your delivery 
framework. Monitor 1st Line adherence to the 
framework, but do it “light touch”. Ensure key 
learnings are proactively shared and 
understood, not lost. 
 

POLITICS/SCARED TO UPSET 
Issues and risks are not called out for fear 
of upsetting people, recriminations and 
career limitations.  

 
 

Focus on unambiguous, objective reporting to 
senior management, including progress against 
time, quality, scope, risk and benefit targets.   
 

GOING NATIVE 
Assurance resources are “embedded” in a 
project team and lose their independence.  
 

 

Keep the teams separate. Assurance will 
inevitably integrate themselves within the 
project team when working closely together. 
Ensure all assurance maintains objectivity and 
independence. 
 

BAYONETTING THE WOUNDED 
Focusing on how things went wrong rather 
than what could be improved creates 
unhelpful pain and provides little value to 
the project.  

It’s easy to point out problems after the event, 
but it’s not always useful. Demonstrate positive 
outcomes from lessons learnt activity. 

Identify implementation weaknesses to ensure cohesive risk governance  

Three Lines of Defence ‘Killers’ 

First Steps: Optimising the Three Lines of Defence model for projects & programmes 

The Three Lines of Defence model merits some 
attention; early adopters are seeing good returns: 
 
• A common and consistent framework for 

identifying, managing and reporting risk 
• A stronger risk culture 
• Better definition and communication of risk 

appetite 
• Clearer ownership and drive towards risk 

resolution. 

	   Phil Butterworth, Operational Risk Consultant at 
Pelicam Project Assurance  
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Detect the ‘Landmine’  Defuse the ‘Landmine’ 
 
GET A HOLISTIC VIEW 
Project roles are assigned low level work 
packages and few people have visibility 
of the bigger picture. 

 

 

 
Build team aspirations and capability. Encourage a 
“winning mentality”. Empower people to take 
action and make decisions within their sphere of 
control. Ensure experienced, key people maintain 
visibility across the project and its surroundings. 
Make sure it continues to be viable. 
 

FOCUS ON ROOT CAUSE 
Teams focus on impact, probability and 
mitigation. Root causes are not 
considered. 
 

 

Establish independent assurance as part of the 
DNA within the project culture.  Get under the skin 
of the project. This is not a “tick and turn” 
exercise. Move mind-set from “plan to deliver an 
audit”, to “deliver an outcome of real value”. 
 

DO-ABILITY, DO-ABILITY, DO-
ABILITY  
Teams concentrate on compliance to a 
faulty framework and don’t exercise 
judgement. They focus on compliance 
and regulatory standards, ignoring do-
ability. 
 

 
 

 
Work with the delivery framework but recognise it 
is not the answer. Encourage its development 
(and simplification).  Develop a risk-based 
approach, using principles as well as procedures. 

HEALTHY INDEPENDENT 
CHALLENGE 
Inexperience means we accept the 
project team’s word, unable to challenge. 

 

Build relationships founded on credibility. Ensure 
reviews are independent, fact-based, openly 
shared and collaborative, with clear sights on do-
ability. The goal is to fix the project, not report it 
as broken. Assurance should be engaged early on 
in complex projects. They should proactively 
contribute to success, calling-out risks before they 
hit.  

Take a proactive stance: unearth buried risks and address root causes 

Three Lines of Defence ‘Landmines’ 

Second Steps: Moving beyond the Three Lines of Defence to detect & defuse ‘Landmines’ 

Create an action-plan that is owned, visible 
to senior management and acted upon. 

 
Take a proactive route of attack, moving 
beyond the defence model and below the 

ground to unearth hidden risks. 
 

Do this, and delivery rates will rise! 
	  


