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Overview

* Drones & FPV

e Vehicular Keyless Entry
 Multi-path









3DR X8+



Live Telemetry










Payload







System Components

Transmitter

e [mage acquisition
e Packetisation & framing
e Modulation

Receiver

e Demodulation
e Deframing
e Image display




lmage Acquisition

v4l: Video for Linux
Webcam

— Raw
— MJPEG: Motion JPEG
— (H264 on C920)

Python:
python-v4l2capture

Get image buffer



Packetisation & Framing

Entire image buffer

Segment to MTU

Add fragment header

Frame/image info Fragment offset

Add frame header

Payload length




Frame structure

e Preamble

e Access code

e Length

e Whitener index
e CRC

Image fragment

e FOURCC

e Resolution

e Sequence #

e Total frame size
e Fragment length
e Offset

Payload

* Image fragment







TX Flowgraph




RX Flowgraph




First Outdoor Test




First Outdoor Test

Frame Parser

Display

QPSK Demod




Frame Packet Parser




Wave to the Drone!

—

QPSK Waterfall



View from Above







View from Above




View from Above
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Waterfall of FasTrak interrogation
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WBX is used to receive UHF transmission from remote control, which is triggered by LF challenge from car
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USRP X310 used to do simultaneous dual-channel recording with an LFRX (car) and WBX (remote)


Frequency-domain Amplitude (LF)
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Time-domain Amplitude (LF)
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Challenge
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Time-domain Amplitude (LF)
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Response


Frequency-domain Amplitude (UHF)
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Time-domain Amplitude (UHF)

.

Response




baudline



Dual Channel FFT




GNU Radio + baudline
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Dual-channel RX stream is combined into interleaved sample stream, which is sent to baudline








Challenge




Vehicle





















LF Relay (RX Outside)







LF Relay (TX Inside)




Inside (TX =2 RX)




UHF Relay (RX Inside)




Outside (TX)




UHF Relay (TX Outside)










Latency!




Multipath

Hacking the Wireless World with #sdr @spenchdotnet
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Waterfall of FasTrak interrogation
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Spectrum of ATSC (digital TV in the US)


http://www.tek.com/document/primer/fundamentals-8vsb



-7 =000
-5 =001
-3 =010
-1 =011
+1 =100

+3 =101
+5 =110
+7 =111

8VSB Symbol values
before pilot insertion

8VSB

Calculation of Symbol Rate:
Sr{MHz)=4.5/286 x 684 = 10.76 MHz

Frequency of a Data Segment:

foeq = St/ 832 = 12.94 x 10” data segments/s
Data Frame Rate:

firame = fieg / 620 = 20.66 frames/s

Total Number of Bits:
187 data + 20 RS = 207 byte packet = 1656 bits

Trellis coding requires:
3 /2% 1656 bits = 2454 bits
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http://www.tek.com/document/primer/fundamentals-8vsb


Synchronisation

v’ Data + FEC Segment
+ SYNC
+5
+3
+1
-1
-3
-5
4
_7 Symbaols 4
1 Byte Symbols
P 828 Symbols = 187 Data Bytes + 20 Parity (R-S) Bytes 1 Byte
4P
« >

832 Symbols = 188 byte MPEG data packet + 20 Parity bytes = 1 segment

Lavals
Bafora
Pilot
Insarticn
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Synchronisation

511 Symbols
Long Equalizer

Resarved
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PN511 is inserted into the transmitted stream to serve as field synchronisation pattern that receivers can detect.
Modulated waveform shown.





Correlation Peaks
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Correlation response of a real ATSC signal with the PN511 waveform showing regularity of sync pattern (X axis is time in samples)


Time
(samples)
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Consecutive PN511 correlation responses overlaid on top of one-another (sync’d around each one’s peak, X axis is time in samples zoomed around each peak)


B2

Time
(between correlation peaks)

Time
(samples)
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Each horizontal scanline is a PN511 correlation response (centred on peak response, X axis is time in samples zoomed around each peak). Like looking at the previous image from above so it is now possible to see time (vertically).


Direct Path

Longer path




Multipath
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View from directional antenna reception position. Antenna starts by pointing at closer hill on the right and is rotated slowly to point toward distant hill on the left.
ATSC transmitter is behind scene’s virutal camera, on the other side of the hill from which we see this view (so there is no direct path to transmitter).


Time
(between correlation peaks)

Imme
(samples)
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Visualisation of multipath signal propagation.
Correlation response over time as antenna is rotated from pointing at closer hill to distant one.
Strongest initial correlation peak in centre is from the signal traversing the shorter ‘initial primary’ path (off the closer hill). The other strong responses to the right of centre are the longer propagation paths (those signals are delayed, so appear further to the right of the initial primary since the X-axis is time).
As antenna is rotated the initial primary signal becomes weaker, and the right-most response becomes the strongest as the antenna is now pointing at the distant hill.
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Running the experiment while the receiver is covering a large distance. Composite of signal captured & processed at regular intervals (image is of vertically stacked chunks).
SNR changes dramatically in certain areas.
Captured with: https://github.com/balint256/cyberspectrum
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Zooming into previous image, correlation peak is tilted, which could suggest that the path of signal is changing in length. The receiver is sync’d with a GPSDO, so the analysis software operates in ‘unlocked’ mode where the correlation peak synchronisation only happens once at the beginning. After that, the correlation response is sampled at a regular interval (instead of the peak search being done).


Cyberspectrum SDR Meetups







http://wiki.spench.net/wiki/RF
http://spench.net/
GitHub: balint256

balint@spench.net
balint@bastille.io @spenchdotnet
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