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Rosemary Martorana, Director of Intelligence, New Jersey Office of Homeland Security 

and Preparedness: 

Hello. I am Rosemary Martorana, Director of Intelligence here at the New Jersey Office of 

Homeland Security and Preparedness (NJOHSP) and you are listening to Intelligence. 

Unclassified. This podcast is exactly what the title states: unclassified information about current 

trends in homeland security for the state of New Jersey, as well as educational information and 

resources for your awareness. Although it is produced every month, we aim to stay on top of 

current events and will often offer additional content. If this is your first time listening, then 

thanks for coming! Please feel free to add this podcast to your RSS feed or iTunes. You can also 

follow NJOHSP on Twitter @NJOHSP and Facebook. All links can be found in the show notes 

and on our website www.njohsp.gov.  

 

Rosemary Martorana, Director of Intelligence, New Jersey Office of Homeland Security 

and Preparedness: Today, I am sitting with Angie Gad, an intelligence analyst here with our 

office. We will be discussing the use of social media by terrorist groups, and more specifically, 

ISIS, or the Islamic State of Iraq and Syria. So Angie, can you give listeners a little bit of an 

overview of the use of social media by terrorist groups to start? 

 

Angie Gad, Intelligence Analyst, New Jersey Office of Homeland Security and 

Preparedness: Of course. The internet, specifically social media, has proven instrumental for 

terrorist groups, serving as a platform to spread propaganda, recruit individuals, and propagate 

extremist ideology. This can be in the form of posting PDF links to English language magazines, 

such as Inspire or Dabiq, beheading videos or audio notes of extremist preachers preaching a 

radical interpretation of Islam, among other things. Looking specifically at Islamic State of Iraq 

and Syria, or ISIS, the group is distinguishable among other extremist organizations for its ability 

to capitalize on social media to advance its efforts. Other groups such as al-Qa'ida, Hezbollah, al-

Shabaab and Boko Haram, have not had the same reach or made similar social media efforts. 

While al-Qa'ida has made efforts, they have struggled to compete with ISIS on social media. 

ISIS, however, has taken it to another level, completely revolutionizing the use of the internet to 

serve its purposes. The group changed the game with the utilization of technology, smart phone 

apps, its ability to reach a broader demographic, and achieve virality via social media platforms.  

 

Martorana: Alright, so let us dig in on that a little more. Can you elaborate on how ISIS uses 

social media platforms for its own efforts? 
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Gad: The group's main social media platform is Twitter, but it is also active on Facebook, 

Youtube, Ask.fm, Instagram, Tumblr, Telegram, Kik and Whatsapp, among others. The group 

even developed its own app in 2014, called "Fajer al Bashayer," which translates to "Dawn of the 

Good Omens. The purpose of this app is basically to send automatic ISIS updates and it 

commandeers subscribers' Twitter accounts to post pro-ISIS tweets on their behalf. So for 

instance, when ISIS captured the city of Mosul in Iraq in 2014, the app produced 40,000 tweets 

in 24 hours. ISIS also has a cadre of people whose only job on a daily basis is to be on social 

media with the purpose of recruitment, spreading propaganda, and answering inquiries regarding 

their interpretation of Islam and justification for their actions. Social media platforms help ISIS 

also raise money, they seek out sympathizers that can spread the group's message on their behalf, 

and encourage or inspire individuals to carry out attacks. The group enjoys 46,000 supporters on 

Twitter, including both official members with ties to the organization, and unofficial 

sympathizers, often referred to as "keyboard Jihadis" or fan boys. ISIS affiliated accounts 

conduct something called "hashtag hijacking." So this involves tweeting, using top-trending 

hashtags to reach more people globally at a faster pace. For example, pro-ISIS accounts use 

hashtags tied to the 2014 World Cup, Scotland's referendum for independence, and the unrest in 

Ferguson, just to name a few.  

 

Martorana: Alright, so let us get to the meat of it. Is ISIS successful in recruiting individuals on 

social media? 

 

Gad: There's a key distinction here between recruiting individuals and gaining supporters. The 

group's active presence on social media does not, on its own, result in recruitment or 

radicalization, but has increased its number of supporters and sympathizers since it gained 

international attention in June of 2014. Recent Western studies and analysis suggest that social 

media is not the primary driver of recruitment for ISIS, revealing that personal relationships are 

often more utilized in the recruitment of individuals susceptible to join the group. These 

relationships can be cultivated through familial bonds, friends at school, in the work place, or 

even virtually through the internet, and this is where ISIS's influence on social media comes into 

play. That being said, there is a virtual insular community on social media comprised of ISIS 

supporters around the globe serving almost as a gateway for those drawn to the false appeal of 

the group. So, there's actually no correlation between the number of pro-ISIS twitter users within 

a country and the number of foreign fighters who have joined the group. Tunisia, for example, 

has very few pro-ISIS accounts, but has the highest number of fighters with ISIS. On the flip-

side, the U.S. has the most pro-ISIS accounts with very few number of foreign fighters.  

 

Martorana: That is interesting. So is there a case study you can discuss, particularly in the 

United States that demonstrates this? 

 

Gad: So there is one specific case study of a Sunday school teacher in Washington State, her 

name is Alex. ISIS members and supporters were able to influence her through isolation, picking 

on her vulnerabilities, and her curiosity for the group's justification for their brutal acts.  
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One of ISIS's tactics is to seek individuals who are isolated, and if they aren't, they actively 

isolate potential recruits. So Alex quickly formed this online circle of friends consisting of 

several dozen ISIS accounts. Collectively, they spent thousands of hours engaging her in a period 

of over six months. For instance, they would answer her questions about Islam, the justification 

for beheadings and the burning of the Jordanian pilot, or answered immediately via direct 

Twitter interactions. One specific pro-ISIS individual in England spent hours each day with her 

on Twitter, Skype, and email guiding her through the fundamentals of ISIS's brand of Islam. He 

would send her gift cards, hijabs, money, and books with a strict interpretation of Islam to 

influence and mold her understanding of the religion through ISIS's lens. Alex was radicalized 

but she never made any attempt, as far as we know today, to carry out an attack or travel to join 

ISIS, but was vulnerable to ISIS recruitment techniques and was easily and gradually influenced 

by the group's online supporters.  

 

Martorana: That being said, does social media then always benefit ISIS? 

 

Gad: Definitely not. Social media has become a double edged-sword for the group. Many have 

taken to social media to counter ISIS's message, and ridicule the group through satire, memes 

and trending hashtags such as #ISISMediaBlackout. Just like pro-ISIS accounts carry out 

"hashtag hijacking", there are those who are opposed to the group, who counter ISIS propaganda 

by hijacking ISIS hashtags, such as #America_Burning or #ParisIsBurning. There are also a few 

accounts of ISIS defectors on Twitter, providing their firsthand accounts of the group, why they 

defected, and counter the group's messages. 

 

Martorana: Okay, so what are social media platforms, like Twitter, doing to combat ISIS 

online? Are they suspending any of these ISIS-affiliated accounts? 

 

Gad: Yes. Twitter has shut down thousands of ISIS affiliated accounts. However, it is like 

whack-a-mole. Individuals will just pop back up with new accounts, almost immediately, and 

they taut the number of times they've been shut down on their Twitter bios, increasing their 

virtual street cred, per say. Or, they'll begin using encrypted social media apps that allow more 

freedoms, such as Telegram.  

 

Martorana: Great! Thanks Angie, and if you're looking for more information on ISIS 

recruitment, please visit our website at njohsp.gov. Thanks again! 

 

Outro: 

Again, all links can be found in the show notes and on our website at www.njohsp.gov. Thanks 

for listening and don't forget to subscribe to Intelligence. Unclassified. 
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