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Executive Summary 

The online black market for drugs on the darknet has been increasing in use and popularity 

in the United States. Darknet marketplaces offer users a place to buy and sell illegal drugs while 

protecting their identities through the use of highly encrypted web browsers and cryptocurrencies. 

As a result, these users have been able to evade law enforcement. Current policy has focused on 

identifying darknet marketplace administrators and the immediate shutdown of the marketplace. 

While this policy has been successful in closing some marketplaces, new marketplaces have been 

quick to replace them. In addition, the number of drug users securing drugs on the darknet has 

continued to rise in recent years. The following paper analyzed the existing policy in addressing 

darknet drug trafficking in addition to alternative policies including enhanced policing efforts and 

coordination between global stakeholders; criminalizing the use of the anonymizing web browser 

Tor; and targeted efforts at identifying users accessing the darknet marketplaces.  

In conducting this analysis, each policy alternative was analyzed for its potential to meet 

the following goals: reduction in access to illegal drugs sold on darknet (ability to identify or 

unmask criminals buying and selling  drugs or operating online markets as well as the number of 

online marketplaces in existence); economic efficiency (the financial cost or burden of 

implementing and monitoring the policy and who would bear the cost); equitable distribution 

(primarily ensuring that privacy of individuals using the darknet for legal purposes is maintained);  

and political feasibility (the probability that the policy will be implemented). Additionally, key 

stakeholders including the U.S. federal government, international government agencies, privacy 

advocates, and U.S. citizens were analyzed in relation to each of the proposed policy alternatives. 

After analyzing each policy alternative’s ability to meet policy goals and its impact on key 

stakeholders, it was determined that retaining the existing policy is the recommended action. While 

this policy has not significantly reduced the amount of darknet drug trafficking, funding and the 
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framework for this policy is in place, it does not jeopardize beneficial uses of darknet for legal 

users, and it is politically feasible. Meanwhile, increased policing would require significantly more 

coordination and funding and may not result in beneficial long-term reduction of darknet drug 

trafficking. Criminalization of Tor would incur substantial cost in its implementation, result in 

negative impacts to legal darknet users, and be politically infeasible to implement. Targeted 

enforcement efforts would result in significantly better reduction in darknet drug trafficking than 

existing policy but would be politically infeasible to implement.  

Introduction: Policy Framework and Problem Definition 

The methods of selling and obtaining illegal drugs have changed over the past decade with 

buyers and sellers no longer needing to meet face-to-face to exchange goods. The online exchange 

of illegal drugs on the darknet in particular has been increasing in popularity with individuals 

buying and selling from the comfort of their own home using anonymous and untraceable web 

browsers and cryptocurrencies. Many users feel that cutting out the face-to-face transactions makes 

the entire process safer and easier, and ultimately a more attractive option than securing illegal 

substances in more traditional methods (Dittus, Wright, & Graham, 2018). With this method of 

trafficking drugs becoming difficult to track, individuals are more comfortable turning to this 

method of obtaining drugs. Some anticipate that online sales will continue to rise exponentially 

due to expanding internet availability, evolving technologies, and the profusion of social media 

(Buxton and Bingham, 2015). This is of particular concern because these illegal substances have 

never been easier to obtain and more readily available to a wider audience than ever before. The 

U.S. Government’s current policy in addressing this issue has been working to identify the 

marketplace administer and immediate shut down of the marketplace. As described in further detail 

below, research suggests that this existing policy has not led to a decline in darknet drug 

trafficking.  
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The demand for drugs from the darknet has proven to be very high and the market very 

resilient. In 2013, the U.S. Government seized and shut down the online black-market website, 

known as “The Silk Road”, which at the time was the largest online darknet market allowing for 

the purchasing and sale of illegal drugs. This was conducted through the use of a web browser 

called The Onion Router (Tor or TOR) that hid user identities and IP addresses with purchases 

made using a cryptocurrency that further anonymized users. With security offered by anonymous 

web browser and use of cryptocurrency, individuals could purchase illegal substances in a manner 

similar to purchasing items on Amazon or Ebay. While the government successfully shut down 

the biggest darknet marketplace at the time, other online darknet websites appeared and replaced 

it, driven by high demand for illegal substances. In many cases, the new black-market sites became 

more profitable than the original Silk Road website. Research also suggests that shutdown of 

darknet marketplaces, the current method of government intervention, drives medium to long-term 

technological innovations in response, ultimately making new sites more difficult to shut down in 

the long run (Horton-Eddison & Cristofaro, 2017). 

This trend of shutting down new black-market sites only to have new ones appear has 

continued to this day suggesting that these markets are resilient and will continue to appear as long 

as there is a demand. Darknet marketplaces generate millions of dollars in revenues, in which the 

creators often taken a small percentage of each transaction. This incentivizes people to continue 

creating these sites after others fail. The Global Drug Survey found that despite efforts of shutting 

down and policing darknet websites, the data shows that “these markets are not only resilient but 

appear to be thriving in many countries” (Global Drug Survey, 2017). In addition, the United 

Nations Office of Drugs and Crime recently found that the proportion of individuals buying drugs 

have been increasingly buying on the darknet, as show on Figure 1, below.  

 



Matt Kawashima 
Addressing the Growing Online Dark Market for Drugs in the U.S. Policy Analysis 

PA 732  
 

 4 

Figure 1 

 
 

It should be noted that the darknet does not refer exclusively to websites that support or 

conduct illegal activities. The darknet also provides a safe place where individuals can go to protect 

their privacy and ensure that their online activities are not being tracked. Many people turn to the 

darknet for day-to-day activities like playing games online or checking their social media accounts 

without fearing they are being tracked. The anonymity offered also allows individuals living under 

censorship to speak out, share ideas, and access websites that they otherwise would not have been 

able to. Other users include journalists, researchers, military members, and law enforcement 

officials who use the darknet to ensure their security. With that said, the anonymity offered on the 

darknet has also given rise to websites supporting illegal activities ranging from counterfeiting, 

child pornography, weapons dealing, and drug trafficking.  

This following analysis examines four policy alternatives in addressing darknet drug 

trafficking in the United States: (1) the status quo policy (continued policing efforts and attempts 

to shut down marketplaces); (2) enhanced policing efforts and coordination between global 
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stakeholders; (3) criminalizing or blocking downloads of the Tor browser; and (4) targeted efforts 

at identifying users accessing the darknet marketplaces. All four policies are assessed in terms of 

their ability to meet the following four goals: reduction in access to illegal drugs sold on darknet 

(ability to identify or unmask criminals buying and selling  drugs or operating online markets as 

well as the number of online marketplaces in existence); economic efficiency (the financial cost or 

burden of implementing and monitoring the policy and who would bear the cost); equitable 

distribution (primarily ensuring that privacy of individuals using the darknet for legal purposes is 

maintained);  and political feasibility (the probability that the policy will be implemented).  

Stakeholder Analysis 

Policy addressing the growth in drug trafficking on the darknet in the United States will 

result in different outcomes and affect the wide variety of stakeholders differently based on their 

values and concerns. In the United States, the largest and most influential stakeholder is the federal 

government – specifically the Federal Bureau of Investigation (FBI), National Security Agency 

(NSA), Department of Justice (DOJ), and Drug Enforcement Agency (DEA). For the purposes of 

this analysis, these organizations are referred to collectively as “federal government” due to similar 

priorities that are discussed below. Other key stakeholders include international government 

agencies, privacy advocates, and U.S. citizens. A Pareto-optimal policy will curb drug trafficking 

on the darknet without affecting the privacy of users engaging in legal activities on the darknet. 

Table 1 in Appendix A summarizes the policy alternatives and their impacts on the key 

stakeholders.  

Stakeholders involved with policy addressing the growing trend of drug trafficking on the 

darknet are diverse in nature and have a variety of different priorities. Stakeholders include federal 

agencies that are interested in policy that will most effectively reduce the amount of drug 

trafficking on the darknet in the most cost-effective manner. Similarly, international agencies seek 
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to reduce darknet drug trafficking without bearing any substantial fiscal costs associated with 

decisions made by the U.S. federal government. Privacy advocates want to ensure that policy 

doesn’t allow the government to engage in activities that would permit additional surveillance. 

Citizens differ greatly in what they want, but generally want to ensure that their privacy and 

security is maintained while reducing darknet drug trafficking.  

Current Policy/Status Quo  

Existing policy in addressing darknet marketplaces has centered on identification of the 

website administrator and immediate shutdown of the marketplace. The federal government serves 

as the primary enforcement agency in reducing the amount of drug trafficking on the darknet and 

seeks to do this in the most cost-effective manner and as efficiently as possible. International 

government agencies often coordinate with federal government in policing efforts. Both the federal 

government and international enforcement agencies are engaged in a game of cat and mouse with 

the darknet marketplaces. The darknet market continually finds new ways to evade policing efforts 

and the federal government responds with newly identified ways of shutting them down. The 

federal government and international agencies incur substantial cost in these policing efforts and 

want to reduce these costs as much as possible while effectively reducing darknet drug trafficking. 

The current policy can be seen as effective in that it does not infringe upon the privacy of users 

accessing the darknet for legal purposes in order to protect their privacy. As such, privacy 

advocates do not oppose existing policy in addressing darknet marketplaces. Similarly, average 

citizens do not oppose current policy and would generally be in agreement with policy that works 

to reduce drug trafficking on the darknet. 

Increased Policing Efforts 

Increased policing refers to a general increase in efforts at reducing the amount of darknet 

drug trafficking compared to the existing policy. This includes increased efforts at monitoring 



Matt Kawashima 
Addressing the Growing Online Dark Market for Drugs in the U.S. Policy Analysis 

PA 732  
 

 7 

darknet markets, enhancing inspection of packages in the mail, increased efforts at hacking into a 

darknet marketplace, monitoring potential traffickers, and other efforts at shutting the marketplace 

down. The federal government would continue to hold the primary responsibility for policing and 

monitoring the darknet, however, this would be more expensive than the existing policy. While 

enhanced efforts may incrementally help with curbing darknet drug trafficking, the federal 

government becomes primarily concerned with the additional cost and feasibility of increasing 

policing efforts. With more resources directed at the issue, international organizations would also 

be concerned with the cost of additional policing and coordination with the federal government 

and how the additional cost is affecting the amount of darknet drug trafficking. Privacy advocates 

would be hesitant to support this policy because it would provide the federal government more 

power to police, which is likely to infringe upon the privacy and security of individuals engaging 

in both legal and illegal activities. On a similar note, U.S. citizens would be concerned with how 

increased policing efforts would affect their day-to-day life and want assurance that their privacy 

isn’t being invaded. Additionally, citizens would also want to ensure that the additional costs of 

these efforts aren’t in the form of financially burdensome taxes. 

Criminalization of Tor 

A potential policy of reducing the number of users accessing darknet marketplaces is 

making use of the Tor web browser illegal. Illegalizing the download of the Tor browser would 

reduce the number of new users entering into the market but would result in detrimental effects to 

various groups. More notably, criminalization would restrict individuals using the browser legally 

to protect their privacy from utilizing the browser – something that both privacy advocates and 

citizens would be strongly opposed to. Both of these groups want to ensure that enforcement efforts 

do not infringe upon their freedoms. The federal government would support this alternative 

because it would result in a drastic decrease in the amount of drug trafficking on the darknet. 
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Unfortunately, this would require a significant financial cost to enforce this policy. In addition, 

many of the organizations within the federal government utilize the Tor browser in their operations 

for security reasons so that criminalizing would be harmful. International agencies would be 

concerned with how the U.S. decision affects their policy toward Tor.  

Targeted Efforts at Identifying Users  

Recent crackdowns have suggested that the most effective method of curbing illicit darknet 

marketplaces is gaining ownership of the website instead of immediately closing it down and 

allowing it to continue operating (Høydal, Stangvik, & Hansen, 2017). By doing this, enforcement 

agencies can monitor the site and effectively identify buyers and sellers for later convictions. This 

ultimately fragments the market making users suspicious of utilizing these markets in the future. 

Both federal agencies and international agencies would support policy that expands their policy to 

monitor and, in this case, operate outside the law. This raises the moral question whether it is 

acceptable to allow trafficking of drugs in the short-term for the overall “public good” by reducing 

the number of drug traffickers. This would raise concerns with privacy advocates as it expands 

government ability to monitor and track individuals. Many citizens would be opposed to this policy 

as it allows the government to operate outside of legal limits while other citizens would be in 

support due to its ability to reduce darknet drug trafficking.  

Implementation Analysis 

The growth in drug trafficking on the darknet is proving difficult to address due to the 

anonymity offered with new technology. While the darknet offers drug traffickers a place to sell 

illegal substances anonymously, it also provides a secure place for individuals operating legally 

who seek to protect their privacy and security online. As such, effective policy aimed at addressing 

this issue must reduce the number of online marketplaces and individuals selling from these 

marketplaces, be fiscally and politically feasible, and retain privacy of users operating legally. 
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While each of the proposed alternatives seeks to reduce drug trafficking on the darknet, each policy 

alternative differs in its implementation feasibility and ability to achieve policy objectives. More 

specifically, various factors affect the likelihood of successfully implementing each alternative and 

each alternative’s ability to reduce darknet drug trafficking while protecting the privacy of 

individuals using the darknet for legal means. The following section discusses each of the 

alternatives and the factors that affect their potential implementation.  

Current Policy/Status Quo 

Existing policy aimed at addressing drug trafficking from darknet marketplaces has 

centered on identification of the website administrator and immediate shutdown of the 

marketplace. The U.S. federal government serves as the primacy enforcement agency and 

coordinates with international government agencies in policing and addressing darknet drug 

trafficking. This current policy of addressing darknet drug trafficking is in place and therefore does 

not have any obstacles in its implementation. More specifically, implementation of this alternative 

is feasible for both the U.S. federal government and international government agencies because 

they are already funding these policing efforts. Current policy has also led to the successful 

shutdown of different darknet marketplaces. However, new marketplaces have continually 

replaced those that have been shut down and studies suggest that the newer markets are becoming 

more sophisticated and difficult for government agencies to shut down (Horton-Eddison & 

Cristofaro, 2017). While the current policy has led to the shutdown of different darknet 

marketplaces, this policy has not led to an overall reduction in the amount of drug trafficking on 

the darknet as new marketplaces have been quick to replace markets that get shut down.  

Implementation of the current policy is also effective in that it doesn’t infringe upon the 

privacy of individuals using the darknet for legal purposes. In other words, current policy seeks to 

reduce darknet drug trafficking without jeopardizing the anonymity offered by the darknet for 
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individuals engaging in legal activities and attempting to protect their privacy. As a result, existing 

policy is politically feasible as it would have support from policing agencies and privacy 

advocates. 

Implementation of existing policy has proven to be both feasible and effective. Current 

policy is feasible because both the U.S. federal government and international agencies have 

coordinated in working together and have been successful in shutting down some darknet 

marketplaces. Current policy is also effective because it doesn’t negatively affect individuals using 

the darknet for legal purposes such as protecting their privacy. 

 
Increased Policing Efforts 

Increased policing towards darknet drug trafficking would include increased efforts at 

monitoring darknet markets, enhancing inspection of packages in the mail, increased efforts at 

hacking into a darknet marketplace, monitoring potential traffickers, and other efforts at shutting 

the marketplace down. Similar to existing policy, implementing this alternative would meet the 

objective of ensuring the privacy of individuals utilizing the darknet for legal purposes is 

maintained. However, implementing this alternative would also be more costly and expensive than 

the existing policy as it would require additional funds to provide additional policing efforts. As a 

result of the increased funding needed, implementing this alternative would be difficult. While the 

U.S. federal government would likely bear the majority of this cost, its effectiveness would also 

depend on international government agencies’ willingness to coordinate with the federal 

government and ultimately spend more money to increase their policing efforts. Therefore, 

increasing the funding for both the U.S. federal government and international government agencies 

makes implementation of this alternative difficult as it would require buy in from multiple 

stakeholders. Implementation of this measure would result in a decrease in the amount of drug 
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trafficking on the darknet in the short term. However, similar to the existing policy, this alternative 

may serve to facilitate market administrators developing new methods of better evading federal 

agencies seeking to shut the markets down.  

Implementation of this policy is similar to existing policy in that it would continue to ensure 

the privacy of individuals using the darknet legally. Implementation of this policy would have the 

support from the public as it would likely reduce drug trafficking. However, the cost of increasing 

these policing efforts would result in additional costs that would reduce the likelihood of overall 

support for this alternative.  

 
Criminalization of Tor 

A potential policy to reduce the number of users accessing darknet marketplaces is making 

use of the Tor web browser illegal. By making the download and use of the Tor browser illegal, 

the number of new users entering the darknet market for drugs would be impacted and some 

existing users would be less inclined to access these marketplaces. However, the feasibility of 

implementing this alternative is very low due to the cost of its implementation, enforcement, and 

effectiveness in achieving policy objectives. One of the primary issues with this alternative is the 

cost of both implementation and enforcement. Criminalization of Tor would require the U.S. to 

increase expenditures to pay for additional staff to monitor the download of Tor and develop an 

effective method of outright blocking the program. This cost would in addition to monitoring the 

users who have already downloaded the browser.  

Even if the U.S. is able to successfully block the browser, there are likely workarounds that 

would make this this alternative difficult to enforce. While the download of the browser might be 

illegal in the U.S., individuals could simply go to another country where the download and use of 

the browser is legal. This would require even closer coordination without international government 
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agencies and cause additional costs to government agencies. It is also questionable whether these 

international governments would support this policy by the U.S. and whether they would be willing 

to coordinate with the U.S. in identifying U.S. citizens who download the browser. These 

international government agencies may not support this policy for moral reasons as they believe 

the browser offers beneficial uses to many individuals who seek to maintain their privacy in 

addition, they may not be willing to incur additional cost of monitoring and enforcing individuals 

downloading a browser that is legal in their country.  

In addition to the significant cost of implementing this alternative, this alternative would 

face significant backlash making its implementation difficult. In particular, privacy advocates and 

individuals who utilize the browser for legal purposes would be negatively affected and strongly 

oppose it making it difficult to implement. Ultimately, implementation of this alternative would 

fail to meet the objective of retaining privacy of those who use the darknet for legal purposes. As 

a result, implementation of this alternative is politically infeasible. 

While criminalizing the download and use of the Tor browser may result in an incremental 

reduction in the amount of drug trafficking on the darknet, it would result in substantial costs for 

both the U.S. federal government and international governments to both implement and enforce. 

The negative effects of this alternative on individuals utilizing the Tor browser for legal purposes 

would also make implementation of this alternative unlikely. 

Targeted Efforts at Identifying Users 

Efforts targeting specific darknet markets to identify both the administrators as well as the 

buyers and sellers would likely yield the strongest impact in reducing darknet drug trafficking. 

Implementing this alternative would also retain the privacy of individuals accessing the darknet 

legally. The cost of implementing this alternative would be similar to existing policy but the 

approach once a marketplace is infiltrated would be different. Rather than shutting the market 
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down, this policy would allow the market to continue operating so that buyers and sellers could be 

more easily identified. However, this policy is unlikely to be implemented because of this moral 

grey area – allowing these markets to continue operating for the sake of potentially identifying 

sellers would be politically infeasible. Implementation of the current policy is also effective in that 

it doesn’t infringe upon the privacy of individuals using the darknet for legal purposes. In other 

words, current policy seeks to reduce darknet drug trafficking without jeopardizing the anonymity 

offered by the darknet for individuals engaging in legal activities and attempting to protect their 

privacy.  

Recommendation/Conclusion 

The darknet market for drugs is rapidly expanding due to ease of access onto these sites, 

perception that online purchasing is safer than street trading and offers higher quality products, 

and technology that protects user anonymity making them less fearful of getting caught. 

Combined, these factors have greatly increased the availability and accessibility of illegal drugs to 

new users. Operating outside of the law, these darknet marketplaces have thrived in large part due 

to the anonymizing web browser technology such as Tor and the high demand for drugs which has 

led to these marketplaces becoming resilient to current practices and government shutdown. 

Addressing this issue is complicated due privacy offered to legal users on the darknet and the 

global nature of the darknet and drug trafficking.  

Implementation of each of the proposed alternatives seeks to reduce darknet drug 

trafficking in the U.S. while maintaining the beneficial uses of the darknet for individuals using 

the darknet legally. Primary issues associated with implementation of each alternative are related 

to the cost of implementation (existing policy performs best, criminalization of Tor worst), ability 

to curb darknet drug trafficking (targeted enforcement performs best, existing policy and enhanced 

policing perform the worst), ability to retain privacy for individuals (all equally effective except 
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for criminalization of Tor), and political feasibility (existing policy performs best, criminalization 

of Tor and targeted enforcement perform the worst). While each alternative would be more 

effective in reducing darknet drug trafficking than the existing policy, each alternative would 

require additional funding or compromise the beneficial uses of the darknet that make their 

implementation unfeasible compared to the existing policy. Based on the above, it is recommended 

that the existing policy be retained. Table 2 in Appendix A summarizes the policy alternatives 

and their ability to meet each of the goals. 

 

 

 
 
 
 
 
 
 
 

 



  

APPENDIX A 

 

Table 1: Policy Impacts on Key Stakeholders 
Stakeholders Characteristics Interest in Issue Influence/ 

Power  

(Low, 

Medium, 

High) 

Impact of 

Current Policy 

on Stakeholder 

(Low, Medium, 

High) 

Impact of Enhanced 

Policing on 

Stakeholder  

(Low, Medium, 

High) 

Impact of 

Blocking Tor 

on Stakeholder 

(Low, Medium, 

High) 

Impact of Targeted 

Enforcement Efforts on 

Stakeholder  

(Low, Medium, High) 

Federal Government Large organizations with 

often overlapping goals 

and objectives. Tasked 

with reducing darknet 

drug sales in the U.S.  

Reducing darknet 

drug distribution; 

utilize Tor browser 

in some fields of 

work 

High Low Medium Medium Low 

International Government 

Agencies 

Responsible for 

coordinating with federal 

agencies in enforcement 

efforts.  

Reducing darknet 

distribution 

Medium Medium Medium Low Low 

Privacy Advocates Influential group 

opposed to government 

surveillance  

Ensuring privacy is 

retained 

Medium Low Medium High Medium 

Citizens  Diverse group of people 

across the U.S. with 

differing opinions 

Reducing drug 

trafficking; 

ensuring that their 

privacy isn’t 

invaded 

Low Low Low Medium Low 



  

Table 2: Summary of Darknet Alternatives in Terms of Policy Goals 

Goals 

Impact 

Category 

Policy Alternatives 

Current Policy: 

Continued 

Policing Efforts 

Enhanced Policing 

Efforts  

Criminalizing or 

blocking 

downloading of 

Tor browser  

Focused Efforts at 

Identifying Who is 

Accessing Illegal 

Markets on the 

Darknet 

Reduction in 

Access to Illegal 

Drugs Sold on 

Darknet  

Impact on the 

number of 

darknet 

marketplaces 

(short term) 

Fair – new 

markets replace 

them  

Good – new 

markets replace 

them 

Excellent – creates 

another barrier for 

entering onto 

darknet 

Fair – technology 

would need to 

improve to do this 

efficiently 

Impact on the 

number of 

darknet 

marketplaces 

(Long term) 

Fair – new 

markets replace 

them and 

research suggests 

that takedown 

makes future 

sites even harder 

to bring down 

Poor – new markets 

replace them and 

research suggests 

that takedown 

makes future sites 

even harder to 

bring down 

Fair – workarounds 

and alternative 

methods of 

downloading may 

develop 

Good – individuals 

will be less likely to 

access sites if they 

fear they are being 

monitored  

Impact on the 

number of 

darknet 

marketplace 

buyers and 

sellers 

Poor – number of 

users has been 

increasing 

Fair – increasing 

current practices is 

unlikely to result in 

significant 

reduction to users 

Fair - creates 

another barrier for 

entering onto 

darknet. Does not 

affect individuals 

who already have 

browser 

Good – individuals 

will be less likely to 

access sites if they 

fear they are being 

monitored. Creates 

uncertainty and 

distrust 

Economic 

Efficiency 

Cost of 

enforcement 

Good – already 

in place  

Fair – additional 

cost for more 

resources and 

monitoring 

Fair – additional 

cost for more 

resources and 

monitoring 

Fair – additional 

cost for more 

resources and 

monitoring 

Ease of 

enforcement 

Excellent – in 

place 

Good – methods of 

enforcing already in 

place.  

Poor – difficult to 

enforce 

Fair – efforts to 

develop this 

technology 

Equitable 

Distribution 

Fairness to 

individuals 

using darknet 

for legal 

purposes such 

as privacy or 

security 

Good – users 

would retain 

anonymity 

Good – users would 

retain anonymity.  

Very Poor – makes 

Tor illegal for a 

large population of 

users that utilize the 

browser for legal 

uses 

Good – users would 

retain anonymity 

Political 

Feasibility 

Likelihood of 

successful 

adoption 

Excellent – in 

place 

Fair – requires buy 

in from diverse 

stakeholders 

Very poor – not 

attractive to privacy 

advocates. Requires 

buy in from diverse 

group of 

stakeholders to be 

effective  

Poor – would 

require the 

government to 

operate illegal 

marketplaces to 

secure information 

for future arrests  
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