
Tips, Tricks and Advice from your local “IT Guru” 

This month I want to talk to you about a scam I came across recently. Let’s imagine that you have a problem with 
your Internet connection, or the email system provided by your ISP (Internet Service Provider). So, you now need 
to phone your Internet provider. The obvious thing to do is to search for them online, through your search engine. 
Up pops a number, which you willingly ring, and they talk through the problem with you. In fact, they even take 
you through some “security” questions. They suggest that the best way to solve the problem is for them to take 
control of your system remotely to do some troubleshooting. The next thing you know, they are doing all sorts of 
technical looking things on your system: changing your passwords and installing “security software” which tells 
you that you have loads of viruses and malware on your computer. They then proceed to remove these 
“infections” and charge you anything up to £200 for the service. This doesn’t exactly sound strange, does it? In 
fact, apart from the cost, you could come away pleased that the problems have been resolved.  

The trouble is, you were not really talking to Virgin, TalkTalk, or whomever it was that you thought you were 
calling. Now, you have all sorts of nasty things on your computer. Remember when you searched for the phone 
number, and one of the first results was something like “support for TalkTalk email”? Well, that wasn’t a link to 
TalkTalk, but rather a link to a third party company that has slightly less morals than the people you thought you 
were searching for. Remember the “security” questions they asked? Probably things like the first line of your 
address, or postcode. That only proves who you are, not who they are. It’s not really security after all, is it? 

The way these scams work is simple: they pay for their links to be at the top of a search result, and use social 
engineering to make you think that you’re dealing with the right people. Now, I tend to ignore any of the 
sponsored links Google throws up, but lots of people don’t. It’s generally assumed that if someone is paying the 
cost to have their link appear at the top of the page, they’re legitimate. That’s obviously not the case. The slightly 
more sneaky way of getting to the top of a result list is to control the whole search process. You know all those 
search toolbars that appear over time in your browser? Well, guess what? When you enter something in them, 
the results that you get back are controlled by whoever supplied the search bar! Most of these search bars also 
change your homepage to their search page as well, so suddenly they are in control of everything you see when 
you do an online search. This makes it easy to put up false results when you search for, say, “Virgin support 
phone number”. How these search bars get on your system is for another day, but suffice to say, if you have 
multiple toolbars, it’s time to do a bit of disinfecting. 

It’s fairly easy to avoid these scams. First, be very wary of the sponsored links at the top of a search page. Make 
sure the address looks legitimate on any link you click on, and don’t use the phone number that comes up as part 
of the search result. Rather, click through to the page and make sure it’s who you thought you were searching 
for. Furthermore, make sure that your homepage is set to one of the big, recognisable companies and that the 
default search engine is set to Google (or Bing, if you must). Finally, don’t give anyone on the phone your 
passwords and don’t let them take over control of your PC unless you are absolutely sure you know who you are 
talking to. 

If you have any questions or anything you would like me to cover in this column, email me at look@4-
11consultants.co.uk 

 David runs 4-11 Consultants, a local company specialising in home and small business computer problems and 
can be contacted on 01206736161 


