
Tips, Tricks and Advice from your local “IT Guru” 

This month I want to talk to you about security. As more of us carry laptops and smartphones packed full of 
information, it is becoming increasingly important to make sure that all that data is safe. This was made 
particularly clear to me by a story I heard about taxi drivers. It seems that unscrupulous cabbies are now offered 
a reward for mobile phones found in the back of their cabs. A higher reward is offered if the diver has removed 
the battery as soon as the phone is found thereby making it impossible for the device to be remotely wiped. The 
phones are then passed on to a gang, who are in possession of an electronically shielded room, where the 
phones can be switched on safely to be sucked dry of any data. Yes, we have reached the stage where the 
information on a device is considered more valuable than the device itself! 

The sort of information that the bad guys are after are details like your contacts, passwords, credit card details, 
and any other personal information that might help steal your identity and get into your accounts. There are a few 
simple precautions you can take, the most obvious being: don’t leave your phone or laptop in the back of a taxi! 
Aside from that, the simplest thing to do is to make sure you have a password on your device and subscribe to 
one of the many remote locating and wiping services. If you do this, you then stand a chance of finding the 
device or making sure the data is safe if you realise that it’s gone soon enough.  

Now, let’s think about laptops. I know it’s nice to use the sleep facility and just shut the lid, but this means anyone 
can pop the lid open and get access to everything. If you are travelling with the computer then make sure you at 
least log off before shutting the lid. Password protecting your individual documents is another good way of 
keeping important stuff safe, and adds another layer of deterrent. None of this is going to stop a determined 
hacker though, because once they have physical access to your device it’s only a question of time. Just like with 
car and home security, all you are doing is making it difficult enough that they move on to a less secure system. 

If you are really worried about data security, then there are a few tools available to encrypt all the data on your 
device. A good example is Truecrypt, which will make it impossible for people to get at your data, even the 
security services, but it is a bit of an indication that you might have something to hide! Most of these tools are not 
for the faint hearted though, so unless you really have some very important data then it might be a step too far. 

Finally, I have to report some bad news. After many years of saying that Apple systems are free from viruses and 
Spyware and that users of such systems don’t have to worry, one of the first cases of infections in the Mac world 
has been brought to light. At the moment it is not anywhere near as bad as the situation surrounding PC’s, but 
there have been a few cases where the type of scams we have become used to in the PC world have been 
brought to Macs. These scams take the form of a pop up web page saying you are infected with a myriad of 
viruses and you need to spend some money to remove them. The only way this can happen on a Mac is if you 
explicitly allow a program to run by giving it your system password, so it’s fairly easy to avoid. If something asks 
you for your password and you are not expecting it, just say no and restart the system. It’s not time to rush out 
and buy some antivirus software yet, but it is time to be a bit more vigilant. Apple have already released a patch 
to stop this infection, so as long as you have applied the OS fixes you will be fine. 

If you have any questions or anything you would like me to cover in this column, email me at look@4-
11consultants.co.uk 

 David runs 4-11 Consultants, a local company specialising in home and small business computer problems and 
can be contacted on 01206736161 


