
Tips, Tricks and Advice from your local “IT Guru” 

 

This month I want to talk to you about a couple of scams that are doing the rounds. This first is a variation on an 

old idea; the second is much more disturbing. 

 For the past few years there has been a particularly nasty piece of Malware floating around that pops up an error 

message on your computer saying you are infected with viruses, and to remove them you need to cough up 

some money. This has been very successful in getting people to part with their cash, because the error 

messages are tailored to look very similar to the antivirus solution you have installed. It is an easy mistake to 

make, and coupling this with the free antivirus programs propensity to nag you to pay for an upgrade to the full 

version and it’s very easy to be fooled. To reiterate what I have said before, no legitimate antivirus program is 

going to ask for money before removing a problem and any that does so is a scam. The problem with these 

imitators is that it is very easy to get attacked by one, sometimes just browsing a website that has been 

compromised is enough. Once you let one on your system, the only way to really be sure its gone is to restore 

the system back to the day you got it. Not something to be undertaken lightly. To avoid getting infected make 

sure you have Windows Update turned on and that it is actually installing the updates. If you see a suspicious 

error message don’t click anything on it, not even the red X in the corner. Just shut the PC down and restart it. 

The second scam is much more unsettling. Basically, the victim gets a telephone call saying that Microsoft has 

detected a virus on their PC, and then is invited to download some remote assistance software. The caller then 

“investigates” the system while the hapless user looks on. They then inform the victim they will be able to remove 

the virus for a price, usually somewhere over a hundred pounds! Once again, the website you are directed to 

looks very official, with all the correct logos and even passes things like McAfee’s site advisor (because there is 

nothing nasty lurking on the site, it’s just a dummy to reinforce the con). The money is taken via credit card and 

the caller does some clever looking stuff remotely on the PC and pronounces it “fixed”. They hang up and the 

unsuspecting victim continues their day thinking they were lucky someone was watching out for them! Trouble is, 

that is not the case. At best they have been conned out of some money,  and at worst their card detail will be 

used elsewhere and their system really is now infected. 

There is no high tech defence against this one. If you get that sort of call, just hang up. 

Finally, by the time you are reading this the Apple iPad will be available. I really think this device will change the 

way we think about, and use, computers. Not only that, but for lots of people it  will be the only computer they 

need. Hopefully I will be able to tell you more next month. 

If you have any questions or anything you would like me to cover in this column, email me at look@4-

11consultants.co.uk 

David runs 4-11 Consultants, a local company specialising in home and small business computer problems and 

can be contacted on 01206736161 
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