
Tips, Tricks and Advice from your local “IT Guru” 

This month I was going to talk about Network Attached Storage (NAS) devices, but in light of recent events I am 
going to instead warn you of a rather nasty strain of malware that is doing the rounds at the moment. In the last 
week, I have had four cases of a virus/spyware called System Check, Vista Security 2012 or Win 7 Security that 
is particularly difficult to remove. In all cases, there seems to be no reason for the computer systems to have 
been infected as they all had antivirus programs running, and all the users denied opening unsolicited emails or 
visiting suspect web sites. The virus is a variant of one that circulated last year, which included a pop-up window 
that informed the user that their system had been infected by hundreds of viruses and, for a small fee, could 
remove them. This one, however, is much sneakier. Gone is the pretence of being your own antivirus: it no 
longer tries to look like an existing program, but instead worms its way into the system so that you are more-or-
less forced to pay to get your PC back. It has a few stages, which I’ll go over. Firstly, it provides the user with an 
initial warning, and this basically states that the system has a myriad of infections and will start popping up 
messages about disk failures, critical system errors and missing files. At this point the system is still useable, but 
only if you ignore the messages that it’s giving you! At this stage, most people would run an anti-malware 
program, and this would almost certainly report that they had found an infection and removed it. However, this is 
where it starts to get nasty. Once the system reboots after ‘removing’ the virus, it instantly returns. It continues to 
issue warnings and, worst of all, stops the user from seeing any files, navigating the Start Menu, and any attempt 
to run any sort of program will redirect to the rogue virus. This even happens if you start the system in Safe 
Mode! Now, let’s think about this for a moment. You can’t see your desktop, the Start Menu, the Search or Run 
command, and you most certainly can’t insert a USB drive and run a program from it. To all intents and purposes, 
your system is unusable. The only way out of it is to put the hard disk in another system or boot from something 
like a Linux Live CD, all this way beyond most users. Faced with this, paying 69 quid seems quite a good option, 
except then the bad guys have your money, your credit card details, and the stupid virus is still on your system… 

So what’s the answer? Well, I’m all for people having a go and solving problems themselves, but in this case it 
really is best to leave it to a professional. The first time I came across this it took a whole morning to get rid of it. 
I’m now down to just a couple of hours, but it’s still a complicated process and, once you have tried an initial scan 
and failed, you are into some serious hacking to get the system back. This is definitely not one for your 
neighbour’s son or your daughter’s boyfriend because he “knows a bit about computers.” If you get this, shut the 
system down by holding the power button in for about 10 seconds, and call a professional. The most important 
point of all, I think, is not to panic. It is unlikely that you will have lost any data, whatever the messages may be 
saying. The worst case is that you will have to have someone retrieve the data off of the system and then wipe 
the entire system completely clean, eventually leading to everything being reinstalled. Needless to say, this is 
extremely annoying, time consuming, and may end up being quite expensive. But, not a total disaster! At least 
you have those regular backups I keep going on about to fall back on if things really go wrong, right? 

The question is how do these thing get on your system, and how do you stop it? Apart from the obvious ways like 
opening an unsolicited email (this one has been known to hide in a fictitious flight booking confirmation email) or 
clicking on a link on a web page, you can also be infected just by visiting a web site. This happens because the 
site may be using web software that has not been kept up-to-date and has some security vulnerabilities. If your 
system also doesn’t have the latest Windows updates and antivirus software, the code for the viruses can then 
be sent to your system without you having done anything bar look at the page! The problem is that antivirus 
software is always one step behind the bad guys, so unless your antivirus program is completely up-to-date and 
you have all the latest security updates for Windows, Java, Flash, etc. you are going to be vulnerable. Keep the 
system updated, be extra vigilant with where you go and what you click on, and you should be okay. Either that 
or buy a Mac! 

 

If you have any questions or anything you would like me to cover in this column, email me at look@4-
11consultants.co.uk 

 David runs 4-11 Consultants, a local company specialising in home and small business computer problems and 
can be contacted on 01206736161 


