
Tips, Tricks and Advice from your local “IT Guru” 

This month I want to talk to you about removing viruses and spyware. A couple of weeks ago, someone asked 
me why I charge a set fee for removing nasty’s from a computer system rather than by the hour. “After all,” they 
said, “it only takes a few minutes to run a scan.” So, I thought I would outline the procedure I follow in order to 
give you some sort of insight.  

First of all, I always take the system away. Some anti-virus scans can take 2-3 hours to run and the last thing 
customers want is me sitting around their house drinking coffee for hours on end! Once the system is hooked up 
to my network, I take a backup of any important data. If the system is starting up normally then this is relatively 
simple, if a little time consuming. If the system won’t start up in Windows, then its time to remove the hard disk 
and plug it into my system manually to suck any important data off. This may seem a bit over-cautious, but 
having seen the distress caused by someone loosing all of their pictures to a particularly nasty bug, I’d rather be 
safe than sorry. Once the data is safe I usually go through the installed programs and remove anything that I 
recognise as spyware or that I know is a potential problem. I also take a look at the configuration files to make 
sure there is nothing obvious being loaded on start-up and clear out any junk in the temporary files. After all of 
this it’s simply a case of installing and running a battery of anti-virus and anti spyware programs, one at a time.  

Currently I have three anti-spyware and two anti-virus programs in my arsenal, all of which I trust to do a good 
job. Why so many? I’ve found that the pace of development and updates for these sorts of programs differ wildly 
and with a selection you stand a good chance of one of them being able to spot even the most recent outbreak of 
infections. I normally run these twice, once in Safe Mode and once in normal mode, and I always do a full scan 
rather than the quick option. As I said earlier, these scans can take a few hours, so it’s a case of getting on with 
something else and checking back every hour. Hopefully this approach sorts out most problems, but sometimes 
it’s necessary to get down into the inner workings of the system, manually trawling through log files, registry 
settings and the like to find the culprits. Once the PC is back to working correctly I make sure Windows has all 
the latest updates and that there is a current, updated antivirus program installed. It’s then returned to the 
customer. At this point I make sure the system works with their Internet connection, as I have previously been 
caught before with systems working perfectly in my office but resolutely refusing to behave once on site! I 
normally allow about two-three days to disinfect a system so don’t be surprised if your local PC repair man 
quotes this amount of time for what may seem like a simple job. 

It’s worth pointing out that after all of the above, sometimes it’s just impossible to remove all traces of spyware 
and viruses if they have wormed their way deep into your system. Then the only solution is to wipe the thing 
clean and start from scratch. This may be a drastic step, but sometimes quicker than removal and guaranteed to 
work. I can’t speak for others, but I include this in my price for a set fee. This way you get back a system that is 
undoubtedly working. 

One more thing… 

I can’t let this month go by without mentioning Steve Jobs, Founder and Chairman of Apple who sadly passed 
away. He was a true visionary who changed the landscape of technology in ways that will affect us for years to 
come. My sympathy and condolences go to his friends and family. 

If you have any questions or anything you would like me to cover in this column, email me at look@4-
11consultants.co.uk 

 David runs 4-11 Consultants, a local company specialising in home and small business computer problems and 
can be contacted on 01206736161 


