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Introduction

Networking should be simple, and security should be automatic. And money
should grow on trees. Despite how intuitive it is to pick up and use an i0S
device, requiring little thought as to how it connects to a cellular or Wi-Fi
network, it becomes quite complex as soon as you drill down to any details.
This is especially true when connectivity fails,and you try to troubleshoot.

Security is an even denser area. Apple makes the default choices in

I0S reasonably secure, but to ensure real protection for your data—while
your bits are traveling through the ather or in the event that your device is
stolen—you need to know how it all works.

The book is divided into two major sections, one on networking and one on
security, though there is, of course, overlap.
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Make a Mobile Hotspot

Every iPhone and every “Wi-Fi + Cellular” iPad has, in addition to a Wi-Fi
radio, a built-in data modem that lets the device access high-speed mobile
data networks. The logical question in the iPhone’s early years was: why
can't we use that same modem with our laptops (or other devices) when
we're traveling instead of having to buy a separate cellular modem or router
and pay a separate monthly service fee?

Fortunately, Apple followed the suit of other smartphone makers and added
Personal Hotspot, which lets you use your phone or tablet as a conduit to
the mobile Internet. While the name implies a Wi-Fi hotspot connection,
which is one component of it, you may also use Bluetooth or USB with
desktop computers and other devices to extend access. All three methods
may even be used simultaneously.

Personal Hotspot's availability varies by carrier, although operators around
the world offer it: consult this list by Apple to check on yours. In North
America, all carriers in America and Canada allow its use except for two tiny
ones in Canada.

In America, the four largest carriers all include mobile hotspot use in their
current plans, and count bandwidth consumed just as they do any other
data used by an iPhone or iPad.

Which models? In previous releases, some models that could install the
latest i0S version couldn’t use every Personal Hotspot feature. But every
iPhone model and Wi-Fi + Cellular iPad model that can use iOS 8 can use
every option.
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Note: In this chapter, | talk about a mobile hotspot or Personal Hotspot to refer to
all the features, but | use the term tethering when the discussion is specifically about
Bluetooth or USB.

Turn On Personal Hotspot

There are two ways to turn on the Personal Hotspot feature: directly on
your iOS device or through another computer or iOS device.

Whenever you use these methods, the device that turns on the Personal
Hotspot then automatically connects to it.

WARNING! Devices that connect to a Personal Hotspot typically don’t treat it
any differently than a reqgular Wi-Fi or Ethernet network—which can mean
it’s easy to rack up huge amounts of usage. You will want to pause or dis-
able sync services, like Dropbox, and online backup systems, like Backblaze
or CrashPlan. You may also want to avoid using any streaming video ser-
vices or digital media downloads while connected via a Personal Hotspot.

TurnOniniOS 8

Enable it in Settings > Cellular Data (iPad) or Settings > Cellular (iPhone).

Tap Personal Hotspot to open the Personal Hotspot screen. Now you can
switch the hotspot on and set a Wi-Fi password. The screen is also full of
connection information (Figure 5).

After the first time you tap On, Personal Hotspot appears as an option on
the Settings app’s left pane (iPad) or main screen (iPhone) so you can ac-
cess it quickly.

Turn On via Another Device

If you have multiple iOS devices running iOS 8 or the right vintage of Mac
and are running Yosemite, you can take advantage of Instant Hotspot, a
feature that lets you turn on Personal Hotspot from another device.
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£ Cellular Personal Hotspot

Personal Hotspot W,

Figure 5: The Personal Hotspot view lets you turn access on or off as well as set a
Wi-Fi password.

Instant Hotspot is part of Continuity, a set of connections between your
iOS devices and between iOS and Mac OS X. However, the devices must
meet a list of conditions for Continuity to work:

= You have iOS 8.1 or OS X 10.10 Yosemite installed on the computer or
device you’re using to activate the hotspot, and iOS 8.1 on the iOS device
you’re using as a hotspot.

® Your Mac is a model released in mid-2012 (MacBook Air and MacBook
Pro) or later (Mac Pro, Mac mini, and iMac).

® Your iOS device was released in the last 2 to 3 years. (See complete list.)

» Your iPhone and the other iOS device or Mac are signed in to the same
iCloud account.

= Both devices have Bluetooth enabled and are on the same Wi-Fi network.

On a Mac, select the Wi-Fi menu, and choose the device in the menu
under Personal Hotspot (Figure 6).

Turn Wi-Fi Off

Executive Privilege seses | TE = (2
+ The Office a8 F

Ada's Free WiFi =

Ada's Staff a8 F

ANTIHERO a =

Figure 6: Instant Hotspot puts an iOS device into your Wi-Fi menu in 0S X.
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On another iOS device, launch Settings, tap Wi-Fi, and choose the device
in the Personal Hotspots list (Figure 7).

Wi-Fi )
v Portage Airbasestation a8 = @
PERSONAL HOTSPOTS

Executive Privilege =~ eeeee ME= @
CHOOSE A NETWORK...

HOME-5D04 a8 = @

xfinitywifi = (1)

Figure 7: In iOS, pick a device from the Personal Hotspots list.

Even if you’re not planning to connect, you can see the battery life,
signal strength, and connection strength of your iOS device as a compact
set of graphics in the menu or list.

You Can't Always Use Cell Data while Talking

It can be a little confusing to tell whether an iPhone can continue to have
an active cellular data connection while a voice call is underway. On some
carrier networks, data is suspended; on others, it slows; and all that is
changing right now, with the right iPhone models, too. Wi-Fi data al-
ways works during a voice call, but when you’re using Personal Hotspot,
you’re always relying on the cellular network for data backhaul.

Because of both the different cell technology employed by AT&T,
T-Mobile, and most other networks around the world (called GSM), and
that used by Sprint and Verizon (known as CDMA), and the generation
of hardware you have, the option to talk and use data at the same point
depends on both your carrier and your phone model. (All iOS 8-compat-
ible CDMA iPhones can also be activated on GSM networks, typically for
roaming or switching carriers.)
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Digital cell technology is divided up into second-, third-, and
fourth-generation (2G, 3G, and 4G) standards, plus some interim ones
like EDGE (2.5G) and 3G+ (often called 4G). 2G was the first to carry dig-
ital voice, and all forms of it allow either data (at dial-up modem speeds)
or voice, but not both at once.

The 3G standard that GSM network operators picked could carry voice
and pure data at once, but Sprint and Verizon opted for a flavor of net-
work that would carry data only over 3G. Some non-Apple CDMA phones
have two radios, to allow a 2G voice call and a 3G data connection at the
same time.

LTE is a 4G standard, designed so voice and data would intermingle for
all phones and carriers. However, phones and networks were upgraded
before the voice part, Voice over LTE (VoLTE), was ready to go. Even to-
day, the way that VOLTE was implemented by cell companies, the carriers
can’t connect VOLTE calls between their networks.

Data networking today when a call comes in

As a result, you see the following behavior on most iPhones and on most
networks when there is an incoming call or you place a call:

Verizon, Sprint, and most CDMA networks: Data use, including Personal
Hotspot, is immediately suspended.

AT&T, T-Mobile, and GSM networks: Data use continues, but is shunted
to a 3G, 3G+, or pre-LTE 4G network.

If you don’t answer a call or when you hang up, data use returns to the
highest-speed available network.

Data networking with a VoLTE call

The list of requirements to make or receive a VOLTE call is daunting at
the time of this writing:

Requires an iPhone 6 or 6 Plus. Even though earlier iPhone models
seemingly had the circuitry, these two models are the only ones sup-
ported at the time of this writing by the four American carriers, and
likely worldwide by others.

Must be on the same network. VOLTE doesn’t yet work between carrier
networks, only for calls that comprise parties on the same network.
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» Carrier must have deployed. This sounds obvious, but it’s hard to sort
out. AT&T has deployed part of its VOLTE footprint and plans to finish
in 2015. Verizon and T-Mobile have upgraded their LTE networks
completely. Sprint plans to wait for a future carrier interoperable version
of VOLTE.

If you meet these requirements—and the moon is half full and it’s a
Tuesday—receiving a call or placing one will happen over VoLTE, vand
your Personal Hotspot or other data use will continue at full LTE speeds.

Yes, it’s a mess.

Note: Alongside VOLTE, carriers have been rolling out HD Voice, a higher-quality com-
pression algorithm for voice calls. It sounds more like a Skype-to-Skype or FaceTime
Audio call than a cellular call. Most VOLTE rollouts are happening alongside HD Voice,
which also doesn't work across different carrier networks. Sprint is rolling out HD
Voice alone.

Set a Wi-Fi Password

When you first turn on Personal Hotspot, iOS creates a strong WPA2
password. To connect a device over Wi-Fi to the hotspot, you must enter
this password on that device.

The default password created by your phone is sometimes a sequence of
recognizable words and numbers; other times, it may appear to be ran-
dom. (At one point, the difference seemed to be by carrier, but now it’s

impossible to tell.)

You can’t decide not to use a password at all, but you may choose to
compose your own. You have to pick one that’s eight characters or more,
although you can make that 12345678 if you must. Tap to enter your own
password.

For this kind of connection, where it’s not a base station in a fixed lo-
cation that someone might try to access, I suggest thinking of an eight-
or nine-letter word and adding two punctuation marks to the end, like
memorable?%.
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Extra Security with Personal Hotspot

Using USB, Bluetooth, or Wi-Fi to connect to a hotspot device provides a strong layer of
security around your connection, which is reassuring if you're at a location like a coffee
shop, where the network may not be well secured. USB is a physical connection and can't be
monitored. Bluetooth has its own strong automatic security. Apple’s required use of WPA2
Personal for Wi-Fi ensures protection there, too. (See Connect to a Small Network.)

Although the backhaul to the mobile broadband network isn't impregnable, it does require
either a dedicated effort to crack your particular communication or a wiretap at the carrier to
intercept data. Personal Hotspot lets you secure the local link at a location where you would
otherwise use Wi-Fi but where | would recommend using a VPN (virtual private network) to
prevent interception by those around you.

Name Your Wi-Fi Network

The Wi-Fi network has the same name as your iOS device. This is typi-

cally your name, or that of whichever account you used to set up the iOS
device (Figure 8). If you don’t feel like broadcasting your account name
whenever you turn on Personal Hotspot, you can change it.

=l ~ [E «) Mon4:32PM Q
Bl &0 won ece <« |l » —

Turn Wi-Fi Off
ﬂ H L] wee D
Portage Airbasestation a =
CenturylLink1484 a = : -
 Executive Privilege @ = Executive Privilage =
pebblebeach a = 100% B +
TriDevochki | =
Settings

Join Other Network...
Create Network... = Summary
Open Network Preferences...

Figure 8: The Wi-Fi network name (left) is identical to the name of your device, which
you can see in iTunes (right) or in Settings.

To change the name, visit Settings > General > About > Name and enter
a new name. Or, with the device connected to iTunes via either USB or
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Wi-Fi, click the device’s icon in the top bar in iTunes, then click its name
to select it, which highlights the name. Type a new name, and click again
or press Return.

You need to turn Personal Hotspot off and back on for the new name
to be broadcast.

Consider Turning Off Certain Radios

Now that you’ve turned on Personal Hotspot, you might not want it to be
available through Bluetooth or Wi-Fi, because nearby devices of yours
might accidentally connect to it. The only way to prevent a connection
from a device with the right credentials is to turn off the Bluetooth or
Wi-Fi radio.

WARNING! Disabling radios turns off OS X Continuity features.

To turn off Bluetooth, tap Settings > Bluetooth and slide the switch

to Off. To disable Wi-Fi, tap Settings > Wi-Fi and slide the switch to Off.
With either or both Bluetooth and Wi-Fi turned off, the Personal Hotspot
feature pops up a warning when it’s switched on (Figure 9).

-Fi Password z4ndQ0imci66cw

Wi-Fi is Off

g Personal Hotspot will only be available

over Bluetooth and USB. Do you also i-F
want to enable it over Wi-Fi? e.

Turn on Wi-Fi

g Bluetooth and USB Only

on your computer.

Figure 9: If any networking type used with Personal Hotspot is off, iOS prompts to
turn it on.
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You can also change the Personal Hotspot Wi-Fi password to prevent
devices that previously connected from gaining access again (see Set a
Wi-Fi Password, slightly earlier).

Connect to Personal Hotspot

With Personal Hotspot on, you have three choices for how to connect:

m Wi-Fi: Any Wi-Fi-equipped device can connect just as if the iOS device
were a wireless router. Up to five devices can connect via Wi-Fi. (Verizon
and Sprint used to limit this to three, but that appears to be lifted.)

» USB: Plugging your computer into your iPhone or iPad gives you a high-
speed data connection that you know works as long as the cable isn’t
bad. The downside? Being literally tethered.

» Bluetooth: This method requires more steps to make a connection ini-
tially, but it gives you cable-free flexibility. Most Bluetooth-equipped
devices can connect through this method, including iPhones, iPod
touches, and iPads. No more than three devices may connect via Blue-
tooth at the same time.

Tip: Wi-Fi can use more battery power than Bluetooth, so you might opt for Bluetooth
tethering. However, the data rate isn't stellar: Bluetooth 4.0, found on the iPhone 4S
and later and on the 3rd-generation or later iPad, has a raw data rate of 3 Mbps for
continuous connections, and an effective throughput of 2.1 Mbps. That's far below
GSM 3G/4G rates and well below LTE rates.

There is a maximum of five total connections across all these methods. If
you have five devices connected and try to connect another, the connec-
tion will be refused.

I explain how to make a connection shortly; for now, I want to mention
that once you make a connection, a blue pulsing banner appears across
the top of the iPhone or iPad’s screen (Figure 10). The banner shows the
number of devices connected, too.

If the phone or iPad is on standby, a smaller status banner appears on
the Lock screen when you wake it (Figure 11).
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Personal Hotspot: 1 Connection

{ Cellular  Personal Hotspot

Personal Hotspot ()

Now Discoverable.

Other users can look for your shared network using Wi-Fi
and Bluetooth under the name “Executive Privilege”.

Figure 10: A banner lets you know whenever your device is acting as a cellular modem

for a computer via USB, Wi-Fi, or Bluetooth.

Note: Windows computers, Android phones, and other devices can also connect via
Wi-Fi; many devices can also connect via Bluetooth; and Windows at least can also
tether via USB. The process is identical on those platforms to hooking into a Wi-Fi,
Bluetooth, or USB shared network, and it neither needs special software nor displays
any special indicators as in iOS and Mac OS X.

AT&T LTE @' 9 % 84% W)

Monday, January 5

Figure 11: The Lock screen also shows whether the hotspot is active, with a tiny
superscript numeral revealing how many clients are connected.
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Access via Wi-Fi

Using Wi-Fi to connect to a Personal Hotspot is the easiest case because
no special setup is required. You use whatever method you normally
employ to connect to a Wi-Fi network from the device, and I provide di-
rections for several common operating systems just ahead. The name of
your iOS device is the name of the Personal Hotspot network.

Connect via Wi-Fi in Mac 0S X

In Mac OS X, you can use the Wi-Fi = menu on the menu bar to select
the Personal Hotspot network by name:

1. Click the Wi-Fi menu to see a list of available networks.

2. Choose the network’s name.

» For an iOS 8.1 or later Personal Hotspot and Yosemite, it appears as
it does in Instant Hotspot: an item with the cellular connection type,
battery level, and signal strength (Figure 12). (If Personal Hotspot is
not active on the device, selecting the hotspot in the OS X menu turns
it on.)

ecAarYo®D W alyd

Turn Wi-Fi Off

Executive Privilege ssees LTE

(=]
+ The Office fa)
Ada's Free WiFi
Ada's Staff
ANTIHERO
Awesome

) .,].j. .,].j. .,].j. .,].j.

| =} B} B

Figure 12: Select the hotspot under Personal Hotspot.

» For an iOS 8.0 or earlier, or with earlier versions of OS X than Yosemite,
Personal Hotspot shows up in the main list of networks with a linked-
chain @ icon just to the left of the signal strength icon (Figure 13).

3. Enter the password, and click Join (Figure 14).
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Figure 13: In iOS 8.0 and earlier, the Personal Hotspot’s network name appears in
the Wi-Fi menu’s networks list.

The Wi-Fi network “Executive Privilege"” requires

&% aWPA2 password.
v

Password: |

Show password
Remember this network

? Cancel

Figure 14: Enter the network’s password to connect.

Future connections: If you leave Remember This Network checked, you
won’t be prompted in the future for the password. The flip side of that ben-
efit is that it’s difficult to prevent future automatic connections when the
personal hotspot’s Wi-Fi connection is active.
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You’re now connected. Your Mac will stay connected as long as the Per-
sonal Hotspot feature is active. The next time you turn on the Personal
Hotspot, your Mac will reconnect if you stored the password and if your
Mac isn’t already associated with a Wi-Fi network.

Disconnect from Personal Hotspot Wi-Fi

To stop using the Personal Hotspot, hold down the Option key and then
select the Wi-Fi menu. Now select Disconnect From Network Name and
your link is severed.

Don’t auto-join in the future

If you want to prevent the Mac from connecting automatically in the
future, follow these steps:

. Launch System Preferences and select the Network pane.
. Select Wi-Fi in the list at left.
. Click the Advanced button.

. From the Wi-Fi pane, select the Personal Hotspot network, then click the

minus button to delete it.

. Click OK and then click Apply.

Connect via iOS

In iOS, you use the Settings app to connect to the Personal Hotspot
network:

From and to an i0OS 8.1 or later device

. Select Settings > Wi-Fi.
. Choose the network from the Personal Hotspots list (Figure 15).

. Enter the password when prompted.

You are now connected. The chain ¢@ icon appears at the left of the iOS
status bar instead of the normal Wi-Fi icon.

To or from an i0S 8.0 or earlier device

. Select Settings > Wi-Fi.
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Figure 15: Look for the chain €@ icon or in the Personal Hotspots section.

. Choose the network from the list. Personal Hotspot networks are shown
with a special chain <@ icon in iOS 4.3 and later.

. Enter the password when prompted.

You are now connected. The chain @ icon appears at the left of the iOS
status bar instead of the normal Wi-Fi icon.

Automatic reconnection

As long as the password is stored for the iOS network and isn’t changed,
your i0S device will reconnect automatically whenever it’s in range and
the Personal Hotspot Wi-Fi connection is active. To stop using the mobile
hotspot right away, choose another network from the list or turn off the
Wi-Fi adapter.

If you want to prevent connecting automatically in the future, while
the hotspot connection is active, tap the blue info () button next to
the network name and then tap Forget This Network. This removes
the network’s stored setting and disconnects the device from the Per-
sonal Hotspot immediately.

Disable Wi-Fi sharing in iOS
To turn off the hotspot on the device that is sharing its connection, just

tap Settings > Personal Hotspot and then turn off the Personal Hotspot
switch. Or, you can tap Settings > Wi-Fi and turn off Wi-Fi entirely.
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You can also block all existing connections from client devices by chang-
ing the Wi-Fi password on the Personal Hotspot screen. This will also
prevent devices with a stored password from reconnecting automatically
or manually until you provide the changed password.

Tether with USB in Mac OS X

With Personal Hotspot enabled, connect your hotspot device to your com-
puter using a USB cable. The first time you enable Personal Hotspot and
plug the device into a Mac via USB, Mac OS X alerts you that the interface
is added and the Mac’s Network system preference pane adds an adapter
entry (Figure 16).

@ iPhone USB .

Figure 16: An entry appears in the adapters list.

Mac OS X automatically activates a tethered link and turns that red dot
green.

Not active? If you’re not seeing this, you may need to launch iTunes the
first time you tether. iTunes doesn’t seem to have anything to do with USB
tethering except initial activation.

To halt the active USB tethering connection, disconnect the USB cable.
Alternatively, you can disable the iOS adapter profile. In the Network
system preference pane in Mac OS X, select the iPhone USB or iPad USB
adapter, and then from the gear # pop-up menu, choose Make Service
Inactive. Click Apply in the lower-right corner.

Connect with Bluetooth

On your hotspot device, make sure Bluetooth is turned on: swipe up from
the bottom to show the Control Center and check that the Bluetooth icon
is active. If it’s not, tap it. (You can also manage Bluetooth from the
Settings app.)
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Once you’re sure it’s enabled, you can make a Bluetooth connection from
Mac OS X or i0S, as I describe next.

Bluetooth uses less power than Wi-Fi, almost nothing in standby mode,

so a Bluetooth connection could allow both an iOS device and a paired
piece of hardware to work longer without AC power.

Note: | cover Bluetooth in more detail in Set Up Bluetooth if you'd like to learn more.

Bluetooth tethering with Mac OS X

Follow these steps to set up a Bluetooth connection between your hotspot

device and a Mac running Yosemite or later (instructions are substan-
tially different in earlier versions of OS X):

1. Launch System Preferences, and select the Bluetooth pane.

2. Your iPhone or iPad should appear in the list of devices (Figure 17). Click

Pair. (If it doesn’t appear, check that Bluetooth is enabled on the iOS
device and that it’s within a few dozen feet of your computer.)

L <

Bluetooth: On

Turn Bluetooth Off

Now discoverable as

“Glenn’s MacBook Air"

Bluetooth

9 Executive Privilege

Show Bluetooth in menu bar

a

Pair

Advanced...

?

Figure 17: Initiate pairing from OS X.

3. A pop-up dialog appears with a 6-digit code. On the iOS device, a similar

confirmation dialog pops up (Figure 18).
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“Glenn’s MacBook Air” would like to polow
pair with your iPhone. Confirm that the
code “327841” is shown on “Glenn’s 327841
MacBook Air”.

Cancel

Cancel Pair

Figure 18: The Mac and iOS device both display the same code.

. Confirm that the code is identical, which prevents a so-called man-
in-the-middle attack with someone nearby trying to intercept the con-
nection. (That’s very unlikely, but it could happen.) The additional cue
is the name of the device. Click Pair on the hotspot device. On the Mac,
your iOS device should now appear in the list (Figure 19).

. Now, in System Preferences, click Show All, then select Network.

avices =
Devices -

)B Executive Privilege

Connected

Figure 19: The device is paired in 0OS X and connected.

. In the adapters list at left, you’ll notice a new Bluetooth PAN entry; PAN
stands for Personal Area Network, and it’s the kind of network that Blue-
tooth creates. Your device should be selected in the Device pop-up menu
(Figure 20). Click Connect.

. On the Mac, you’ll see the Status label set to Connected (Figure 20), and
if the Bluetooth system menu # icon is showing, it will have dots bisect-
ing it horizontally. On your hotspot device, the Internet tethering banner
will appear.

To disconnect Bluetooth tethering, you can do any of the following:

In the Network preference pane, with Bluetooth PAN selected in the
adapters list, click the Disconnect button.
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Figure 20: The Network preference pane lets you manage the connection over USB.
= On your hotspot device, in Settings > Personal Hotspot, tap the Personal
Hotspot switch to Off.

» Turn off Bluetooth networking. In iOS, tap Settings > Bluetooth; on the
Mac, look in the Bluetooth system preference pane or the Bluetooth }
menu on the menu bar.

Bluetooth tethering with iOS
Although all iOS devices have Wi-Fi built in, Bluetooth consumes less
battery power and may be a more appropriate choice. You can set up
a Bluetooth connection between any iOS device running iOS 4.3 or later
and a hotspot device quite simply:

1. View Settings > Bluetooth.

2. If Bluetooth is off, tap the switch to turn it on.

3. Tap the Personal Hotspot in the list of Devices (Figure 21).

Both devices show confirmation dialogs (Figure 22).
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Now discoverable as “MagPad”.

DEVICES =, 3

Executive Privilege

Glenn’s MacBook Air

Figure 21: The Personal Hotspot appears in the Devices list; here, it’s “Executive
Privilege.”

Bluetooth Pairing Request Bluetooth Pairing Request
“Executive Privilege” would like to pair “MagPad” would like to pair with your

with your iPad. Confirm that the code ; .
907189 is shown on “Executive iPhone. Confirm that the code

Privilege”.

“207189" is shown on “MagPad”.

Cancel Pair

Figure 22: Tap Pair on both devices to proceed.

4. If the codes match, tap Pair on both devices.

The iOS device is now connected over Bluetooth, and a chain "2 icon
appears at the left of the status bar instead of the normal Wi-Fi icon.

To disconnect from the Personal Hotspot, you can do either of the fol-
lowing:

= On the connected device: Slide Bluetooth’s switch to Off.

= On the hotspot device: Turn off the Personal Hotspot feature or turn off

Bluetooth.

To reconnect, open Settings > Bluetooth and then tap the name of the
Personal Hotspot in the Devices list.
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You might want to discard a stored Bluetooth pairing from the Devices
list if, for instance, you’re using a friend’s device or you don’t want
someone else using your iOS device with the paired connection. To re-
move the pairing, tap the info (i) button next to the device name and
then tap Forget This Device.

Use Bluetooth Tethering from iOS to a Laptop

A'side benefit of the capability to tether over Bluetooth is that you can also use your iOS de-
vices to grab Internet access from a laptop. For instance, if you're in a hotel or other location
in which you have to pay for each device you connect to a Wi-Fi network, you were previ-
ously out of luck in relaying an Internet connection from a laptop to an iPhone, iPod touch,
oriPad. Now you can.

Under Mac OS X, use the Sharing system preference pane’s Internet Sharing option to share
the Wi-Fi connection via Bluetooth PAN. Choose Wi-Fi from the Share Your Connection From
pop-up menu, and check the Bluetooth PAN box in the To Computers Using list (Figure 23).
Then check the box next to Internet Sharing in the Service list at left.

Share your connection from: = Wi-Fi E

To computers using: . ©n  Ports
Display Ethernet
USB Ethernet
Display FireWire
Thunderbolt Bridge

~  Bluetooth PAN

iPhone USB

Figure 23: You can share your Wi-Fi connection via the Bluetooth PAN to iOS devices.

If you don't see Bluetooth PAN in the To Computers Using list, open the Network preference
pane. Click the plus | + | button at the bottom of the adapters list, and choose Bluetooth PAN
from the Interface pop-up menu. Click Create, then click Apply. When you return to the
Internet Sharing option in the Sharing preference pane, the Bluetooth PAN will be there.
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