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Product	  &	  Partner	  Under	  Consideration	  

Name	  of	  Database	  &	  Name	  of	  Corporate	  Vendor	  

Representative	  Completing	  Questionnaire	  &	  Title	  

Contact	  phone	  number	  and	  email	  

General	  Features	   Yes/No	   Further	  Detail	  about	  system	  and	  processes	  

Describe	  the	  features	  that	  make	  this	  system	  easy	  to	  use	  or	  
“user-‐friendly”?	   !	  

Is	  the	  individual	  user	  interface	  customizable	  (e.g.	  font-‐size,	  
color)?	  

How	  long	  does	  it	  take	  an	  average	  user	  to	  complete	  a	  new	  client	  
profile?	  

!	  

Does	  the	  system	  check	  for	  duplicated	  clients?	  

Can	  additional	  data	  be	  entered	  to	  the	  record	  once	  the	  
client	  profile	  is	  created?	  

Does	  system	  allow	  for	  temporary	  “shift	  change	  notes”	  separate	  
from	  a	  client’s	  record?	  	  

If	  “Yes”,	  then	  can	  they	  be	  routinely	  destroyed	  in	  a	  short	  time-‐frame	  (like	  
a	  digital	  post-‐it)?	  

Could	  you	  replace	  paper	  files	  with	  notes	  and	  narratives	  with	  the	  
digital	  system?	  

If	  “Yes”,	  can	  the	  narrative	  notes	  be	  automatically	  purged	  at	  a	  set	  time	  
after	  a	  survivor	  hasn’t	  had	  contact	  with	  the	  program	  (e.g.	  3	  months)?	  

Does	  the	  system	  allow	  attachment	  of	  scanned	  documents?	  
If	  “Yes”,	  can	  the	  scanned	  documents	  be	  automatically	  purged	  at	  a	  set	  
time	  after	  a	  survivor	  hasn’t	  had	  contact	  with	  the	  program?	  

How	  many	  people	  can	  use	  the	  system	  at	  once?	  

Is	  this	  a	  “cloud-‐based”	  solution?	  

Does	  this	  qualify	  as	  a	  comparable	  database	  for	  HMIS	  data	  
standards?	  

initiator:alicia@confidentialityinstitute.org;wfState:distributed;wfType:email;workflowId:c1f67b5cfe1744fe8eae14e120546170
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Customization	   Yes/No	   Further	  Detail	  about	  system	  and	  processes	  

Can	  the	  agency	  edit	  items	  in	  the	  drop	  down	  lists?	  

I	  

If	  “No”,	  can	  the	  developer?	  

Can	  the	  agency	  set	  which	  fields	  are	  required?	  
If	  “No”,	  can	  the	  developer?	  

Can	  the	  agency	  add,	  completely	  hide,	  or	  remove	  fields?	  
If	  “No”,	  can	  the	  developer?	  

Can	  the	  agency	  change	  text/labels	  of	  fields?	  
If	  “No”,	  can	  the	  developer?	  

Are	  there	  other	  customization	  features	  available	  to	  the	  agency?	  

Privacy	  and	  Safety	   Yes/No	   Further	  Detail	  about	  system	  and	  processes	  

Can	  data	  be	  pulled	  for	  a	  single	  client?	  

Are	  third	  parties	  able	  to	  pull	  or	  view	  agency	  data? Who &  what
kind of data? 	  

Does	  the	  vendor	  notify	  the	  agency	  of	  subpoenas,	  warrants	  or	  
law	  enforcement	  requests?	  If "Yes", how & when give notice?

Does	  the	  vendor	  give	  the	  agency	  an	  opportunity	  to	  resist	  
disclosure	  pursuant	  to	  subpoenas,	  warrants,	  and	  law	  
enforcement	  requests	  before	  responding?	  

Does	  the	  vendor	  itself	  resist	  the	  disclosure	  of	  personally	  
identifiable	  information	  stored	  by	  the	  agency?	  If so, how?

Does	  the	  vendor	  retain	  discretion	  to	  disclose	  agency	  data? If so,
in what circumstances?	  

Will	  the	  vendor	  agree	  to	  be	  bound	  by	  the	  same	  duty	  of	  
professional	  and	  legal	  confidentiality	  as	  the	  agency?	  

Does	  the	  vendor	  have	  a	  written	  policy	  about	  response	  to	  
subpoenas,	  warrants	  or	  law	  enforcement	  requests	  for	  
information?	  

If	  “Yes”,	  will	  the	  vendor	  share	  a	  copy	  of	  that	  policy	  with	  the	  agency?	  
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Support	   Yes/No	   Further	  Detail	  about	  system	  and	  processes	  

What	  forms	  of	  technical	  support	  are	  available?	   !	  

Will	  support	  install	  software	  for	  the	  agency?	  

How	  many	  support	  staff	  does	  the	  vendor	  have?	   !	  

What	  are	  the	  hours	  support	  staff	  are	  available?	   !	  

Is	  there	  a	  test/training	  version	  that	  the	  agency	  can	  access?	  

Data	  Retention	   Yes/No	   Further	  Details	  about	  system	  and	  processes	  

Can	  data	  be	  deleted?	  

Can	  data	  be	  purged	  from	  all	  locations	  where	  stored/backed-‐up?	  

Can	  some	  types	  of	  data	  be	  purged	  before	  others?	  

Is	  it	  possible	  to	  schedule	  routine	  removal	  of	  data?	  

Ownership	  and	  Control	   Yes/No	   Further	  Details	  about	  system	  and	  processes	  

Does	  agency	  own	  the	  data	  inputted	  into	  the	  database?	  

Who	  has	  physical	  custody	  of	  data?	   !	  

Who	  owns	  the	  hardware	  used	  to	  store	  the	  data?	   !	  

Upon	  termination	  of	  relationship	  between	  the	  agency	  and	  the	  
vendor,	  can	  the	  agency	  decide	  where	  data	  goes?
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Reports	   Yes/No	   Further	  Detail	  about	  system	  and	  processes	  

VOCA	  

VAWA	  

HUD	  

SASP	  

STOP	  

FVPSA	  

Can	  reports	  be	  exported	  to	  word?	  

Can	  reports	  be	  exported	  to	  excel?	  

Other	  reports	  for	  specific	  funding	  sources?	  

Report	  Designer	   Yes/No	   Further	  Detail	  about	  system	  and	  processes	  

Can	  the	  agency	  design	  own	  reports?	  

Can	  the	  agency	  modify	  existing	  reports?	  

Is	  a	  report	  wizard	  built	  in	  allowing	  the	  agency	  to	  extract	  only	  
certain	  data?	  	  

Are	  there	  other	  report	  features	  to	  highlight?	  
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Access	  to	  Data	   Yes/No	   Further	  Detail	  about	  system	  and	  processes	  

Who	  creates	  logins	  –	  agency	  staff	  or	  vendor	  staff?	   !	  

Does	  each	  individual	  user	  get	  his/her	  own	  login/password?	  

Must	  all	  users	  have	  passwords?	  

Are	  all	  changes	  tracked	  back	  to	  a	  user?	  

Can	  you	  setup	  roles	  so	  that	  access	  to	  information	  can	  be	  
restricted	  to	  certain	  users?	  
Can	  you	  control	  who	  can	  create/edit/delete/view	  each	  type	  of	  
data?	  

Do	  staff	  of	  the	  vendor	  have	  access	  to	  the	  data	  in	  readable	  form?	  

Does	  the	  system	  give	  any	  party	  outside	  of	  agency	  staff	  access	  to	  
the	  data?	  

List	  the	  name	  of	  all	  companies	  (e.g.	  vendor,	  vendor	  sub-‐
contractors,	  outsource	  partners)	  whose	  employees	  can	  access	  
servers	  on	  which	  agency	  data	  is	  stored?	  

Does	  the	  vendor	  maintain	  a	  list	  of	  the	  names	  of	  all	  individuals	  
that	  have	  access	  to	  the	  server,	  physically	  or	  remotely?	  

Is	  an	  internet	  connection	  necessary	  to	  access	  the	  data?	  

Is	  data	  encrypted	  during	  transmission? & by what method?	  

Is	  data	  encrypted	  on	  the	  vendor’s	  servers? By what method & 
who holds the key?	  

Is	  the	  vendor	  wiling	  to	  enter	  into	  any	  service	  level	  agreements	  
with	  the	  agency?	   Describe what agreements.
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Data	  Storage	   Yes/No	   Further	  Detail	  about	  system	  and	  processes	  

Is	  data	  stored	  on	  server	  belonging	  to	  the	  agency?	  

Are	  backup	  systems	  included	  or	  available?	  

Is	  data	  stored	  on	  a	  dedicated	  server	  belonging	  to	  the	  vendor?	  

Is	  data	  stored	  on	  various	  servers	  as	  chosen	  by	  the	  vendor?	  

Does	  the	  vendor	  outsource	  data	  storage	  to	  third parties? If 
"Yes", then to whom?	  

Does	  the	  vendor	  require	  external	  datacenter	  to	  comply	  with	  
terms	  of	  its	  contract	  with	  the	  agency?	  

In	  which	  jurisdictions	  (state,	  province,	  country)	  is	  data	  stored?	   !	  

Can	  programs	  choose	  or	  exclude	  storage	  in	  certain	  
jurisdictions?	  

Is	  the	  agency’s	  data	  on	  the	  same	  server	  as	  data	  from	  other	  
agencies	  or	  companies?	  

How	  are	  servers	  physically	  secured	  (e.g.	  24/7	  site	  security)?	   !	  

Does	  the	  location	  housing	  servers	  have	  emergency	  power	  
backup	  for	  at	  least	  3	  days?	  

Does	  the	  location	  housing	  servers	  have	  redundant	  internet	  
connections?

What	  is	  the	  backup	  procedure?	   !	  

Can	  data	  be	  imported	  from	  an	  older	  system?	  

Can	  the	  agency	  import	  the	  data	  itself?	  
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Data	  Storage	   Yes/No	   Further	  Detail	  about	  system	  and	  processes	  

Can	  data	  be	  exported	  for	  the	  agency	  to	  another	  system?	  

Can	  the	  agency	  export	  all	  of	  its	  data	  to	  another	  system	  for	  itself	  
without	  contacting	  the	  vendor?	  

If	  the	  agency	  exports	  all	  its	  data,	  is	  it	  in	  a	  common	  format?	  
If	  “Yes”,	  which	  format?	  

Are	  there	  limits	  on	  the	  number	  of	  records	  the	  system	  
can	  handle?	  

If	  “Yes”,	  what	  is	  the	  limit?	  

Other	  data	  storage	  features	  to	  highlight?	  

Company	  &	  Contract	   Yes/No	   Details	  

How	  long	  has	  company	  been	  in	  business?	   !	  

Will	  the	  vendor	  provide	  references	  from	  similar	  agencies	  or	  
from	  same	  state?	  	  

What	  is	  the	  procedure	  for	  protecting	  and	  returning	  data	  if	  the	  
vendor	  goes	  out	  of	  business?	  

!	  

Does	  the	  vendor’s	  standard	  contract	  disclaim	  any	  warranties	  
related	  to	  provision	  of	  database	  and	  data	  storage	  services?	  

What are they?	  

Does	  the	  vendor’s	  contract	  limit	  liability	  for	  breach	  of	  
contract?	   If so, what are the limitations?

Does	  the	  vendor’s	  contract	  contain	  a	  choice	  of	  law	  clause? If 
so, then what is it & is it negotiable?	  

Does	  the	  vendor’s	  standard	  contract	  retain	  the	  right	  to	  change	  
the	  terms	  of	  the	  contract	  without	  advance	  agreements	  from	  
both	  parties	  to	  the	  contract?	  


	Corporate Vendor: Empowerdb
	Representative: Steven Jenkins
	Representative Title: Founder & Senior Developer
	Contact phone: (617) 721-7496
	Contact email: steven@empowerdb.org
	User-Friendly features: Empowerdb has been specifically designed for users with minimal computer skills.  The user interface is clean, simple, and uncluttered.  All functionality is kept consistent with the rest of the database, as well as consistent with how we have all come to instinctively interact with web pages.
	Time for New Avg User: This depends on amount of data agency wishes to track.  System can be set up to collect only minimal client data at first, then prompt for more data later.
	Y/N Customizable Interface: [Yes]
	Y/N Temp Notes: [Yes]
	Y/N Replace Paper: [Yes]
	Y/N Scan Docs: [Yes]
	Y/N Cloud: [Yes]
	Y/N HMIS: [Yes]
	Product Name & Version: Empowerdb
	Date: 8/27/2014
	Y/N Edit Dropdown: [Yes]
	Y/N Set Fields: [Yes]
	Y/N Remove Fields: [Yes]
	Customization details: Too many to list here.  One note on the above "Yes"s...any variables that are used in custom funder reports are locked for editing.
	Y/N Dvlpr set fields: [Yes/No]
	Y/N Subpoena Policy: [Yes]
	Y/N Other Customization: [Yes]
	# support staff: 1 full time staff, other part time staff as needed through partnership with Data Collaborative.
	support hours: Support is available 24/7
	Technical support details: 24/7 Phone support & support ticket system (support ticket system generates email notifications)
	Test version details: At any time you may visit:  www.empowerdb.org/demo
	Delete details: Users with standard permissions can delete some dataUsers with admin permission can delete entire client records.
	Back-up purge details: Only Empowerdb can purge data from backups.  Agency is able to purge all live data themselves.
	Y/N Test version: [Yes]
	Y/N Delete: [Yes]
	Purge some details: 
	Y/N Agency Own Data: [Yes]
	Physical custody of data: Data is stored in encrypted form on servers managed by InMotion HostingSecondary backups are stored in encrypted form on servers managed by Amazon Web Services.Tertiary encrypted backups are stored on hard drives kept in a secure location at Empowerdb offices
	Y/N Data at Termination: [Yes]
	Owner of hardware: See above for ownership of live data and backups.
	Data at termination details: We would coordinate with agency to decide on best course of action for data.
	Routine removal details: 
	Export Excel detail: Same as above.  In some situations we have been able to work directly with the funders to allow for data to be exported to a simple Excel format instead of the template provided.
	Other Specific reports detail: All Massachusetts DCF, MOVA, and DPH reports; NCAVP Annual Program report; and some versions of the United Way grants.  Eager to support more funders!
	Detail VOCA reports: Custom reporting page built for Massachusetts' VOCA funding. Eager to build in other state's specific VOCA reports.
	Detail VAWA reports: Custom reporting page built specifically for outputting the exact data needed for various VAWA grants. (STOP, THA, LAV, etc...)
	Detail HUD reports: Custom reporting page built specifically for outputting the exact data needed for the HUD APR.
	Detail SASP reports: Custom report built for Massachusetts' SASP funding. Eager to build in other state's specific SASP reports.
	Detail STOP reports: It's our understanding that STOP is one of the VAWA reports already covered above.
	Detail FVPSA reports: Custom report built for outputting the exact data needed for the FVPSA Performance Progress Report
	Y/N Other Reports: [Yes]
	Y/N Design Own: [Yes/No]
	Modify Existing Details: Custom reporting tools can be adjusted at any time to allow specific questions to be answered.Funder reporting pages must be edited by Empowerdb.  Agency can set how certain fields translate to funder reports.
	Y/N Report Wizard: [Yes]
	Report Wizard Detail: A handful of "report wizard"/custom reports are in the system; all use similar controls for extracting only the data needed.
	Other features Detail: There's a lot more to cover regarding reports, including a specially designed Outcomes Report that shows client progress in a simple to read, and very versatile, bubble graph.
	Y/N Other Features: [Yes]
	Login Creation Detail: Agency users with administrative privlidges
	Passwords detail: 
	Track changes detail: A revision history feature shows all changes made and who made themAdministrators can also view a record of every page view by each user in the past 90 days.
	Y/N Restrict access: [Yes]
	Restrict Access details: Administrators can choose which users can have permission to which programs.
	Control data details: 
	Y/N Control data: [Yes]
	Y/N Vendor see data: [Yes/No]
	Vendor see data details: Empowerdb can only see readable data if staff chooses to share their encryption key with us.
	Y/N Internet necessary: [Yes]
	Internet necessary details: 
	Method encryption: Transmitted data is encrypted using SSL technology
	Y/N Encrypt Transmission: [Yes]
	Y/N Encrypt on Servers: [Yes]
	Method encryption & keyholder: Text data encrypted using a 128 bit AES algorithm.  Encryption key is stored ONLY on agency computers.  Agency decides which computers should hold the key.
	Agency server details: 
	Backup systems details: 
	Dedicated server details: 
	Y/N Dedicated server: [No]
	Various servers details: 
	Y/N Outsource storage: [Yes]
	Datacenter comply details: 
	Y/N choose jurisdictions: [No]
	Choose jurisdictions detail: 
	Y/N Agencies share server: [Yes]
	Agencies share server details: But, of course, kept completely separate.
	Security details: InMotion's servers are all protected with the high degree of 24/7 physical security expected by a top tier data center.
	Y/N Emergency Power: [No]
	Emergency Power details: Backup power exists but not quite long enough for three days
	Y/N Redundant Internet: [Yes]
	Redundant Internet details: 
	Backup Procedure Details: Daily backups are stored on server and kept 7 days. Weekly backups are stored on Amazon S3 and kept one year. Monthly backups are stored on hard drive secured in Empowerdb offices.  All backups are in encrypted format.
	Y/N Records limit: [No]
	Y/N Other Storage Features: [Yes]
	Y/N References: [Yes]
	Y/N Disclaim Warranties: [Yes]
	Y/N Limit Liability: [No]
	Agency Export Details: Most data can be exported to Excel by the various reports.  If switching to another vendor, though, an agency would likely want to have the data exported in a specific way that only Empowerdb support could provide.
	Which Common Format: Excel
	Records limit: 
	Other Data Storage Details: There is absolutely no limits, or price differences, on number of client records, number of users, or number of client files.
	How Long in Business?: 6 years
	Reference details: A list of every Empowerdb site and their database administrators is available upon request.
	Vendor goes out business: Data would be returned to agency in an unencrypted and decoded form.
	Disclaimers details: An MOU is signed that outlines how data is protected, warrantied, and kept confidential.
	Liability limitations details: 
	Data single Client: Client records can be looked up via an auto-suggest search box on the top of every page.
	Chance to Resist: Empowerdb cannot disclose any data.  Data is not in readable form for Empowerdb.  Agency can respond to subpoena how they see fit.
	Vendor Bound Confidentiality: 
	Y/N Vendor Bound Confidentiality: [Yes]
	Share Subpoena Warrant Policy: [Yes]
	Outsource Partners: InMotion Hosting for hosting server.Amazon S3 for backups.
	Import from Older Details: 
	Agency import details: Data conversion is a complicated process that is important to be done quickly and accurately by Empowerdb.
	Choice of Law details: 
	Database Version: Empowerdb
	Customization detail: Each user can choose their own background color and background pattern.
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