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Innovative technology is disrupting con-
sumer financial services, much in the way 
that similar technologies have reshaped 
industries like retailing, publishing, music, 
and taxis in recent years. The scope and 
fast pace of these shifts will profoundly 
impact not only the industry, but also the 
regulatory framework that oversees finan-
cial activity. Some of the coming changes 
will be mold-breaking and difficult to sort 
into existing boxes of regulatory strategy 
and structure.

These developments are making it both 
possible, and necessary, to rethink consum-
er protection regulation in financial servic-
es. Like all innovations, they will generally 
create both good and bad results, in terms 
of direct and indirect impacts on consum-
ers and on the businesses that serve them.

Compared to financial services, most of 
the industries that have undergone technol-
ogy-driven disruption have been relatively 
narrow, lightly regulated, and/or subject 
to comparatively simple regulatory struc-
tures. The financial industry is arguably the 
first highly-regulated sector to enter into a 
disruptive era. This means that the years 
ahead will force the industry, policymak-
ers, and FinTech attorneys into challenging 
and uncharted terrain.

The first section of this article de-
scribes the most impactful innovations 
developing in the FinTech world. The 
second part explores regulatory implica-
tions of these shifts.

Note that the article’s conclusions mainly 
seek to identify crucial topics needing dis-
cussion, rather than offering firm predic-
tions and recommendations. No one can 
confidently predict even how and how fast 
technology trends will evolve, much less 
precisely how and when they will impact 
consumers and providers. Nevertheless, the 
FinTech legal and regulatory community 
should be actively exploring them today, 
given the speed and unprecedented nature 
of the coming change.

The challenge can be envisioned as a 
kaleidoscope, in which public policy seeks 
to regulate a highly complex interplay of 
industry business models, products, prac-
tices, players, and technologies, only to see 
them shift into whole new forms, and then 
shift again, and again, leaving regulatory 
structures and methods no longer aligned 
with the need. In fact, this is too simple an 
image, as the kaleidoscope turns symmetri-
cally at a set pace, whereas changes in the 
financial world will lurch around asym-
metrically and will stall and accelerate in 
different parts of the system in unpredict-
able ways. Regulating it will be intensely 
challenging.
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Top Innovation Trends
There are four major technology trends driv-

ing disruptive change: mobile payments and pay-
ments change overall (including virtual currency); 
“big data;” artificial intelligence (AI); and, pos-
sibly on a slower track, natural voice recognition 
and response.

All of these developments overlap and are 
highly intertwined, and each raises complex sub-
issues. A critical point is that they are all converg-
ing. As their confluence reaches scale, it is likely 
to create sharp acceleration of change in areas 
that may have appeared to be evolving gradually 
in their individual tracks.

Below is a high-level overview of the major 
shifts underway.

Mobile Services, Payments Innovation, 
Digital Currency, and Online Business 
Models

This category includes overlapping develop-
ments in mobile financial activity, the effect of 
cryptocurrencies on payments, and the evolution 
of the payment function toward invisibility. It 
also touches on online business models involving 
more than mobile and payments.

The most critical and transformative change in 
this category is that mobile payments—the ability 
to scan a phone at checkout rather than swiping a 
card or paying cash—are beginning to change the 
whole consumer financial marketplace.

While “mobile wallets” have been fairly slow 
to win consumer acceptance, there are signs that 
the advent of Apple’s mobile payment tool, Ap-
ple Pay, will create a breakthrough in adoption. 
Early data indicate rising use of Apple Pay on the 
iPhone 6, which has enjoyed extraordinary sales 
since its release last fall. The launch in March of 
the Apple Watch will add visibility and “buzz” 
to the mobile field. Already Google and Samsung 
have expanded their mobile payment initiatives.

The popularization of mobile payments has 
profound implications that reach far beyond the 
payments function per se. Consumers typically 
sub-optimize money management for a range of 
reasons. Many financial products are complex 
both to select and to use wisely. Budget-making 

CONTINUED FROM PAGE 1

and tracking require effort. Emotional and cul-
tural factors often make it easier to spend than 
to save. Also, there is normally a timing discon-
nect between the information available at the 
moment a person spends money and receipt of 
status reports like bank account and credit card 
statements. Furthermore, bank and card state-
ments are typically not integrated. Consumers 
using multiple kinds of accounts receive only 
fragmentary information on their spending and 
saving or investment patterns, unless they under-
take significant work to put it all together and 
keep it up to date.

The mobile phone will bring substantial solu-
tions to all of these problems. Once people start 
using their phone routinely for payments, they 
will discover that it can help them manage near-
ly every aspect of their financial lives. Widening 
adoption will in turn generate creation of more 
and more useful consumer tools. Even for people 
who tend to be passive rather than active in mon-
ey management, the phone will begin to bring 
easy, effortless assistance. Mobile devices will 
begin consolidating financial activity information 
with unprecedented clarity, completeness, and ac-
cessibility—always at people’s fingertips—giving 
millions of consumers easy ways to check on and 
manage their money.

An important aspect of this is the evolution of 
personal financial management (PFM) tools. Ex-
isting services like Mint.com have been successful 
with relatively sophisticated users, but have not 
easily penetrated the mass market. Automatic 
consolidation of information in the mobile phone 
will fuel an explosion of PFM innovation that is 
already well underway among banks and start-
ups. Most PFM focuses initially on simplified 
tools to manage budgeting, spending, and saving. 
As discussed below, the availability of these tools 
in the handy mobile phone will merge with vast 
advances in the usefulness and personalization of 
financial coaching driven by expanding big data, 
machine learning, and voice technology.

The significance of this shift cannot be over-
stated. It is likely to change fundamental finan-
cial habits for the vast majority of people. As dis-
cussed below, it will tend to bring a leap forward 
in consumer empowerment, along with huge new 
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risks for consumers. Providers will find new op-
portunities and risks opening up, and innovators 
will have the potential to achieve rapid, major-
scale disruption of traditional business models.

Also, importantly, mobile services can revolu-
tionize the inclusiveness of the financial system. 
Lower-income people are disproportionately 
high users of mobile phones, including for finan-
cial tasks like bill-paying and shopping for bar-
gains and coupons. In addition, the intrinsically 
low cost of mobile delivery channels will tend to 
broaden access. At the same time, advocates and 
regulators are concerned about adverse effects of 
growing mobile services on vulnerable lower-in-
come neighborhoods that could face bank branch 
closures, and on elderly consumers who may not 
be adept with mobile devices. These issues are dis-
cussed further below.

Another critical aspect of mobile services is ge-
olocation (discussed further below). The Global 
Positioning System (GPS) in our devices, including 
the phone, will know where we are and what we 
might want to buy nearby. Consumer advocates 
fear that people will be manipulated into irresist-
ible, “pushed” offers of nearby bargains, which 
will raise growing controversy over the appropri-
ate role of government in “protecting people from 
themselves.” Meanwhile, PFM will use geoloca-
tion to warn us away from temptation, if we set 
it to do so.

While mobile innovation is broader than pay-
ments, it is also part of a wider set of shifts in the 
payments space, and in online financial services 
overall. Many of these include mobile strategies 
but are not limited to them. Nonbanks, pioneered 
by PayPal, have built robust businesses in online 
payments that are person-to-person (P2P). Face-
book announced in March that it will enable pay-
ments among its users, at no charge, to name just 
one recent example

Another subtle but critical shift in payments—
again, including, but not limited to mobile pay-
ments—is a move toward making the payment 
process invisible to consumers. Industry experts 
speak of submerging the payment process in the 
consumer’s total “experience,” and of “Uberiz-
ing” payments, referring to the fact that an Uber 
ride ends with the customer simply exiting the 

car—the payment has already been arranged in 
the background. Technology is also bringing a 
shift toward radio-based payments that will en-
able consumers to skip checkout lines entirely, 
simply walking out of stores after invisible tools 
have read digital codes on the items they select 
and automatically handle the payment.

These developments will bring great convenience 
but will also raise concerns about privacy, data se-
curity, and potential behavioral manipulation of 
consumers. As discussed below, consumer advo-
cates worry that they will tend to foster overspend-
ing and debt over-extension, as consumers become 
less conscious of the costs of what they buy.

Interacting with both mobile growth and pay-
ments change is a related proliferation of online-
only businesses. While this model has existed for 
decades in financial services (and has seen exten-
sive failure), it is gaining momentum today due 
to accelerating mobile and online usage (most 
banking is now done online), and in response 
to extensive investment in innovation, some of 
it sparked by lessons learned in the financial cri-
sis. An important subset of online businesses of-
fer “marketplace” and “crowd-funded” lending 
and investment, exemplified by Lending Club, in 
which borrowers or ventures are matched up with 
interested lenders and investors. (The same model 
is growing for charitable donation). 

As discussed later, expanding online financial of-
ferings will bring mixed impacts on consumers and 
will undoubtedly attract fresh regulatory attention.

Finally, a discussion of payments innovation is 
not complete without addressing digital currency. 
Whether labeled as digital-, crypto-, or virtual 
currency, the technology invented by Bitcoin is 
likely to have profound effects on the financial 
system, in general and for consumers specifically. 

Created anonymously by people who mistrust 
government and sovereign currencies, Bitcoin’s 
brief existence has featured mystique and high 
drama, including alleged scams, massive price 
volatility, and a high-profile trial involving mur-
der for hire. While such developments tempt 
people to dismiss Bitcoin as exotic or criminal 
or both, regulators and central banks around the 
world are actively exploring the potential ben-
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efits, as well as risks, of this very revolutionary 
technology.

Briefly, digital currency executes transactions 
on the internet rather than through the central 
payments and clearing system. Use of the internet 
platform creates transformative potential. Infor-
mation moving on the internet—whether it is an 
email, a picture, or a financial transaction—is es-
sentially free and instant and is globally accessible 
on a huge and growing scale. The internet is also 
an open platform, which means that in contrast 
to closed payment alternatives that require par-
ticipating parties to join a system and accept a 
gatekeeper, digital currency enjoys advantages in 
massive, rapid, and decentralized innovation. 

In addition, the creators of Bitcoin invented a 
powerful concept called the “blockchain,” which 
is essentially an online distributed ledger of trans-
actions. Owners of Bitcoin receive a “key” that 
is a unique and permanent, albeit confidential 
identifier. Every transaction flowing from that 
key is publically visible (and actively watched by 
numerous people) on the internet. This creates a 
public record of the flow of funds, which in turn 
can be a potent tool against fraud, against money 
laundering (despite some of the early incidents in 
that realm), and in almost totally preventing the 
ability to counterfeit funds.

The ingenious nature of the blockchain has 
sparked exploration of applications beyond 
movement of money. There are now several thou-
sand companies in the “Bitcoin 2.0” space, work-
ing to apply this technology to dozens of use cas-
es. There is potential to disrupt stock exchanges, 
making stock transfers instant and inexpensive, 
and inventing new stock ownership models, gov-
ernance, and voting of shares—uses that will con-
verge with the growth of crowd-sourced funding 
and overall network effects. Several countries are 
exploring creation of ledgers of companies, show-
ing transparently who has ownership in what en-
terprises. Startups are working toward creating 
transparent and fluid markets for tickets, war-
ranties, loyalty points, and government records 
like auto and real property titles. This trend could 
eventually disrupt industries like title searching 
and title insurance.

While Bitcoin itself may or may not survive 
as a dominant model, it seems clear that digital 
currency innovation will expand. Cointelegraph 
reports that venture capital investment in bit-
coin-related entities rose 342 percent from 2013 
to 2014, and that merchant acceptance reached 
100,000 last year. Microsoft now accepts Bitcoin, 
as do growing legions of coffee shops. Investors 
increasingly include major mainstream parties.

As discussed below, virtual currency is likely to 
create enormous regulatory disruption and transi-
tional challenges. One reason is that it transcends 
current regulatory structural models because it is 
three things simultaneously—a currency, an in-
vestment, and a platform for payment. The last 
of these three seems to hold the highest promise 
for transformative change. The new platform has 
the potential to disrupt the payment system it-
self, and/or to create a parallel system outside the 
banking system and thus outside the control of 
current central bank oversight and management. 
(See the section below for a look at the many reg-
ulatory issues already arising.)

Big Data
The second powerful driver of FinTech innova-

tion is the growth of “big data” – information 
gleaned from external and nontraditional sources 
and used in marketing, designing, underwrit-
ing, pricing, and servicing financial (and other) 
products. While financial companies have long 
purchased information like direct-mail marketing 
lists, they are now finding transformative power 
in fast-growing digitized data that can be cap-
tured and manipulated electronically.

Sources of big data include social media, pub-
lic records (property transactions, births, deaths, 
marriage, divorce, criminal and civil legal mat-
ters, and the like), GPS and satellite tracking, and 
cameras. A major growth area is the “Internet of 
Things” (IoT). This refers to the growing con-
nectivity between the many small computers now 
embedded around consumers in items we own 
and with which we come in contact. Data exists 
and can be linked in everything from car keys and 
thermostats to televisions, baby monitors, home 
webcams, and the geolocation information in 
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phones and cars. People speak of “smart refriger-
ators” that can automatically place an online de-
livery order when the consumer is running low on 
milk—with a pre-arranged automatic payment. 
In February, AT&T announced that consumers 
can buy its new ultrafast fiber-optic Internet ac-
cess for $70 a month, and for an additional $29 
a month can opt out of having the company sell 
information on how they use it. In general, the de-
fault situation is that companies can obtain infor-
mation about what people watch on television, 
video, and online; what they search on Google 
and what websites they frequent; what they do 
and “like” on social media; what they buy; where 
they live and travel; and much more.

When the IoT is combined with advancement 
in mobile, the impacts on consumers become ever 
more complex. Concerns are arising about the 
potential for hacking of digital devices not just 
to steal information, but to take control of them. 
Could criminals remotely seize control of a mov-
ing car and crash it, or assassinate a politician by 
hacking a pacemaker to induce a heart attack? 
While these risks extend beyond financial topics, 
they are illustrative of the regulatory challenges 
ahead. Consumers are already experiencing “ran-
somware” attacks in which hackers, rather than 
stealing money from an account, hijack a person’s 
computer and demand a ransom, typically in Bit-
coin, to release it. As payments capabilities are 
built into more and more interconnected devices, 
such risks are likely to rise. 

Here again, impacts will be both positive and 
negative. As discussed below, beneficial oppor-
tunities include use of alternative data to enable 
more inclusive lending and other financial servic-
es for people who do not meet traditional credit 
standards. At the same time, concerns are rising 
about dangerous developments in privacy, data 
security, cyber-security, and “fairness.” 

Importantly, the growth of big data will be a 
two-way street. Just as businesses will know more 
about consumers, consumers will also know 
much more about businesses. Already websites 
are gathering, consolidating, and analyzing in-
formation about consumer choices—examples 
are BankRate.com and NerdWallet. As mobile 
services expand, this kind of information will be 

more and more comprehensive and easy to ac-
cess, or will even present itself automatically as 
consumers make product choices. The kinds of 
product and provider ratings now available at 
sites like Yelp, Trip Advisor, and Amazon will 
come fully into the financial world, drawing on 
sources that range from straight product evalu-
ation to burgeoning consumer reviews and gov-
ernment sources like the Consumer Financial Pro-
tection Bureau’s (CFPB) databases on consumer 
complaints and Home Mortgage Disclosure Act 
(HMDA) patterns. Providers with low ratings, 
displayed adjacent to competitors with high ones, 
may feel a marked market impact.

Artificial Intelligence
Big data is notoriously challenging to use. It is 

drawn from disparate kinds of sources, making it 
difficult to normalize and integrate. It also tends 
to contain inaccuracies, partly because most of it 
is collected from databases where generalized ac-
curacy is sufficient. 

The solution to this is coming through develop-
ments in the third major tech trend – AI. Terms 
like “machine learning,” “deep learning,” and 
“neural networks” are entering the lexicon, re-
ferring to the fast-growing ability of machines to 
gather and analyze vast volumes of information 
in ways, and at speeds, hitherto unimaginable.

Computers today can take on a question or 
task; search all the digitized information in the 
world; analyze what might be responsive to the 
goal; suggest possibilities; learn from feedback; 
and endlessly improve results. In the medical 
realm, for instance, machines can diagnose can-
cer with accuracy rivaling and surpassing that 
of human pathologists, and can “collaborate” 
with humans to enhance the outcomes that ei-
ther could reach alone. Importantly, machines 
have “noticed” things they were not even asked 
to find, such as characteristics of tissue outside 
a malignancy, bringing such observations to the 
attention of doctors who then have pursued new 
pathways of study and medical diagnosis. 

Computers can conduct searches in seconds, 
hours, or days that would take humans hours, 
months, or even years to execute. They efficiently 
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synthesize images, data, and words, in any lan-
guage, from across the globe, and then present 
analysis and conclusions in conversational lan-
guage and useful graphics.

A critical factor here is that the machines are 
actually “learning.” Their abilities have evolved 
beyond the stage where IBM’s supercomputer 
Watson was able to win at chess and Jeopardy! 
Quiz shows are about finding facts and chess in-
volves a finite set of logical calculations. Today’s 
computers are moving beyond these capabilities 
into genuine thinking and even creativity. For 
instance, IBM created a “cyber-chef” that, while 
unable to taste food, is trying to develop recipes 
that optimize both appeal and nutrition at the 
same time, using ingredients and processes that 
humans would not think to combine. Success 
could conceivably cut modern risks relating to 
obesity.

In financial services, these kinds of innovations 
have tremendous impacts. Industry is using be-
havioral economics to create products and mar-
keting that “nudge” consumers toward certain 
choices and behaviors based on sophisticated 
data analysis. Risk evaluation is being fine-tuned 
using more robust data and advanced algorithms. 
While the financial crisis created skepticism about 
statistical risk scoring, there is no doubt that new 
approaches are gaining momentum and wide-
spread use.

Here again, the results will be mixed for con-
sumers. More accurate risk standards can expand 
access for many people who now fail screening by 
legacy risk and data tools focused on broad cat-
egories rather than precision analysis of subsets. 
For instance, lack of traditional credit profiles, or 
adverse credit scores based on the limited data 
that gets reported to credit bureaus, can penalize 
some people who clearly have ability to repay a 
loan or deserve more advantageous pricing when 
looked at in a more individualized way. On the 
other hand, the reverse is also true—more precise 
evaluation will also find adverse factors among 
people who do well under current systems.

Furthermore, as discussed below, we are likely 
to see contentious debate on the intrinsic fairness 
of using factors that may be correlated with risk, 
or even truly predictive, but that nevertheless of-

fend common conceptions about “fairness,” and 
that trigger concerns about disparate impact in 
fair lending.

Beyond risk scoring, these new tools will also 
massively empower consumers with useful infor-
mation that is convenient and customized. As an 
example, Goldman Sachs has purchased the com-
pany that makes Kensho, which can answer mil-
lions of complex investor questions in seconds. 
One can ask it, for example, how homebuilding 
stocks would be affected by a category 4 hurri-
cane hitting the continental U.S, and receive an 
answer in seconds, in natural language text.

Again, this massive computing power will also 
tend to level the market’s playing field by equip-
ping consumers with increasingly helpful and ac-
cessible information about providers. New tools 
and resources will enable consumers to shop for 
and evaluate financial options based on aggregat-
ed data on performance and customer satisfac-
tion. Aggregators will gather big data and apply 
AI to this task, producing ratings of individual 
providers and products and potentially screening 
out adverse product terms and pricing automati-
cally, using a combination of personalized prefer-
ence settings and expert guidance. This will tend 
to create a marketplace that rewards providers 
that earn and retain trust. Companies that today 
thrive on, say, fee income in areas their customers 
do not fully understand, may find new transpar-
ency placing them at a competitive disadvantage.

All this will raise novel questions about what 
entities will earn consumers’ trust for playing roles 
like curation of their financial lives. Contend-
ers may include traditional financial companies, 
large technology firms, startups, nonprofits, and 
potentially government agencies like the CFPB. 
Regulatory challenges will arise around potential 
disclosure and transparency regarding the profit 
models of such middlemen, as explored below.

Voice Technology
While it may blossom later than the trends not-

ed above, natural voice recognition and response 
will almost certainly transform financial services. 
Today’s voice systems, like Apple’s Siri and Mi-
crosoft’s Cortana, can already instantly respond 
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to fact-based questions and requests, like “Where 
is the nearest gas station?” or “Make a reserva-
tion at The Blue Duck for Saturday at six for four 
people.” Amazon’s Alexi, meanwhile, can execute 
spoken task requests like turning on lights or rais-
ing the thermostat in the consumer’s home. Voice 
technology can also translate instantly from spo-
ken to written text and vice versa, and can do si-
multaneous language translation, even mimicking 
the speaking voice and manner of participants in 
a conversation. 

The new development is that voice technology 
is evolving into the ability to do true, interac-
tive conversation in which the computer listens, 
“thinks,” and responds much as a human would, 
rather than merely offering a one-way response 
based on finding facts. 

Convergence of Tech Trends
As all four of these huge technology trends 

converge—convenient and ubiquitous mobile 
services, big data, AI, and voice technology—the 
marketplace will change profoundly.

For many consumers, voice-based services will 
be the final link in the chain that empowers them 
to take the reins of their financial lives. People 
who tend toward passive money management or 
who find financial choices confusing will sudden-
ly be able to ask simple questions through their 
phones and get simple, spoken answers, rather 
than having to seek out information and read 
financial jargon and numbers. They will also be 
able to execute financial activities by voice, rather 
than having to go through steps they may find 
daunting or cumbersome. 

Perhaps most importantly, they will be offered 
assistance—coaching—that will help them man-
age their own money habits and maintain focus 
on their goals. As noted above, for instance, the 
phone can warn them, through geolocation, if 
they are nearing a shop in which they tend to 
spend money that exceeds their budget—remind-
ing them of how much they have recently spent 
there and where they stand in relation to monthly 
and annual savings goals or in saving toward a 
cherished objective like a new car, vacation, or 
college education.

Savings goals will be encouraged and reinforced 
through emotional behavioral science cues and 
motivators. Innovators are finding, for instance, 
that people pay more attention to savings when 
lottery-style rewards are introduced. Innovators 
are introducing social reinforcement in which peo-
ple share a saving goal and encourage each other 
through texting or social media. Graphics are com-
ing into use to intensify focus on a goal through 
pictures of it and visual ways of showing progress. 
BBVA Simple offers an account that enables people 
to insert photographs in their online statements. 
One customer created a mystery account and then 
revealed it to be saving toward an engagement ring 
– the couple later posted a picture of their marriage 
certificate. BBVA Simple’s statement also features 
a number labeled as, “Safe to spend,” rather than 
the account balance, encouraging customers to set 
aside adequate funds for fixed needs plus savings, 
and spend only the residual.

These kinds of changes will make it possible—
amazing as it sometimes seems—to make money 
management fun and entertaining. Consumers 
will be able to customize their PFM tools to give 
their financial guides a personality and attitude. 
A parallel today is in MeetCarrot.com, which 
has a funny exercise app that calls itself, “Your 
judgmental fitness overlord.” If financial tasks 
can become social and enjoyable instead of bur-
densome and boring, more people will perform 
them well. In the process, “financial literacy” ef-
forts will leap into the phone, offering education 
just when consumers want it, and customized for 
their needs.

Again, though, the same technologies that drive 
every beneficial development will also be used to 
induce consumers to make choices that will be 
opposed by many in the advocacy world and in 
government. The same technology that warns 
someone not to overspend in a nearby store will 
also be used to encourage them spend as much as 
possible. The same technology that makes it easy 
to converse with a smart phone to manage an ac-
count will be used to foster choices that might 
have adverse consequences. The technology, it-
self, is morally neutral. Its impacts will depend on 
who uses it, why, and how. Regulators will have 
to navigate deftly through the complex task for 
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sorting “good” from “bad” and optimizing over-
sight of both.

Disruptive Impacts on Regulation
Returning to the kaleidoscope metaphor, all 

the trends above (and many other factors) will 
be shifting and combining in accelerating and 
constantly changing ways to impact the financial 
industry, products, practices, delivery channels, 
consumer preference and behavior, and regula-
tory responses. Remember, too, that technology 
convergence will bring some big, starling, seem-
ingly sudden changes in areas that are quietly in-
cubating now.

Innovation’s mix of positive and negative ef-
fects will sometimes affect all parties and create 
tradeoffs in which certain parties (subsets of both 
providers and consumers) benefit while others 
suffer adverse consequences. These mixed im-
pacts, combined with likely confusion over rap-
idly-evolving change, will inevitably bring politi-
cal and policy pressures for and against various 
responses. 

The players in this ecosystem (legislators, regu-
lators, financial companies, attorneys and others) 
will confront two kinds of challenges in address-
ing these trends. First, they will often struggle 
to apply existing laws and regulations to novel 
developments. Second, they will gradually tackle 
the task of updating laws, regulations, and regu-
latory guidance to address new issues. Both of 
these situations will tend to generate high levels of 
uncertainty and inconsistency during a transition 
period. Furthermore, it seems likely that “transi-
tion” will actually be a permanent state—as soon 
as one new challenge becomes well-addressed, 
another, or many more, will arise.

Importantly, some of the innovations under dis-
cussion will require regulatory change, and some 
will enable worthwhile regulatory change that 
can address both emerging challenges and weak-
nesses of past regulatory approaches. The latter 
opportunity deserves proactive thought. There 
will be a natural tendency to address the former 
set of issues piecemeal and to layer new rules on 
top of old ones with only the minimum necessary 
level of harmonization. It seems possible, howev-

er, that profound shifts in technology can make it 
worthwhile to revisit fundamental aspects of old 
regulatory models.

Below are some of the most critical areas in 
which innovation will impact regulatory strate-
gies. Again, these issues are highly interconnected 
and, again, it is not possible to foresee precisely 
how and when even the technology shifts will oc-
cur, not to mention how the regulatory process will 
respond to them. Still, many emerging challenges 
and opportunities are already clearly visible.

Overall Shift from Specific to General
Consumer financial protection regulation has 

tended to be framed around product categories. 
Numerous laws and regulations address consum-
er credit, and many address credit subcategories 
like mortgages, student loans, payday-type loans, 
open-end credit, and so on. Another group of laws 
addresses deposit accounts, while others cover in-
vestments, retirement funds, and other products. 
Many of these regulations require standardized 
disclosure (see below for more on disclosure spe-
cifically) and have detailed, product-based require-
ments. The “compliance” function has evolved 
with a heavy emphasize on perfecting technical 
adherence to these rules through technology and 
through technical subject matter expertise among 
legal and compliance personnel.

Several powerful forces are likely to shift this 
historic approach away from prescriptive rules-
based regulation toward broad principles-based 
oversight.

First, the major technology trends heading 
toward consumer financial services will tend to 
transcend product categories and may be increas-
ingly difficult to regulate through detailed pre-
scriptive rules. As discussed below in more depth, 
the greatest challenges are likely to be in areas like 
privacy, data security, fairness in using big data, 
access impacts of new data and channels, and 
potentially the impact of digital currency. Gener-
ally, these shifts will touch every product category 
and will therefore be regulated through an over-
lay atop the product-specific rules. Not only will 
most of this regulation cover all of financial ser-
vices, but much of it will cover more than finan-
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cial services (although financial topics are likely 
to receive some specialized treatment).

Similarly, the emergence of mobile as a domi-
nant channel seems likely to create new regulato-
ry challenges that will cross-cut product types and 
transcend and stress some product-based rules. 
Mobile devices will increasingly be performing 
as financial products (handling the functions of 
a credit card, a prepaid card, a debit card, a de-
posit account, etc.); performing the functions of 
a payment tool, for both bill-paying and at point 
of sale; becoming a tool for shopping, evaluating, 
and signing up for a financial product choice; per-
forming the function of applying for a financial 
services and of receiving disclosures and state-
ments; providing a means of signing for payments 
or financial commitments and of lodging inquiries 
and complaints; and much more. This evolution 
will tend to create a misfit with existing rules and 
in some cases could cause difficulties with fitting 
new activities into traditional product categories.

A third factor is the speed of product change in 
today’s environment. Formal rule-making is time-
consuming, requiring months and often years of 
regulatory procedure. With products and chan-
nels evolving so rapidly, there is concern that the 
regulators will be unable to keep pace – that new 
regulations could be obsolete before they even 
become final. Situations needing legislation will 
move even more slowly. 

It seems likely that all these factors will tend to 
push from rules-based to principles-based govern-
ment. One can imagine a very suboptimal tran-
sition period in which both kinds of strategies 
coexist at a high level of intensity. Industry and 
regulators would be trying to adapt obsolete pre-
scriptive rules to products and channels where 
they fit poorly, while industry would simultane-
ously face aggressive principles-based regulation 
and enforcement that has not evolved enough to 
produce principles that can be confidently applied.

The same trends seem likely to sharpen empha-
sis on broad-based regulatory topics, whether im-
plemented through principles or rules, in addition 
to product-specific requirements. Key examples 
are UDAAP (addressing unfair, deceptive, and 
abusive acts and practices), privacy, data security, 
and inclusive access, as discussed below.

Finally, these broad trends will probably rein-
force the growing trend toward bank regulators 
invoking “reputation risk” in supervision and 
enforcement. These agencies have the unique mis-
sion of protecting a safe and sound system and 
the security of Federal Deposit Insurance Corpo-
ration (FDIC)-insured consumer deposits, which 
makes them actively interested in risks to the 
companies they supervise, in ways not relevant to 
nonbank entities. Reputation risk can be a potent 
catch-all category that translates subjective con-
cerns into supervisory action.

At least in theory, principles-based regulation 
has great advantages over prescriptive rules for 
addressing many situations, for all the reasons 
discussed above. Financial authorities in other 
countries (notably the United Kingdom), tend to 
emphasize it more than the U.S. has done. How-
ever, it only works well if regulators can wield 
subjective judgment with reasonable clarity and 
consistency. With FinTech changes coming so 
fast, and with our regulatory structure so frag-
mented (as discussed below), achieving clarity 
and consistency will be a challenge. A high prior-
ity of regulators should be to work toward shap-
ing and articulating principles that can provide 
actionable guidance in the midst of rapid change.

Failure to achieve reasonable regulatory clarity 
and consistency will tend to drive providers out 
of consumer financial services, due to high and 
unmanageable regulatory risk. This is generally 
the opposite of government’s goal.

Structure of Industry
Before turning to specific regulatory issues, it is 

worth stepping back to assess likely tech-driven 
changes ahead in industry structure, as these will 
directly and indirectly shape regulatory policies 
and strategies. 

The coming changes will almost certainly have 
a complex impact on industry structures and on 
today’s prevailing business models. By its nature, 
disruption brings realignment and creates winners 
and losers, both in the traditional industry being 
disrupted and among new entrants. Financial 
services will face extra challenges in this process 
because much (although not all) of the disruption 
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will be hitting banks, which are among the most 
highly regulated and supervised companies in the 
country, and which play critical economic roles 
beyond how well they serve consumers. These 
challenges are discussed further below under 
Regulatory Structure, but competitive changes to 
the industry are worth surveying before turning 
to specific regulatory topics.

First, it is likely that banks overall will lose 
market share to nonbanks, and possibly to com-
panies that have a banking charter but provide 
mono-line services differing sharply from tradi-
tional bank offerings. This will create regulatory 
concern both about activities occurring outside 
the banking system, which tend to have lighter su-
pervision (despite the broad scope of the CFPB), 
and about the health and safety and soundness of 
the banking system. Also, because banks are com-
paratively “easy” to regulate due to the robust ex-
isting infrastructure for doing so, regulators and 
advocates may seek to hold them to dispropor-
tionately high standards. This could put deposi-
tory institutions at a competitive disadvantage in 
relation to less regulated rivals, in terms of both 
business opportunities and regulatory cost bur-
dens. Such disadvantages would in turn exacer-
bate the trend toward banks losing market share, 
both due to competitive failure and potentially 
due to their opting to invest resources elsewhere.

It is noteworthy that this growing nonbank seg-
ment would likely include a wide array of com-
pany types, including startups that achieve scale; 
large technology firms like Apple, Google, Face-
book, and Amazon; and other large players like 
telecom companies, which are often major finan-
cial services providers in other countries and have 
made entrees into the field in the U.S.

Second, proliferation of small FinTech startups 
will challenge regulators at all levels, simply be-
cause their size, newness, and numbers make them 
hard to find and monitor. These small players are 
typically licensed and regulated in their states, 
and many are seeking connections to banks that 
are raising regulatory challenges (more on this 
below). In addition, though, developers are creat-
ing money-related apps that can reach significant 
numbers of consumers with little or no regulatory 
clearance or scrutiny.

Another possible shift will be a further decline 
of smaller community banks and credit unions, 
which may be disadvantaged by consumers’ in-
creasing preference for high-tech channels and 
tools that smaller institutions are challenged to 
provide. Small institutions also face dispropor-
tionately high regulatory costs. Both of these may 
drive consolidation and maybe new, more effi-
cient business models in this sector. While many 
institutions will undoubtedly pursue successful 
strategies, their numbers may fall further, creating 
serious impacts on many communities and signifi-
cant political concern. Advocates for community 
banks are likely to intensify calls for two-tiered 
regulation that eases burdens on institutions that 
arguably have more community-focused busi-
ness models and cultures and may not be widely 
engaged in practices that cause concern among 
regulators and consumer advocates.

A fourth structural impact, as noted above, is 
that some large banks may shift their business 
strategies away from consumer services when 
faced with new competition and rising regula-
tory requirements. Most large banks are working 
aggressively on tech innovation, especially in the 
mobile space, but many will find it hard to be fully 
competitive with companies entering the space 
with a clean slate and without costly legacy prod-
ucts and delivery channels. Most large banks in 
the U.S. also have highly siloed and aging technol-
ogy in their primary activities, partly because so 
many have grown through merger and acquisition 
that has left them with patchworks of IT systems, 
and partly due to deferring major investment in 
integration. Many will struggle to compete fully 
with nimbler, simpler, higher tech players. 

Nonbanks often critique banks for trying to 
take their current products and processes and dig-
itize or mobilize them, without deeply rethinking 
them, and for working in siloes that view IT as an 
implementer rather than as an integral partner in 
innovation. Especially for the enormous millenni-
al generation that will soon dominate the market, 
this approach may fail. One example is that while 
banks are busy (successfully) transferring their 
customers to online bill-paying, many millennials 
prefer to use other apps that essentially skip the 
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bank, other than as a store of funds. The mobile 
revolution will intensify this trend.

Inevitably, disruption of industry structure, and 
business models, especially when combined with 
novel kinds of consumer harm, will generate in-
tense political pressures to protect one industry 
from another through legislation and regulatory 
policy. Policymakers will be wise to move toward 
developing principled arguments with which to 
navigate these waters.

“Fairness,” Transparency, Simplicity 
and Disclosure (UDAAP and technical 
disclosure rules)

Challenges involving “fairness” include both 
fairness of product terms and practices, and 
fairness of access to the system. The latter is ad-
dressed below under the section titled “Access.”

Disclosure is the centerpiece of most consumer 
financial protection regulation. Providing disclo-
sures to consumers is required under numerous 
laws, including the Truth in Lending Act (TILA), 
the Equal Credit Opportunity Act (ECOA), the 
Fair Housing Act (FHA), the Fair Credit Report 
Act (FCRA), the Truth in Savings Act, the Real 
Estate Settlement Procedures Act (RESPA), the 
Fair Debt Collection Practices Act (FDCPA), the 
Community Reinvestment Act (CRA), privacy 
law, securities law, a variety of specialized pro-
grams involving government-backed financial 
products, and much more. 

Disclosure requirements are usually very de-
tailed and are often combined with other highly 
prescriptive rules covering virtually all credit 
products, deposit products, investment products, 
and, at the state level, insurance products. The 
complex nature of these regulations has fueled 
the development of compliance systems, and in 
fact a full-fledged compliance profession, focused 
on tasks that are often (somewhat derisively) de-
scribed as “box-checking.”

It seems possible that the technology-driven 
revolution in information could lead to a deep 
rethinking of regulatory models built on man-
datory disclosure. There is a widespread feeling 
that disclosure has been less than effective as a 
consumer protection strategy. While some benefit 

has undoubtedly flowed from requirements such 
as standardized calculations and terminology like 
Annual Percentage Rates (APR), there is extensive 
evidence that consumers do not find disclosures 
useful and tend not even to read them.

These concerns are already being addressed to 
some extent, including through the mandate in 
the Dodd Frank Wall Street Reform and Con-
sumer Protection Act (Dodd-Frank Act) that the 
CFPB develop consolidated disclosures for TILA 
and RESPA. Still, the benefits of the current dis-
closure laws may not outweigh their very high 
costs to providers—and ultimately to their cus-
tomers—in terms of legal, compliance and pro-
cessing complexity and exposure to penalties and 
costly corrective measures when errors are made. 

This cost/benefit imbalance could reach a tip-
ping point in an era in which people wanting to 
evaluate a financial product simply pull out their 
cell phones, as they might for evaluating a res-
taurant on Yelp or a product purchase on Ama-
zon. As discussed earlier, the possibility exists that 
converging mobile, big data, and AI will equip 
consumers with better information than they re-
ceive now through disclosures. If so, it is possible 
that the disclosure framework will come under 
pressure for updating. Conceivably some disclo-
sure requirements could be lifted entirely as no 
longer necessary. More likely, we might see more 
emphasis on how electronic information should 
and should not be presented. For instance, there 
is interest in widely mandating machine-readable 
product contract terms and offering them in pub-
lically-available databases, so that governments 
and third parties can compare, contrast, and 
analyze the details of product designs and pric-
ing. If such a new mandate could be politically 
exchanged for reductions in old-style disclosure 
rules, consensus for action could arise. Consum-
ers would potentially receive better information 
in more convenient forms, and industry could be 
freed of some of the current disclosure burden.

If we do see substantial growth in third-party 
product screening and mobile “coaching,” there 
could also be new requirements relating to how 
they present product and pricing information, 
and in how the actual product providers must 
disclose information to them and through them 



Mar/Apr n Volume 18 n Issue 2

© 2015  THOMSON REUTERS 13

FinTech Law Report 

to consumers. Regulators may also move toward 
requiring transparency about business models for 
these mobile middlemen, coaches, and curators—
do they make their money through fees to the cus-
tomer, preferential referrals of providers, selling 
the consumers’ data, or other means? Consumers 
could benefit from knowing. We also might see 
rules on financial advisory services migrating into 
these mobile services.

It also seems inevitable that a period of tran-
sition and comparative turmoil in how consum-
ers receive information will ratchet up govern-
ment emphasize on legal prohibitions regarding 
UDAAP. UDAP authority, with one “A” (omit-
ting the “abusive” standard) has long existed for 
the Federal Trade Commission (FTC), the federal 
prudential bank regulators, and in most states. 
The Dodd-Frank Act gave the CFPB a mandate 
to address abusive practices as well. In the post-
crisis era, all the federal financial regulators have 
aggressively enforced UDAP, and the CFPB has 
arguably made it the centerpiece of its regulatory 
strategy. This will continue for many reasons, in-
cluding the shift toward more principles-based 
regulation predicted above. Again, these trends 
will create intense need for principles that are 
clear enough that industry can apply them with 
reasonable confidence, and regulators of all kinds 
will implement in consistent ways. 

Another broad fairness topic is product “suit-
ability”—whether providers should have a legal 
obligation to try to assure that product choices are 
appropriate for a given customer. This duty exists 
now in the investment realm but not in banking 
and was hotly contested during the Dodd-Frank 
Act’s development. It could return.

The trends underway may also fuel exist-
ing interest in expanding two-tiered regulation, 
with lessened requirements for entities that are 
deemed to be highly “fair” to customers. This 
might include small community banks and credit 
unions, and/or providers of any size that offer 
only simple, inherently transparent products. 
There is a strong market move toward simplic-
ity, especially in products targeted to millennials, 
many of whom exhibit low levels of “loyalty” to 
traditional banks but prize easy, simple products 
they access a la carte. Many startups are working 

on both credit and payments products that fea-
ture simple upfront pricing and are sold explicitly 
as an alternative to traditional services perceived 
as concealing confusing or tricky fees and terms. 
There will be discussion of exempting some such 
services from complex regulatory standards, in-
cluding some disclosure.

The push for principles-based fairness and 
transparency will also fuel more regulators’ ef-
forts to post data publically, themselves, and to 
do so in ways that are easily accessible and useful 
in third-party analysis. In particular, the CFPB’s 
complaint database is expanding and has been 
built with API (application programming inter-
face) capabilities that foster easy uploading and 
analysis by others. The same is true of the HMDA 
database (see below). The CFPB has also launched 
online shopping tools for mortgages and student 
loans, aggregating market data and presenting it 
in ways they hope will draw consumers to their 
website for product comparison shopping. These 
trends will continue.

Finally, as noted earlier, tech trends like mo-
bile and AI foster transparency and simplicity are 
likely to change the nature of consumer educa-
tion, moving it from classrooms into the mobile 
phone, customized. Regulators are likely to try to 
foster and guide this process as part of a gener-
alized drive toward “fairness” and information 
transparency.

Access (CRA, Fair Lending Laws, 
HMDA, Payday Lending Rules, Fair 
Credit Reporting Act)

As discussed earlier, the innovations underway 
are likely to have tremendous impacts on access 
to the financial system, many of them good, but 
some negative. There are two primary drivers of 
changes in access—mobile and big data.

The rise of mobile services will expand access 
for two reasons. One is that the mobile channel 
is an intrinsically low-cost delivery method, espe-
cially compared with the brick and mortar branch 
systems traditionally offered by retail banks and 
also by nonbanks like storefront payday lenders. 
Low-margin products and customer segments, 
like basic checking accounts and lower-income 
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consumers, will become more financially viable 
for providers when they can be reached through 
mobile services.

In addition, mobile services will increase ac-
cess because, as noted earlier, lower-income and 
some minority consumers are disproportionately 
high users of such services, including for finan-
cial tasks. This is because many such consumers 
never adopted traditional online banking, due to 
the high costs of both personal computers and 
broadband internet access. Mobile services over-
come both of those barriers. They also overcome 
many barriers arising from cultural, psychologi-
cal, and knowledge sources. Many consumers 
who may hesitate to walk into a bank branch for 
fear of rejection or unfamiliarity with protocols 
are highly skillful in using their phones for a vast 
range of complex tasks, and enjoy doing so with 
some anonymity or distance.

Another positive factor in mobile is that the 
growing market is attracting many pro-consumer 
innovators into financial services, many of which 
explicitly describe their goals as improving ac-
cess and fairness. Startups and sometimes large 
innovators are creating new approaches to small-
dollar lending, checking accounts, and financial 
management apps, to name a few. The CFPB has 
created a program initiative called Project Cata-
lyst, specifically to learn about and offer some 
regulatory leeway for promising innovation.

On the other hand, expanding mobile services 
will also constrict access for some consumers, es-
pecially in the short term. In particular, the trend 
will almost certainly bring widespread closure 
and/or repurposing of bank branches. This is al-
ready underway. SNL Financial reports that 2014 
brought net branch closures of 1,462, with branch 
numbers declining to the levels of eight years ago. 
Transactions per teller are plummeting as more 
than half of banking has now moved online. Clo-
sures are disproportionately concentrated in low- 
and moderate-income and predominantly minor-
ity areas. Consumer advocates are very concerned 
that branch closures will harm lower-income and 
older customers who rely heavily on human, face 
to face personal service.

This concern has already begun to fuel debate 
on the future of the CRA. CRA performance stan-

dards currently evaluate the record of opening 
and closing branches and of providing alternative 
services. Almost inevitably, banks and regula-
tors will find themselves under pressure to limit 
branch closures in low- and moderate-income 
neighborhoods. To the extent this succeeds, it will 
place banks at a market disadvantage at a time 
when nonbanks are vying for a rising share of the 
consumer financial market. There is also interest 
in having banks receive positive CRA credit for 
pro-consumer innovation that is not now reward-
ed under the rules.

Regulators are also concerned about adverse 
access shifts relating to payday lending moving 
increasingly online. Online short-term lending is 
growing rapidly in numerous forms, offered by 
offshore providers, through Indian tribal arrange-
ments leveraging unique legal status, as an option 
by some of the major national storefront payday 
lenders, and again, by small providers includ-
ing startups. Policymakers fear that easy access 
to some of these products will harm consumers 
who are unsophisticated or desperate. The CFPB 
released a proposed regulatory framework for 
payday-type lending in March, aimed in part at 
addressing these emerging issues.

If the CFPB’s new approach to payday lending 
does not ultimately satisfy advocates, we could 
also see renewed focus on state usury laws and 
pricing controls.

The other major driver of access change—big 
data—was discussed extensively above. Again, 
growing uses of alternative data will inevitably 
make the financial system more inclusive and 
affordable for many people who lack tradition-
al credit profiles, but will also screen out oth-
ers. This shift will raise concerns under the fair 
lending laws—ECOA and FHA, and especially 
under regulatory doctrine that applies statistical 
“disparate impact” standards to lending. Dispa-
rate impact concerns involve businesses’ use of 
policies and practices that unintentionally cause 
disproportionate harm to protected groups such 
as minorities and women. Findings of statistical 
disparate impact can trigger requirements that the 
business justify the practice, under standards that 
are generally subjective. The Supreme Court has 
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heard a case challenging applicability of disparate 
impact standards to housing and lending matters.

Regardless of the outcome of the pending liti-
gation, these kinds of controversies are likely to 
intensify as big data evolves. Should people have 
their loans turned down because of what they 
“like” on Facebook, even if this is predictive? 
Such questions will be explored.

Inclusiveness goals in the era of big data may 
also drive changes in the FCRA. Regulators have 
concerns about whether traditional credit scor-
ing and reporting are sufficiently predicative and 
inclusive. They also worry about inaccuracies in 
credit records—a topic the CFPB has highlighted. 
These issues, and the growing use of alternative 
data in risk rating and loan decisioning, could 
raise new thinking about the FCRA.

Finally, access issues are impacted by the 
HMDA, which requires that mortgage loan in-
formation be reported and made public to facili-
tate review of how mortgage lenders are serving 
minority and lower-income customers and areas. 
The CFPB is mandated by Dodd-Frank to ex-
pand this system to gather and report much more 
data. As noted above, the agency has also made 
HMDA data more readily accessible and useable 
through technology upgrades. The trends under-
way in innovation are likely to continue putting a 
spotlight on this topic.

It is worth noting that the CFPB also has a Dodd-
Frank Act mandate to create a similar database 
for small business lending and loans to women- 
and minority-owned businesses. While this article 
focuses on consumer lending, most of the trends 
described herein will also impact small businesses 
and how financial companies serve them.

Privacy and Data Security
Almost all of the major technology trends have 

the potential to erode both financial privacy and 
data security (which overlap but are distinct). 
Both also are intertwined with anti-money laun-
dering regulation, which will likely undergo 
many technology-driven regulatory changes but 
is beyond the scope of this article.

Also, both privacy and data security involve 
legal and regulatory frameworks that reach far 

beyond the financial industry but also involve 
finance-specific rules and enforcement. This 
multi-layered regulatory structure is likely to give 
financial companies a disproportionate share of 
change and challenge in the coming years.

Even as technology raises new consumer risks, 
it is also creating potential solutions that can 
bring consumers less exposure and more control. 
For instance, the advent of tokenization, as with 
Apple Pay, enables the processing of payments 
through a one-time authorization code that does 
not require merchants or others in the payment 
chain to access other personal information, in-
cluding specifics about the credit card from which 
the transaction is drawn. Still, both fields pose 
huge risks.

Regarding data security, experts describe the 
challenge as a never-ending arms race between 
industry (and government) versus the criminals. 
It is commonly understood that data thieves are 
already “inside” all large institutions, and that 
they have developed new and complex ways to 
exploit data, including often showing patience in 
when they use it. An elicit network has emerged 
with complex sets of parties who break into ac-
counts and who package and sell data, often in 
the “deep web” or “dark web.” Strategies for 
intrusion vary, some targeting careless behavior 
by consumers using weak passwords and unpro-
tected data in the cloud, while others infiltrate 
providers like banks and merchants. Many play-
ers in this activity are located offshore, and some 
are connected with foreign governments adverse 
to the United States. 

Financial regulatory challenges surrounding data 
security are numerous, and all of them are intensi-
fied by growing use of mobile and big data, which 
can open up new avenues for data breaches and 
can increase the harm breaches do to consumers.

Discussion is arising over whether and how 
U.S. financial companies should be legally permit-
ted to add offensive strategies to their defensive 
ones, with some large banks arguing for clear-
ance to damage and destroy hackers that can be 
identified and targeted. Especially given the inter-
national nature of these crimes, this issue raises 
foreign policy complications and is contentious.
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As data breaches grow in frequency, impact, 
and publicity, it is also likely that regulation and 
litigation will evolve over what parties are re-
sponsible for making consumers whole in what 
circumstances and how best to do so. Broadly 
speaking, consumers are protected from loss to-
day for breaches that are not their fault. Their 
liability is also limited by the Electronic Funds 
Transfers Act (EFTA)/Regulation E and the TILA/
Regulation Z if they promptly report a lost or sto-
len card, and consumers also have rights that trig-
ger mandatory procedures when they dispute a 
payment. Nevertheless, laws are not fully clear or 
comprehensive in areas like when providers must 
disclose that potential breaches have occurred. 
There is also discussion of requiring remedies that 
are often provided voluntarily, such as services for 
identity theft detection and repair.

Another regulatory challenge involving data 
security is when and how to permit access to 
the banking system by third-parties, including 
vendors, partners, and parties to mutual refer-
ral arrangements. This issue raises other regula-
tory concerns, as discussed in the separate section 
below. On data security specifically, it is notable 
that Target’s major security breach in 2013 was 
initiated through its air conditioning vendor. 
Bank regulators worry that consumer data can be 
breached by, or through, third parties that get ac-
cess to it in the course of processing transactions, 
performing marketing roles, offering shared or 
co-branded products and other means. 

Regulators and industry experts also express 
concern about the ability of the banking system, 
as a system, to withstand cyber-attacks. They 
note that the system is only as strong as its weak-
est link, which could mean that inadequate secu-
rity by, say, a small bank or a third party vendor 
or partner in the payments chain, could enable 
infiltration of the system as a whole. While this is 
mostly beyond the scope of this article, it points 
toward further and likely legal and regulatory 
evolution relating to data and cyber-security.

Like data security, privacy involves the poten-
tial for consumers to have data about them used 
in harmful and unauthorized ways, and involves 
laws and regulations that are both unique to fi-
nance and broadly applicable to other industries. 

Furthermore, data insecurity is likely to lead to 
loss of privacy, as consumers’ data may be sold 
or posted for public embarrassment, as has been 
the case with hacked celebrity photographs or the 
release of private emails among Sony executives 
in that company’s data breach.

Nevertheless, there are important differences 
between the issues raised by privacy versus data 
security. Perhaps the most fundamental is that in 
data security, the interests of the customer and 
the industry are generally aligned—both are try-
ing to protect personal data, and especially finan-
cial data. In the privacy realm, in contrast, the 
most contentious issues generally focus on areas 
where these interests are not aligned, in that the 
consumer may want (or is assumed to want) pri-
vacy protection from the same businesses that are 
otherwise serving them, or seeking to.

In February, the FTC issued a draft of a pro-
posed Consumer Privacy Bill of Rights Act, aimed 
at updating and strengthening privacy protec-
tions affecting companies of all kinds. It arrives at 
a time when industry and advocates are grappling 
with the technology-driven innovations discussed 
above. Possibly more than any other emerg-
ing change, privacy raises profound dilemmas 
because potential consumer benefits and risks 
are so fully entangled with each other. Again, 
the emergence of big data and new data analyt-
ics are a force for greater financial inclusiveness 
and affordability and clearly fuel pro-consumer 
innovation, as providers look for new ways to 
tailor, price, and market products that are highly 
customized for each customer’s needs and tastes. 
On the other hand, the public is likely to object 
to some of the ways in which such data are used.

There is evidence—albeit mixed—that a cul-
tural shift is underway on privacy. Clearly mil-
lennials and younger consumers who have expe-
rienced only the digital age display comparatively 
high comfort with sharing information about 
themselves online. While some young people may 
be unaware that their social media postings and 
photos may be used by third parties, a great many 
fully understand it. While these young consumers 
often object to government intrusions into their 
private data (as reflected in, for instance, relatively 
high support for Edward Snowden and disapprov-
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al of the NSA), few seem willing to forgo access to 
desirable technology and tech-based connections. 
Most consumers, of all ages, automatically hit the 
“agree” button on tech product disclosures that 
effectively sign away their privacy rights.

That reality may raise questions about the ef-
fectiveness and appropriateness of existing pri-
vacy laws. While medical providers adhere to the 
rules of the Health Insurance Portability and Ac-
countability Act (HIPAA) and financial providers 
to those of Regulation P, data bundlers may easily 
discern that, say, a given individual probably has 
cancer or is in financial distress, based on the per-
son’s online searches that are generally fair game.

Accordingly, privacy law and regulation will 
be grappling with difficult issues. One is wheth-
er people should somehow be given meaningful 
control over their data and/or receive a fair value 
exchange for it. Sub-issues include whether such 
controls should be designed as an opt-in or an 
opt-out; whether they can be fine-tuned to avoid 
the situation where restricting one’s data requires, 
in essence, withdrawing from digital life and com-
merce; whether compensation for data use can be 
implemented from a practical standpoint, includ-
ing along a potential chain of subsequent users; 
whether compensation could be structured to 
provide a genuine discount for permitting data 
use rather than a surcharge for refusing to; and 
whether permissions, once given, can ever be 
withdrawn or terminated with respect to data al-
ready in motion.

Another emerging issue is whether to restrict 
collection of data to the narrowest scope neces-
sary for a legitimate use. Sir Tim Berners-Lee, 
who is credited with inventing the Worldwide 
Web, recently told a Harvard payments confer-
ence that if his house key and lock must contain 
computers, he would like their relationship to 
be just between them, rather than residing in the 
cloud where it can be accessed, with or without 
legal authority, by others. Do data profilers need 
to know the time of day at which we go to work 
and come home, or how many people use our 
homes or cars? What limits should be set on satel-
lite and drone surveillance of our movements, or 
use of infrared detection to “see” through walls 
at who is home and what they are doing? Pub-

lic policy is moving toward trying to decide such 
questions, and use of financial data will be part 
of the debate.

In 1999, Scott McNealy of Sun Microsystems 
famously said, “You have zero privacy anyway. 
Get over it.” Certainly personal privacy has erod-
ed with, again, both good and bad effects for con-
sumers. Whether it will be swept away in today’s 
tide of innovation, or channeled through policy, 
will be worked out over the coming years.

Finally, experts suggest that the predicted 
growth in computing power, over approximate-
ly the next ten to twenty years, may drastically 
change some of these dynamics. It may be that 
consumers will not need to trade away their pri-
vacy for access to their digital goods, because 
they will have such vast power and control at 
their own fingertips, to get what they want, in the 
way they want it, forcing competitive providers 
to adapt.

Digital Currency
As noted above, digital currency is a mold-

breaking innovation that spans multiple catego-
ries of financial activity, functioning (globally) as 
a currency, an investment, and a payments system. 
While the first two topics are complex, it seems 
likely that its greatest impacts will focus on the 
payments system. Again, these technologies could 
attract high volumes of financial transactions that 
do not clear through central clearinghouse func-
tions, creating potential for destabilizing central 
banking activity and for forcing change upon it. 

Despite this risk, central banks and regulators 
are generally (with some exceptions) exercising 
restraint in regulating virtual currencies and are 
not moving toward trying to block them (partly 
because much of this is almost certainly not stop-
pable in any practical sense). To the contrary, the 
Federal Reserve and other central banks are artic-
ulating a policy of observing and learning as the 
new system evolves, while ACH authorities are 
expressing interest in applying some of these new 
technologies to speed up their own functions, es-
pecially in the United States. Similarly, the Trea-
sury Department’s Financial Crimes Enforcement 
Network (FinCEN) is allowing room for evolv-
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ing innovation, recognizing that this technology 
offers major potential advantages in combatting 
money laundering.

Digital currency companies like Ripple Labs 
are seeking to use this technology as a platform 
on which many kinds of transaction systems can 
operate with speed, efficiency, and transparency, 
including in both sovereign and alternative cur-
rencies. Other companies are creating digital cur-
rency exchanges; infrastructure to enable use of 
Bitcoin at point of sale, online and through mer-
chants (at lower cost than use of credit cards); and 
ways of safeguarding consumers against Bitcoin’s 
current, very active price volatility.

Among the numerous consumer financial 
regulatory issues in this realm are protection of 
Bitcoin retail investors from uninformed and un-
suitable investments; taxability of Bitcoin trans-
actions as capital gains and losses; management 
of money laundering and fraud risks; impacts on 
current rules affecting international remittances; 
and, again, how to capture the upside potential 
for consumers while blocking harm.

More broadly, the blockchain invented by Bit-
coin may over time become a really revolutionary 
force toward a new and pervasive public trans-
parency that would massively undercut privacy, 
in finance and everything else. People can envi-
sion a future blockchain that records how much 
power is used by a lamp, and when and where 
the lamp was made and bought, and by whom. 
Such a system would make today’s big data chal-
lenges look elementary. Each potential Bitcoin 2.0 
use case is uniquely and dauntingly complex, and 
those developing them are seeking to create mar-
kets that do not exist. Many predictions will nev-
er materialize. Still, big change seems inevitable.

The potential upside in consumer financial 
services is striking. If people could move their 
money instantly, at little or no cost, and in tiny 
amounts, globally, many intractable consumer 
financial problems would be abated. Beneficial 
new options could arise for financially-challenged 
consumers who now rely on a high-cost cash 
economy because they must closely manage tim-
ing of volatile income and expenses and cannot 
afford to wait for checks to clear. Instant crediting 
of payments would eliminate most of the prob-

lems now associated with account overdrafts and 
related fees. Driving down costs could also make 
it easier for industry to offer products like basic 
checking accounts. 

These technologies are also likely to bring dis-
ruption to the international remittance market, 
by making payments cheaper and faster and re-
moving complexities around currency fluctuation 
and cashing out the funds on the receiving end.

For the developing world, the impacts can be 
especially profound, providing a safe, formal, 
regulated system of payments and saving, for 
people who now have access only to cash or 
barter, and who conduct transactions in small 
amounts—equivalent to less than a U.S. dol-
lar—that may not be cost effective to process in 
legacy financial systems.

Digital currency may be the fastest-moving 
and farthest-reaching innovation in the financial 
space. That speed, combined with its outside-the-
box design and its decentralized and global na-
ture, make it exceptionally complex as a regula-
tory challenge. Time will be needed to sort out 
the many new issues it will raise, and a transition 
period will inevitably be filled with uncertainty 
and problems as well as many new benefits.

Regulatory Structure, Strategies,  
and Processes

As noted at the outset, financial services are the 
first major industry to face disruption while being 
highly regulated, and regulated through a unique-
ly complex structural framework. We have five 
federal agencies that directly examine and super-
vise financial institutions (Comptroller of the Cur-
rency, FDIC, Federal Reserve Board, CFPB, and 
National Credit Union Administration (NCUA)). 
At least 20 federal agencies regulate some aspect 
of financial products, from mortgages and stu-
dent loans to retirement funds, and/or have en-
forcement mandates that include financial servic-
es, as with the Department of Justice (DOJ) and 
the FTC. Much of this complexity is multiplied 
by fifty at the state level, plus insurance products 
are almost entirely regulated by the states. Large 
banks also face international regulators, while 
many kinds of business, such as telecoms offering 
financial products, must address requirements of 
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agencies like the Federal Communications Com-
mission (FCC). The FCC will also be important 
as mobile services grow.

Not only are these agencies numerous, but they 
have complex sets of mandates. Some broadly 
regulate industries, as with banking, executing 
missions that include consumer protection but 
also have other goals like systemic financial safety 
and soundness. Some regulate products. Some 
address practices. Many have multiple regulatory 
tools that overlap those of other agencies – rule-
writing authority, direct examination authority, 
enforcement powers, mandates for consumer ed-
ucation, goals of fostering certain financial prod-
ucts or assisting certain sets of borrowers, with 
regulatory oversight of compliance with their 
programs’ rules and standards, and the like.

Any reasonably complex financial company is 
likely to be impacted by numerous federal and 
state (and sometimes even local) regulatory au-
thorities unique to its financial offerings, over 
and above regulation that applies generally to 
corporations. 

All or most of these regulatory bodies have at 
least fragmentary responsibility relating to the 
broad, overarching consumer protection themes 
discussed above, such as privacy, data security, 
UDAP, fair lending, and the like. As these and oth-
er regulatory standards shift and escalate under 
pressure from fast-changing technology, it seems 
inevitable that the complexity of this structure 
will exacerbate uncertainty and inconsistency in 
regulatory expectations, and will militate against 
modernization that might address problems effi-
ciently and serve consumers well.

It is noteworthy that the single agency with 
the broadest scope and powers in this realm is 
the CFPB (full disclosure: I serve on the CFPB’s 
Consumer Advisory Board, but do not speak in 
any way for the board or the agency). Created 
by the Dodd-Frank Act, it is relatively new and 
is uniquely empowered in several ways. First, 
it can supervise major market players and seg-
ments across the whole economy, rather than 
only through banks. Second, it has a very broad 
mandate and full spectrum tool kit, ranging from 
rule-writing and direct examination of large 
banks and some nonbanks to broad enforcement 
powers and even a charge to educate consumers. 

Third, Congress gave it responsibility for a large 
swath of the existing consumer protection rules. 
These factors have helped CFPB officials think 
holistically about many of the big trends explored 
in this article, and the agency has actively em-
braced an interest in innovation and technology. 
Nevertheless, the CFPB’s powers and reach are 
still very limited. In many complex ways, it is just 
one player—albeit a powerful one—in the com-
plex matrix of regulatory entities.

A whole cluster of regulatory structure ques-
tions revolve around what business should have 
what kind of access to the banking system. As dis-
cussed above, nonbank innovators need bank re-
lationships in order to connect with the payments 
system. They all need bank accounts, and many 
are also seeking other kinds of bank relationships 
across a wide spectrum of arrangements, whether 
partnership, business development referrals, back 
end processing and servicing, and much more. 
Bank regulators are concerned about such enti-
ties creating risk to the banking system for all the 
reasons discussed. 

These challenges are likely to spark some re-
thinking of how such system access issues affect 
innovation. In March, the House of Representa-
tives held hearings on “Operation Choke Point,” 
which the DOJ and FDIC have employed to limit 
banking system access for certain business types 
perceived to be high risk. FDIC Chairman Mar-
tin Gruenberg testified that the initiative’s goal is 
to address risks that can enter into the financial 
system through types of businesses that are being 
used by criminal entities. On the reverse side of 
these same issues, innovators that are clearly pro-
consumer could be blocked from system access by 
these kinds of policies.

A related issue involves state versus national 
licensing and chartering of FinTech innovators. 
Today, startups offering pro-consumer new prod-
ucts typically secure state licenses to do business 
(often in California). In order to grow beyond 
their home states, they must seek licenses in ad-
ditional states. This is generally cumbersome and 
costly and can become a major barrier to achiev-
ing scale. Growing companies face a decision on 
whether to seek a federal bank charter, with its 
attendant regulatory complexities and costs, or 
to secure state licensing one at a time. One ques-
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tion this raises is whether the federal government 
should offer charters that permit national scope 
for such companies, without the necessity to be-
come banks. If so, it is not clear which federal 
agency would be the appropriate issuer of such 
charters, or what such a charter should cover and 
what rules should apply. 

Alternatively, there is discussion of permitting 
more bank charters that are narrowly tailored 
for mono-line types of providers. More wide-
spread use of such charters could produce chain 
reactions of questions about applicability of other 
banking regulations, including CRA.

Yet another aspect of this question is how regu-
lators would view widened use of what is some-
times termed, “rent-a-charter” arrangements, in 
which banks form relationships with nonbanks in 
order specifically to give them indirect access to 
the advantages of a bank charter. More and more 
innovators are generating demand for these kinds 
of options.

Major issues also arise over whether to permit 
large nonbanks to engage in “banking” types of 
activities. The large technology firms—Google, 
Apple, Facebook, Amazon, major telecom com-
panies—all offer some version of financial ser-
vices, and several are likely to be aggressive play-
ers in mobile payments. Some of these companies 
may seek banking charters, and/or may increas-
ingly offer services that customers perceive as the 
functional equivalent of a bank—absent the de-
posit insurance. Some such services may be highly 
popular and may, in fact, offer consumers superi-
or and trustworthy financial choices. The regula-
tory system will have to grapple with whether to 
allow them into the formal banking structure or 
alternatively, how to protect consumers who may 
not understand the risks of being outside of it.

All of these bank-related issues will be challeng-
ing to address through the existing system of mul-
tiple bank regulators and with involvement by 
nonbank regulators that intersect with the topics.

Another regulatory structure question centers 
on how digital currency should be addressed. 
Again, it is designed to bypass the banking system 
and traditional processes for clearing payments. 
If virtual currency evolves to be a separate, paral-
lel system, it could potentially open up activities 
that elude normal regulatory structures. If lower 

regulation attracts activity—which tends to hap-
pen—the existence of these markets will almost 
certainly spark unpredictable regulatory respons-
es. Should virtual currency be regulated function-
ally, with different agencies separately addressing 
each aspect of what it does? If so, is there need 
for any coordination, some kind of pooled view 
into how it is evolving? State licensing laws and 
agencies often cannot even categorize the startups 
that apply for approval of these novel strategies. 
Responsible virtual currency companies are seek-
ing regulation that will channel and legitimize this 
innovation. How to achieve that is complex.

A final question on regulatory structure and pro-
cess is whether the pace and scope of technology 
change may argue for rethinking some traditional 
procedures. Could—and should—rule-making be 
speeded up? Should regulators consciously shift 
toward principles-based regulation that need less 
rule-making, and if so, how can they articulate 
principles that are clear enough to follow? Should 
they consider creating more safe zones for inno-
vation and watching how it evolves? Could they 
commit to not penalizing well-intended innova-
tion unless and until they issue clear guidance 
that requires providers to make changes? Should 
they try to move toward creating reliable regu-
latory “safe harbors” for very simple and trans-
parent products, while applying principles-based 
oversight to more complex ones? Could financial 
businesses potentially earn a trusted status that 
would allow streamlining of oversight and regu-
latory burden? Could we learn to measure con-
sumer outcomes rather than compliance inputs, 
as ways to assure good regulatory performance?

Could rule-making be entirely redesigned to 
mimic what innovators themselves do, using ex-
perimentation with trial, error and feedback be-
fore settling on solutions? Current rulemaking 
procedures are not only slow but also formal and 
stilted. Regulators and commenters essentially 
taking turns communicating, through hearings 
and especially through the back and forth of pro-
posed rules and submission of comment letters. 
The agency lawyers then make decisions after 
reading these comments. They are smart people, 
but this process (which is surrounded by rules re-
stricting ex parte conversation), is not conducive 
to, say, brainstorming innovative ideas. Might we 
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find better ways to foster interactive, collabora-
tive dialogue, which seems to be more common 
in some other countries?

Regulatory restructuring is almost never po-
litically achievable in the absence of crisis. Ac-
cordingly, the complex ecosystem of federal (and 
state) regulators will find themselves increasingly 
forced into closer collaboration and perhaps mu-
tual deference on certain issues, or, failing that, 
will oversee rising levels of problems in the form 
of uncertainty, inconsistency, and both over- and 
under-regulation, likely including gaps between 
agencies in which public harm takes root — and 
which may later be difficult to weed out.

Conclusion
Political and regulatory systems naturally tilt 

toward detecting and addressing harm, rather 
than detecting and fostering—or at least not 
choking off—emerging positive change. After 

all, harm is often visible and concrete, while 
new possibilities tend to be invisible and diffuse. 
Normally, this tilt is probably a good thing, as 
government has limited ability in anticipating in-
novation and figuring out how to handle it.

In today’s environment, though, the consumer 
financial regulatory system should strive con-
sciously to become equally adept at both harm 
prevention and allowing “good” innovation to 
flourish. Eliminating harm, alone, would almost 
certainly stifle the potential for vastly beneficial 
change.

Doing this well requires shifting the regulatory 
conversation to focus more on these novel chal-
lenges, as the FinTech kaleidoscope moves with 
ever more complexity and speed.
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