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1. Foreword

Thank you for using BACeye for visualisation and analysis of BACnet networks

This manual describes the BACeye software

BACEYE

BACeye allows easy access to BACnet devices and their objects and properties. In addition, it offers the
possibility of generating EDE files ('BACnet data point lists') and reading graphically displaying and exporting
trend log data, among other things. Schedulers can also be clearly represented and modified. Typical BACeye
applications include commissioning BACnet installations, analysis of observed problems and monitoring and
operating BACnet devices.

BACnet networks: Using the BACnet Who-Is/I-Am services, devices in the network can be identified simply and
a copy of the device properties and objects can be imported. A detailed display of all objects allows access to
the object properties.

Schedulers: With BACeye, BACnet Calendar and Schedule objects can be comfortably displayed and modified.
The weekly schedule and the exception schedule can be modified separately. The combined display provides
an overview of the actual effective value.

EDE files: It is very easy to generate EDE files. An EDE file (Engineering Data Exchange) is a format for a BACnet
data point list, specified by the BACnet Interest Group Europe (BIG-EU).

Alarms: Receive and display BACnet event notifications (error and operating messages). Confirm BACnet event
notifications.

Monitoring list: The monitoring list shows the most important properties of selected objects. Objects can be
compiled from the same device or from different devices.

Trend data: Read trend data. Display trend data as a curve or as a list.

Additional features/supported functions

° Modify values in the BACnet properties

° Zoom: Individual object properties are displayed in large type in a separate window (full screen) and are
dynamically updated. This allows changes in the properties to be observed on the screen from great
distances.

° Backup/restore: BACeye can perform BACnet backup and restore. This allows data to be backed up and
restored on BACnet devices.

° BACnet interface: The BACnet network connection is provided by TCP/IP. This requires a LAN or WLAN
connection between the network and the BACnet devices. The BACnet UDP port settings can be changed.
BACeye supports the

° "ForeignDevice” (FD) function for coupling to an existing BBMD.

More information on BACeye is available at: http://www.baceye.com
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2. COPYRIGHT & Contact Information

COPYRIGHT
©2015 MBS GmbH | Rémerstrale 15 | D-47809 Krefeld

Telephone: +49/2151/7294-0
Telefax: +49 /2151 /7294 -50

Email: info@mbs-software.de

Internet: http://www.mbs-software.de

All rights reserved. It is not permissible to reproduce, or using electronic systems to edit, copy or otherwise
disseminate this manual on any part thereof in any form whatsoever (print, photocopy, or any other process)
without prior written approval by MBS GmbH.

CONTACT INFORMATION

MBS GmbH
RomerstralRe 15
47809 Krefeld

Tel. +49 21 51 72 94-0
info@mbs-software.de

http://www.baceye.com

Support
+49 21 51 72 94-0
support@mbs-software.de
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3. After starting

After starting BACeye the primary BACnet Explorer user interface appears.

r
= BACeye. Professional device control 2.0.0.32 - MBS GmbH - Standard Proje b =
Datei

Bearbeiten Datentransfer Fenster
Alle Netzwerke >> Gerate

<:| oL E> = . ——Gerﬁlegeﬁmdmp.

Netz Inst-Nr. Geratename Beschreibung

Ansicht Diagnose Hilfe

Bitte wéhlen Sie ein Gerét aus...

The left part of the window contains the device list, the right section the object list of any device selected.

The network is not automatically scanned when BACeye is started. This prevents any unintended loads in the

network. However, if an automatic scan is desired when the program starts, the default behaviour of BACeye
can be defined in "Settings".

@ I Pressing the "Refresh” button starts the network scan and BACnhet communication.
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4. Navigation

The BACeye user interface is divided up into two primary subsections.

1. Navigation window
2. Detail window

Datei Besrbeiten Datentransfer Fenster Ansicht Diagnose Hife
v 3
Alle etz > Gerate X

Bitte wihlen Sie ein Gerdt aus..

Both of these working areas can display different contents when working BACeye, allowing convenient

navigation through the data found.

The left area of the user interface shows the present top level entries. For example, after starting a network
scan, these are the devices found. The entries in the left section can be marked to view the associated details

in the detail window.
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Duse Value 2 writsie

Daee Ve 1

Clase Pattem Value 3
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5. Navigation window

After starting the network scan, the device list shows all devices found in the navigation window. The network,
instance number, device name and description are shown for each device. The device list can be sorted using
the column heading.

r__: BACeye. Professional device control 2.0.0.32 - MBS GmbH - Standard Pm'ﬁ —
|| Datei  Bearbeiten Datentransfer Fenster Ansicht Diagnose Hilfe
= Alle Netzwerke >> Gerat 97536
[
I g {JoeoD) Geriite S
g Metz Inst-Nr. Gerdtename Beschreibung
= I 2609014 QSTP26-BAChet
= I Redundante GLT
5 ol 100 SI-M G4 SI-K Client/Server
] 1048576 UGW-Test 4xModbus +BACnet+Simulator
i o 0 devn
3 1687458 GLT-TEST3
I:; ] 97336  Dummyserver for TD TD Sample for Conformance Tests
IE@l|° 1001  QanteonTest-1001
0 12345
0 2015 UGW-ACT UGW-C Client/Server
f 0 2098 jonair AQS 1 UGW BACnet Client/Server
{ 0 1072 Vitogate-10-250-7-2 Vitogate300
[l 0 51 gs-refl
0 4444 UGW-Dali UGW BACret Profinet Dali
{ 0 94 DDC4000_#94 BACnet Device
0 70 Device-70 Energy//Saver
(| a 240766  Device-240766 Energy//5Saver
(| 2 128 device #128
2 129 device #129
2 110 BACnet router Description
i 0 86 DDC420_#0 DDC420
0 92 DDCA000_#92 BACnet Device
| 0 93 DDC4000_#92 BACnet Device
0 98 DDC4000_#92 BACnet Device
| 0 50 DDCA000_#50 BACnet Device
0 97 DDC4000_#92 BACnet Device
| 0 95 DDC4000_#92 BACnet Davice
0 99 DDC4000_#92 BACnet Device
|
Leeren
uBereit
——
NAVIGATION

The BACeye navigation bar is located in the upper section of the navigation window. The actual navigation

control with navigation indicator is located on the navigation bar.

Qoo

Gerite

28 Gerdte gefunden

{ceo)
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The navigation control has two cursors for navigation as well as a navigation indicator
to mark the present position.
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BACeye uses a three-stage navigation hierarchy:

1. Networks
2. Devices
3. Objects

When BACeye is started the navigation is set to the "Device" level and displays all devices in the present BACnet
networks.

Clicking the "Back" button navigates to the "Network" view.

Datei Bearbeiten Datentransfer Fenster Ansicht Diagnose Hilfe

7
g
2
~

Alle Netzwerke
o]
2

uaznop

uajeyIsuabiy

In the network window all BACnet networks found are displayed together with the additional entry "All
networks". When an entry is double-clicked BACeye navigates to the "Device" hierarchy level - using the
desired selection. Here all devices matching the selection are then displayed.

Bearbeiten Datentransfer Fenster

Datei Ansicht Diagnose Hilfe

= Alle Netzwerke >> Gerat 97536 > > Deviced7536
z - o
{Gooe ot |
E . 107 Objekte gefunden
bl
I B %X® Obj.Type Inst-Nr Objekt Name

1:\2 Lo 2 Lighting Output 2 writable |~
E’T‘ Lo 1 Lighting Qutput 1
- CNL 2 Channel 2 writable

CHL 1 Channel 1
& AE 2 Alert Enroliment 2 writable
3 AE 1 Alert Enrollment 1 3
n
g NFW 2 Notification Forwarder 2 writable
1] NFW 1 Notification Forwarder 1

™ 2 Time Value 2 writable

™ 1 Time Value 1

When "Device" is double-clicked, BACeye navigates to the "Object" hierarchy level.
BACeye displays all objects found in the selected device in the object list.

The object list displays:

e Alarm (})
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e Fault (%)

e QutOfService (X)
o Overridden (&)

e Object Type

e Instance Number

e Object Name

DETAIL WINDOW

If an entry in the navigation window is clicked once, a detail window containing associated details appears in
BACeye. Various details are shown depending on the hierarchy level selected in the navigation window. Double-
clicking navigates to the next level in the hierarchy.

Navigation window Detail window
Networks Devices
Devices Objects
Objects Properties

MBS GmbH | RémerstraRe 15 | 47809 Krefeld | Tel. +49 21 51 72 94-0 | info@mbs-software.de BACeye — MANUAL 7
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6. Detail window

The detail window in BACeye shows the details on the specific entry selected in the navigation window.

Navigation window Detail window

Networks Devices

Devices Objects

Objects Properties
NETWORKS

When the navigation window is set to the "Network" hierarchy level, the devices found in the network selected

are listed in the detail window.

Netz Inst-MNr. Geritename

Beschreibung

2609014 QSTP26-BACnet
53 Redundante GLT
100 SI-M G4

1048576 UGW-Test
1687458 GLT-TEST3

1001 QanteonTest-1001

SI-K Client/Server
4xModbus+BACnet+Simulator

o O o o oo

DEVICES

When the navigation window is set to the "Device" hierarchy level, the objects found in the device selected are
listed in the detail window. The object list can be sorted, searched and filtered by the user.

14 xH Obj. Type Inst-Nr Present Value Chjekt Name
MO 1 Off Multi State Output 1
MI 2 Off Multi State Input 2 writable
MI 1 Off Multi State Input 1
! LP 2 230 Laop 2 writable
1 LP 1 230 Loop 1
GRP 2 ({{analog-output,1),((85,-[4] 22 Group 2 writable
GRP 1 ({{analog-output,1),((85-,[4] 22 Group 1
FIL 2 File 2 writable
FIL 1 File 1
EE 2 Event Enrollment 2 writable

Description

Multi State Qutput -
Multi State Input

Multi State Input

LOOP

LOOP

Group with many properties

Group

File Stream Record

File Stream Record

Zane 1 Alarms EE with many

Sorting

MBS GmbH | RémerstraRe 15 | 47809 Krefeld | Tel. +49 21 51 72 94-0 | info@mbs-software.de
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Sorting is possible by "Clicking" on the specific column heading. Holding the SHIFT key enables sorting over
several columns.

Search

When text is entered in the "Search" field, BACeye performs a full text search. All columns displayed are
searched - individual search terms can be entered separated by spaces. If a number of terms are separated
from one another in this manner, BACeye displays those lines with ALL search terms.

Time DT\d
15 x & Obj. Type Inst-Mr Present Value Objekt Name Description
DTV 2 11.11.2011 Freitag / 11:11:11.17 Datetime Value 2 Some Description
DTV 1 11.11.2011 Freitag / 11:11:11.17 Datetime Value 1 Some Description
Filter

The "Filter" button allows display of additional control elements and filtering with the result list.

1 5 X® Obj.Type  Inst-Nr Present Value Objekt Name Description
1 GGRP 1 [{{analog-input, 1), present-valus Global Group 1 Some Description
1 LP 1 230 Loop 1 LOOP

A filter remains active until the control element is suppressed by actuating the button again.

Any column displayed can be filtered with the BACeye filter. Various methods are used depending on the type
of column.

Status flags

A checkbox allows the status flags "Alarm*, "Fault”, "OutOfService” and Overridden to be filtered for three
states.

Each checkbox shows one of three possible symbols:

e Check - Filter requires presence of attribute.

Only those lines are shown, for which the specific status flag is set.
e Question mark - Filter considers attribute to be neutral.

All lines are displayed, independent of whether the respective status flag is set.
e X - Filter requires absence of attribute.

Only those lines are shown, for which the specific status flag is NOT set.

MBS GmbH | RémerstraRe 15 | 47809 Krefeld | Tel. +49 21 51 72 94-0 | info@mbs-software.de BACeye — MANUAL 9
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Object type

Access Credential

Access Door
Agccess Point
Access Rights
Access User

The object type can be filtered using a selection list. The list includes all possible object types. This also includes
all types of proprietary objects if the device defines them.

Inst No, Present Value, Object Name, Description
All other fields are filtered using a text entry. All lines are displayed in which columns contain the associated
filter text or correspond to it. This is not case-sensitive.

OBIJECTS

If the navigation window is set to the "Object" hierarchy level, the properties of the selected object are
displayed in the detail window.

£
i
:
{
E
i

Program 1
Hatification Class 2 writable
Hatshication Class 1

Whults State Cutput 2 writable
Multi State Qutput 1

Mhulls State Injut 3 weitalile
Malti Stase Input 1
Lacp 2 writable

H

L
N
N
Mo
MO
LU
L]
w
w
GRP
GRF
m
L
34
EE
DEY
Mo
[=2]
caL
caL
v
v
B0
[}
B

o T T BT T A P R PR TR R T

In the detail window, BACeye displays under the <Standard> tab all properties of the object that are
possible according to BACnet standard. Any additional manufacturer-specific (proprietary) properties can
be listed under the <Proprietary> tab.
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Standard

The individual properties are consolidated to logical groups and always displayed. If an object does not
implement optional properties, those not implemented are displayed in grey with a line through them. This
clearly shows the user that the object could use this property, even though it is not presently in use.

AnalogValue

Analog Value 2 writable

AnalogValue

Analeg Value many properties writable

50-analog-value profile

31 Element(e)

0 0 0

[1, Event] TO_OFFNORMA! TO_FAULT TO_NORMAL

TO_OFFNORMA  TO_FAULT TO_NORMAL

]

{(binary-value,2) present-value,-)

1 Element{e) in Verwendung

50,00

Search for properties

BACeye also has a search feature for objects in the detail window. This search feature allows the user to find a
certain property quickly in the detail window.

When a search term is entered, BACeye marks the matches in the name of all properties found. The search also
includes the contents of the control elements and marks them if they contain the search term. The search is
not case-sensitive.

MBS GmbH | RémerstraRe 15 | 47809 Krefeld | Tel. +49 21 51 72 94-0 | info@mbs-software.de BACeye — MANUAL 11
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AnalogValue

Analog Value 2 writable

AnalogValue

Analeg Value many properties writable
50-analog-value profile
31 Element(e)

. 0 0 0

[1, Event] TO_OFFNORMAI TO_FAULT TO_NORMAL

TO_OFFMNORMA  TO_FAULT TO_NORMAL

(binary-value,2), present-value,-)

1 Element(e) in Verwendung

50,00

Tool tips

If the user moves the mouse pointer over the name of a certain property, BACeye shows the associated tool
tip text.

[Present_Value , 85] shown in selected egnigeering unit

[0, NoFauliDetected] -

The tool tip consists of the name of the property, followed by the property ID and, where applicable, further
information (e.g. associated units).

2 Element{e) in Verwendung

MBS GmbH | RémerstraRe 15 | 47809 Krefeld | Tel. +49 21 51 72 94-0 | info@mbs-software.de BACeye — MANUAL 12
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A tool tip is also normally displayed when the user moves the mouse pointer over the input field of a property.
The tool tip then contains the complete value of the property. When there are several values, these are shown
in list form in the tool tip.

EPICS display

The value of a property can be called in EPICS display. For this, the user moves the mouse cursor to the desired
value and selects either <Copy EPICS> or <Display EPICS> in the context menu.

For copying, the EPICS string is copied to the Windows clipboard, from where it can be inserted into any desired
word processing.

For displaying, the EPICS string is output in the BACeye's own EPICS editor. If the type of data displayed is a
complex type, the EPICS string can be scrolled further using the editor in order to obtain better depiction. When
the editor is called the first level of a complex data type is opened.

veon v e (=i

Epics Editor fiir: Event Time Stamps

==
-= B
1 -
2 [2] ((Friday,17-April-2@15),@89:38:32.90),
3 [1] a,
4 [1] @
5 =)
|
- 3
———— —
Example:
Level O:
T voae L =
Epics Editor fur: Event Time Stamps
=
= "= 1=
1 ([2] ((Friday,17-April-2e15),@9:38:30.80),[1] @,[1] @) -

Level 1:
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[2] ((Friday,17-April-2@15),83:38:30.80),
[1] 2,
[1] @

[21 ¢
(Friday,17-April-2@15),
@9:38:30.80

—

Proprietary objects
It is possible that so-called proprietary objects are defined on a manufacturer-specific basis.

In the "Standard" tab, the detail view of proprietary objects contains only the information about object
identifier, name and type, along with the property list. The standard designation of the type of a proprietary
object is "proprietary <number of the type>". The permissible value of the type of proprietary object extends
from 128 to 1024. The type of a proprietary object can be freely named via the BACeye function "Proprietary

text assignment".

New object

Proprietaryl128,2

New object

15 Element{e)

)

Proprietary

The proprietary properties of an object are listed under the "Proprietary" tab of the detail view. However, the
list can also contain standard properties that, according to the standard, are not part of the object. This
applies to both standard objects and proprietary objects.

The list contains the ID and name of the properties, as well as the last values scanned. The name of a
proprietary property is output in the form "proprietary <ID of the property>", whereby the permitted range
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of values of the IDs extends from 512 to 4194303 (hex. 3FFFFF). The naming of proprietary properties can be
defined via the BACeye function "Proprietary text assignment". If a proprietary property is an enumeration,
this also offers the possibility of naming its values. If this is the case, the value of the property that is
normally output in EPICS form like all values in the list is displayed with the associated name.

Proprietary Object [ P
Proprietary

Propertyld Property Name Wert EPICS-String
505051 proprietary-505051 [4] 47.110001 E]
524 proprietary-524 [12] {(analog-input,12) E]
523 proprietary-523 [11]11:11:11.11 E]
522 proprietary-522 [10] {Sunday, 1-January-2012) E]
521 An enumeration property [8, Nine] = E]
520 proprietary-520 [8] (T.FTFTFETF) E]
519 proprietary-519 [7] "myString" E]
518 New property [6] 0x12345678bacO E]
517 proprietary-517 [5] 5.550000 E]
516 proprietary-516 [4] 4440000 (-]
515 proprietary-515 [3]-60 (-]
514 proprietary-514 22 E]
513 proprietary-513 T (-]
512 proprietary-512 [0] NULL @
28 Description [7] "Description for (Proprietary1020,4711)!" E]

Bitte geben Sie die proprietdren Properties an, die manuell abgefragt werden sollen:

o
1

Daten geloden: 26.01.2016 10:31:58 @ Nmmﬂmﬂisiu'endle[sel’_): ; Senden
==

Manual scanning of proprietary properties

If a device does not support a read-property multiple or if the use of a read-property multiple is deactivated in
the communication settings of BACeye, no proprietary properties are automatically listed if the device also
does not support Revision 14 of the BACnet standard.

For this eventuality, below the list there is an input field in which the property IDs of the listed properties can
be entered separated by commas. The scan is then started with the <Send> button next to it on the right. The
progress of this operation is indicated by a bar in the button. The normally green bar flashes red if errors occur
during a scan, e.g. if a property is not present. The scan can be repeated as often as necessary, with newly
determined properties being added to the list and existing ones being updated.

The detail window's update function then also takes effect for the properties recorded in this way.
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EPICS-String

Property Name Wert
Description [7] "Description for (Proprietary1020,4711)!"

proprietary-512 [0] NULL
proprietary-513 [T
proprietary-515 [3]1 -60
proprietary-518 [6] 0x12345678bac0

Bitte geben Sie die proprietaren Prop

512,513, 515, 518, 28, 756
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7. Writing values

With BACeye it is possible to write as well as read values of the properties of objects.

CHANGING VALUES
In the detail window of a currently selected object, BACeye allows value changes to be made to writeable
properties.

If properties are changed, BACeye shows this by displaying the name of the property in bold face.

Analog Value [ )
Object Identifier AnalogValue 2 Present Value 1200
Object Name Analog Value 3 internal Units [98, Percent] -
Object Type  AnalogValue Status Flags | | InAlarm | | Fault| | Overridden | | Out of Service
Description  Analog Value for internal write tests Reliability [0, NoFaultDetected] -
Profile Name 50-analog-value profile Reliability Evalu. Inhibit [~
Property List| 31 Element(e) = Out Of Service [

The <Send> button on the bottom edge of the detail window is activated as soon as changes have been
made. This can be used to execute the write command.

Daten geloden: 03.12 2015 11:27:34 @ Autom. aktualisieren zlle (sek.): ; Senden Write Priority [[B, ManualOperator (8)] v]

If you wish to reject all changes, this can be done by updating the detail view using the & button. A notice
appears informing you that this will result in the changes being lost. The update is not made until after this
message is acknowledged with <OK>, otherwise the detail view remains in the changed state.

Changes are also lost if another object is selected or if you navigate to another display level. Here too, a
notice informs you that this will result in the changes being lost. If this message is acknowledged with <No>,
you remain in the detail view with the changes. Otherwise, the detail view changes and the changes are lost.

BACeye. Professional device control H
—

Detailansicht verloren, -
Méchten Sie die Detailansicht verlassen und alle Anderungen
verwerfen?

@ Die vergenemmenen Anderungen gehen beim Verlassen der

Ja I Mein

Changing values in the priority array

In the case of objects that can be commanded, BACeye writes the "present value" with a priority that the
user can choose via the "Write Priority" selection list.

MBS GmbH | RémerstraRe 15 | 47809 Krefeld | Tel. +49 21 51 72 94-0 | info@mbs-software.de BACeye — MANUAL 17



mailto:info@mbs-software.de

Wirite Priority [8, ManualOperator (8)] A

[1, ManualLifeSafety (1)]
[2, AutalifeSafety (2)]
[3, Available_03 (3]]

[4, Available_04 (4)]

[5, CriticalEquipCtrl (5)]
[7, Available_07 (77]

[8, ManualOperator (8]]
[9, Available_09 (9)]
[10, Available_10 (10)]
[11, Available_11 {11)]
[12, Available_12 (12)]
[13, Available_13 (13)]
[14, Available_14 (14)]
[15, Available_15 (15)]
[16, Default (16]]

The standard priority is defined in the communication properties in the "WriteProperty Priority" field. "8 -
ManualOperator" is the standard setting here. According to the BACnet standard, priority "6" is reserved and
cannot be used for write commands.

If the "write priority" is changed, the "present value" is marked as changed and is written with the chosen
priority when the next write command is issued. The "write priority" is reset to the standard priority after
writing.

The "present value" always contains the active value. This is the value with the highest priority. If this priority
is higher than the currently selected "Write Priority", BACeye highlights this with a red exclamation mark in the
send bar:

Write Priority ¥ | [8, ManualOperator (8)] -|

Es wirkt eine hihere Prio fiir den PresentValue.

All values are listed in the "Priority Array" property with the associated priority. Objects with a "Priority
Array" also have a "Relinquish Default" property. Its value defines the value of the Present Value if no value is
set in the Priority Array, i.e. all values are "ZERO".

Prionty Amay | 3 Element(e) in Verwendung D

Relinquish Default 50,00

Kommandieren ]

All 16 priorities are always listed in the "Priority Array" display, which can be called up with the <... > button.
The active value is highlighted in bold face and is again shown separately above the list.
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_+ BACeye - Priority Array e B e

Wirkender Wert 66.50
Prio Walue

1 VUL

2 NULL

3 NULL

4 NULL

5 NULL

5] NULL

7 66.50

g 12.00

a NULL

The displayed PriorityArray contains 3 used values, whereby the value with the priority 7 is active:

e [7 :66.50]
e [8 :12.00]
e [16 :58.70]

Cancellation of effects - deleting PriorityArray entries

If the active value is to be cancelled or a certain PriorityArray field deleted, this can be done with the "Zero"
button & of the PresentValue field.

Present Value 66,50 (3]

Actuating this button causes the value ZERO to be written for the set priority for the PresentValue during the
next write operation. If this was the active value, the value with the next highest priority is now active. If this
was the last value, the RelinquishDefault takes effect.

With the <Command> button located below the input field for the RelinquishDefault, BACeye provides a
convenient possibility for editing the PriorityArray. This function is described separately in the COMMAND
section.

Editing proprietary properties

If an object has proprietary properties, double clicking on a line in the list under the "Proprietary" tab enables
the EPICS editor to be called up to edit the value of the relevant property. This is also done by pressing the < ...
> button in the "EPICS string" column. Furthermore, for proprietary properties of the type enumeration, the
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possibility exists to select a new value via combo-box if the enumeration and its values were named via the
"Proprietary text assignment" function.

The ID and name of edited properties are highlighted in bold face in the list. As soon as changes have been
made, the <Send> button on the bottom edge of the detail window can be pressed in order to write changed
values.

Property Name Wert EPICS-5String
517 proprietary-517 [5] 5.550000 g
518 proprietary-518 [6] 0x12345678bac) g
519 proprietary-519 [7] "myString2” (-]
:I 520 proprietary-520 [B] (TFETFETETF) g
521 New property 3, Three] - g
Bitte geben Sie die proprietdren Properties an, die |l abgefragt len sollen:

517, 518, 5189, 520, 521

SENDING VALUES

The actual write operation is initiated with the <Send> button. In the default setting, BACeye opens a "Send"
dialog when the <Send> button is pressed.
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Alter Wert” Neuer Wert
Object Name Analog Value 2 writable Analog Value 3 internal
Description Analog Value many proj Analog Value for interne
Present Value 60.00 12.00

In the dialog, all properties that BACeye intends to write are shown with the old and new value. If the
PresentValue of an object that can be commanded is written, the old value is the active value and the new
value is the entered value that should be written with the currently selected "Write Priority". The new value is
ZERO if the value with the selected priority should be deleted.

?S&nden

Alter Wert® Neuer Wert
Prezent Value 5870 MULL

At this point and via the checkboxes to the right, it is possible for the user to deselect individual properties and
not yet write them. If properties are deselected, the changes made are not lost; they remain available for a

further write process.
Pressing the <Send> button in the dialog finally starts the send process. The values are written successively.

Successful send process
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If the send process was fully successful, every sent property is then identified by a green tick. After the dialog
is closed, BACeye again reads in all values of the object affected by the changes so that the detail view has the

current status of the values.

Alter Wert® Neuer Wert

Praperty
of Object Name Analog Value 2 writable Analog Value 3 internal
of Description Analog Value many proj Analog Value for internz
of  Present Value 60.00 12.00

Unsuccessful send process
If the send process for a property is not successful, BACeye identifies this property with a red cross. A tool tip

with the symbol provides the reason for the error.

Property Alter Wert™ MNeuer Wert
x Object Name Analog Value 1 Analog Value 1 internal
Desrrintinn nalog Value Analog Value for interne
BACnetERROR-Error-WriteAccessDenied-Property |5 o 70,00

It is possible to also use the <Log> button to find out the reason why the send process was not successful. The
transmission log can be called with the <Log> button to obtain further information on the problem which has

occurred.
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. BACeye-log
- e

BAChetErmorReply

BAChetErmor in ProcWritePropertyComplete:
Status:  BACnetERROR
ErrorClass: Property
ErrorCode: WriteAccessDenied

BAChetErmorReply

BAChetErmor in ProcWritePropertyComplete:
Status:  BACnetERROR
ErrorClass: Property
ErrorCode: WriteAccessDenied

Object Name: Error in "BACnetObject.ReceiveWritePropertyAnswer - ObjectMName’:

Description: Error in 'BACnetObject.ReceiveWritePropertyAnswer - Description’:

E———

—

If the send operation of a property was not successful, this has no direct influence on the send operation of

other properties if values are not written by means of "Write Property Multiple".

Sending with "Write Property Multiple"

Whether “Write Property Multiple” is used depends on whether the device supports this BACnet service and

whether its use is configured in the communication settings of BACeye under "Activate WritePropetyMultiple".

When writing with "Write Property Multiple", all values being sent are transferred to a device via a write

command. The write command is aborted if an error occurs and BACeye marks the affected property with the

error. The values of all other properties remain unwritten.

(soten | eine

Senden

Folgende Properties sind fir das Senden vorgesehen:

Property
Object Name
Description
QOut Of Service
Present Value

TYYY

T T Y

Alter Wert*

Analog Value 3 internal
Analog Value for internz
True

5870

Fooo

0.00
| BACnetERROR-Error-ValueQutOfRange-Property

Neuer Wert
Analog Value 3 internal
Analog Value for internz
True
200,00
20,00

10.00

Depending on the error, its cause can now be remedied e.g. by correcting the value. If this is not possible but

if the values of the remaining properties should be written, the affected property must be deselected for the

next send.
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S i ] — T —||| i
Senden
1 Felgende Properties sind fir das Senden vorgesehen:
Property Alter Wert* Neuer Wert
| M [PresentValue ________________[5870
High Limit 80.00 80.00
Low Limit 20.00 10.00

Configuring send properties

With the default setting, the "Send" dialog in which the previously changed properties can be checked and
deselected appears during each send operation.

——

i - MBS GmbH - Standard Project

[——
iAns.ich‘tI Diagnose  Hilfe

q Senden b | + Senden mit Dialog und Bestatigung

b - Senden ohne Bestatigung
107 Objed

Dialog nach Senden schlieBen
ame -

You can change this by selecting other send properties in the "View" menu.

e Send with interactive window and confirmation: This is the default mode. The interactive send window
opens before sending. In the interactive window the values can be checked again before selecting send. After
sending, the interactive window remains open displaying the send results.

e Send without confirmation: The interactive send window opens and sends all changes without
reconfirmation. After sending, the interactive window remains open.

¢ Interactive window closes after sending: The interactive window is opened, sends the values and is then
closed automatically when all send operations were successful. If errors occurred during sending, the
interactive window remains open.

Send with hotkey

Changed values can also be sent using the hotkey combination ALT+S This can save a great deal of time
depending on the configuration of the interactive send window. This mode is particularly practical in
combination with "Close window after sending".

COMMAND

The <Command> button can be used to call up the "Command" function in the detail window for objects that
can be commanded. The function opens a dialog that enables the object's PriorityArray to be edited
conveniently.
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It must be remembered that current value changes in the detail window are lost when the dialog is opened.
Notification of this situation is then issued by way of a corresponding check question.

The current value of the PresentValue is displayed at the top in the "Command" dialog. Underneath there is a
list containing 16 entries for the PriorityArray. Since the priority 6 must not be used for write commands, its
line is deactivated. The current value of the RelinquishDefault is displayed under the list, and can also be edited
via a separate input field. On the bottom edge of the dialog there are control elements for manual or automatic
updating of the displayed values, of the type also familiar from detail views.

:‘ Kommandieren - E@u
| Present Value £6.50 ®
Prio Alter Wert™ Neuer Wert
1 NULL
2 NULL
3 NULL
4 NULL l
5 NULL
& NULL @ |
7 56,50 X I
B 12,00 3] I
9 NULL I
10 NUL
11 NULL
12 NULL |
13 NULL |
14 NULL
15 NULL
16 58.70 X |
Relinquish Default ~ 50.00 50,00 |
Iz | - Stand vom: 15122015 115850 @ [] Autom. sknuslisieren alle (sekf 35

Entering values

Values can be entered in the "New value" column. The entry appears as soon as the pencil button ] is pressed
or the desired line is clicked on twice. The entry depends on the type of PresentValue, but matches the entry
for changing the RelinquishDefault. If the entry is an edit box, a value is accepted as soon as the edit box loses
the entry focus. If selection with a combo-box is selected, a value is accepted as soon as a selection is made. If
a value is entered via a dialog, it is accepted as soon as the entry there is confirmed with <OK> . As soon as a
new value has been entered, a marked checkbox appears on the left in the line. This offers the possibility of
subsequently excluding the value from being sent.
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_+ Kommandieren =S
| Present Value £6.50 ®
Prio  Alter Wert® Neuer Wert
1 NULL
2 NULL
3 NULL
4 NULL I
5 NULL
6 NULL @
7 86.50 (%) NULL
D e B | '
3 NULL I
10 NULL
11 NuLL 13.00 I
12 N |
13 NULL
14 NULL
15 NULL
16 5870 () 200.00 |
Relinquish Default ~ 50.00 60,00
| Log | - Stand vom:  15.12.2015 15:09:35 @ W e i e Y

T

Zeroing values

The "Zero" buttons X enable entries in the PriorityArray that have a value to be reset to ZERO. For this function,
the button at top right next to "Present Value" sets all corresponding entries to ZERO. Entries edited in this way
are also marked for sending.

Sending values

As soon as new values have been set, they can be written via the <Send> button. The values are then written
successively ("Write Property Multiple" is not used) and the entries are marked according to the success or
failure of the writing. This also applies to the RelinquishDefault.

In the same way as with the Send dialog, in the event of an error a tool tip for the symbol provides the reason
for the error, and the Send log can be called up along with additional details with the <Log> button.

After sending, the dialog is updated so that "Present Value", the "Old Value" column and "Relinquish Default"
are up to date in line with the success of the writing operation. Priorities that could not be written or that were
deselected can be written with the same value or a changed value by selecting (again). Whether or not they
have already been sent, all other entries can be edited again as described.
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Alter Wert™ Neuer Wert
NULL

NULL
NULL
NULL
NULL
NULL
NULL NULL
13.00 13.00
NULL
NULL

11 UL

12 UL

13 NUL

14 NULL

15 NULL

SRS SN SESES NSRS ESESESESESES NS

X1 5870 200.00

60,00

MBS GmbH | RémerstraRe 15 | 47809 Krefeld | Tel. +49 21 51 72 94-0 | info@mbs-software.de BACeye — MANUAL 27


mailto:info@mbs-software.de

8. BACKUP & RESTORE

The BACnet Backup&Restore procedure serves for backing up the data in one of the devices or loading an
existing data backup into a device. BACeye can serve as a backup and restore client on BACnet devices. The
procedure is defined in the BACnet standard. The content of the backup is, however, the sole responsibility of
the device manufacturer. The precise scope of the restore is also the responsibility of the device manufacturer.
BACeye simply relays the data, however cannot interpret or modify it.

CREATE BACKUP

The backup dialog is called up via the menu point <Data transfer><Backup> .

The dialog contains a list of the currently registered devices. Entries from devices whose registration has not
yet been completed remain deactivated (greyed out) until this process is completed. Then, only the devices are
displayed that support the BAnet service ReinitializeDevice. The instance number, the name and the
description of the devices is given.

;ssssgggga:gggggegl

OO0 OO0OOOOo0ESEoOoeOOoOn

Devices

The list of registered devices offers the possibility of using the checkbox on the left to mark the devices of
which a backup should be created. As soon as a device is marked, the <Backup> button is active. If a password
is required for a device in order to create a backup, this must be entered first in the marked line in the
"password" column. If a backup or a restore has already been performed with a password, this password is
maintained. The password is then remembered for as long as the device is registered in BACeye.

The device selection can be sorted by clicking on the respective column heading.

Search
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When text is entered in the <Search> field, a full text search is performed. The search relates to the instance
no., device name and description columns. Individual search terms are entered separated by spaces. If several
terms are entered, the lines are shown to which ALL search terms apply.

Filter
The <Filter> button can be used to show a line with control elements that allow column-by-column filtering via
the result list.

The filter remains active until the line is hidden again by pressing the button once more.

Create backup
The backup process for the selected devices can be started with the <Backup> button.

First it is necessary to select, via a file selection dialog, the location and under what name the backup file is to
be created. Initially, the current date and the current system time are used to suggest as the destination a file
in the format "BACeye_Backup_yyyy MM_dd_HH-mm.bak" in the project folder. If a different folder is
selected, this is maintained during the next backup. If a file is selected that already exists, overwriting of this
file must still be confirmed.

—
1 Bitte geben Sie den Namen der Sicherungsarchivdatei ein
@_@vu + OTH + Eigene Dokumente » BACeye  Standard Project » + [ #2 ][ Standard Project durchsuchen 9 |

|| Organisieren »  Neuer Ordner = @

i [&=] Bilder *  MName - Anderungsdatu *

i | Doki t

crumente 1}l Device 85 18122014 12:57
o Musik L
} ) 1 Notes 16122015 11:04
| Subversion
 ve | BACeye_Backup_2014_12 15 10-49.hak 18.12.2014 10:5(

| aees || BACeye_Backup_2014_12_18 12-24.bak 18122014 12:3¢

i [ BACeye_Backup_2014_12 18 12-48.bak 18122014 12:51

I 18 Computer

& o5t ] BACeye_Backup_2014_12 18 12-55.bak 18122014 12:5€
i ; ] BACeye_Backup_2014_12_19_09-51 bak 19.12.2014 09:5%
c Projekte (D:) i
| BACeye_Backup_2014 1219 12-42.hak 19122014 12:43
n RACeve Rackun 201510 13 11-14.hak 131020151157 II
€l Netzwerk - ) [ | v
i ISR .« 2k 2016 01 05 14-29,bak] -
Dateityp: | Backup Dateien(* bak) -
(' Ordner ausblenden

The backup is started after the destination file is selected. The operation's progress is indicated by three
progress bars. The top one shows the overall progress across all selected devices, the middle one shows the
progress for each device and the bottom one shows the progress for each file of the current backup. The
operation can be cancelled with the <Cancel> button.

4= 4 UBR-0L dev 04 Deseripban |
0 % DOCE20.20 DoCan |
o DOC4000_#92 BALnet Deviee Sicherung wird durchgefiher. ssasans
n a7 DOC2000_292 BACnet Device
] DDCA000_#92 BACnet Device FrerTe
4] .
4] .
L}
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The status of the backup of the respective device and its result is shown in the Status column. In addition,
information about errors and about completion of the operation is shown in the text field below the progress

display.
.: 4} 4 URRL chev 04 Descrpbion

(] £ DDC420.20 opCa
n E] DOCAN00 =52 BACnet Device Sicherung erfolgreich reane i
] ) DGO =02 BACnet Device
# el DOCA000_#52 BACnes Device Procéy NetEAROMErT sensen
(4] 92 DOC4000_#82 BACnet Device —
4} 55 DOCA000_ 152 BALnet Device
B 13987 uaw UGW-C Client/Server

After the backup has been completed, the backup file contains all successfully completed backups.
Unsuccessful backups can be repeated by pressing the <Create backup> button again. There is no new check
of the destination file here. Instead, if a repetition is successful, the backups are added to the existing backup
file. The same applies if other devices are marked after a backup has been created. However, existing backups
are not replaced by renewed marking of the corresponding devices.

L= 4 UBR-OY dew 04 Description
(] % 00042080 0OCaz0
4] 8 DOCAOND #D2 BACret Device Sicharung erfolgreich T
(a] L] DOCA000_#32 BACret Deviee —
4} ® DOCA000_ =02 BACHet Device: Sicherung erfalgreich [—
] 82 DOCA000_#32 BACnet Device
4} 35 D400 552 BAChet Device
(4] 13067 uaw UGW-C Clent/Server

Sacip e

Backup file

The backup file created allows the backups that it contains to be imported back into the associated devices via
BACeye itself. BACnet backup does not have a general exchange format allowing general exchange of the
backup files between different clients.

The backup file is a zip archive. The archive contains one directory for each device backed up. The directory for
each device contains for each file object of a device a file with the downloaded data and an additional file in
XML format that describes the content and scope of the backup.

PERFORM RESTORE

The function for reading back in backups that had previously been created with BACeye is called up via the
menu point <Data transfer><Restore> .

The backup file containing one or more backups that is/are to be restored is polled here first via the file
selection dialog.
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The dialog that then appears is the same as the one for performing the backup. However, this one lists only
devices whose backups are in the selected file and were previously identified by a network scan. The instance
number of the device, on the basis of which a backup can be assigned, is definitive here.

Devices

The list of devices offers the possibility of using the checkbox on the left to mark the devices for which a restore
should be performed. As soon as a device is marked, the <Restore> button is active. If a password is required
for a device in order for the restore to be performed, this must be entered first in the marked line in the
"password" column. If a backup or a restore has already been performed with a password, this password is
maintained. The password is then remembered for as long as the device is registered in BACeye.

Restore
The Restore process for the selected devices is started with the <Restore> button.

The operation's progress is indicated by three progress bars. The top one shows the overall progress across all
selected devices, the middle one shows the progress for each device and the bottom one shows the progress
for each file of the backup being read in. The operation can be cancelled with the <Cancel> button.
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The status of the restoration of the respective device and its result is shown in the Status column. In addition,
information about errors and about completion of the operation is shown in the text field below the progress
display.

The restore can be repeated with the same device or a different one.
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9. PROPERTIES

The properties of BACeye can be selected on the "Properties" tab next to the navigation window. The

Properties tab provides access to all BACeye settings.

_+” BACeye. Professional device control 2.0.0.34 - MBS GmbH - Standard Project I

Datei Bearbeiten Datentransfer Fenster Ansicht Diagnose Hilfe

TN
\

MNetzwerkadapter

[{10.250.1[”:7) LAN-Verbindung (Intel(R) 82577LM Gigabit Network Connection] +

Netznummer

uazRopN

UDP Port

1
47808

~ Foreign Device
Foreign Device

uayeyzsuabiy

BEMD Adresse
FD Port

FD Time-to-live

h
Netzwerkscan von
Netzwerkscan Timeout

Starte Netzwerkscan bei
Programmstart

K

Nachkommastellen
ReadPropertyMultiple
aktivieren
WritePropertyMultiple
aktiviersn

Statische Gerate-Adressen-
Zuordnung verwenden

COV verwenden
Polling-Intervall Watchlist
(sec)

Polling-Intervall Zoom
(sec)

Prioritét WriteProperty

Device-Id in Recipientlist
verwenden

Max. Anzahl Eintrage
Event-Notifications

Max. Anzahl Eintrage
Historie

[«

0O

| [ Statische Geréte-Adressen-Zuordnung

[ ManualOperator (8)

|

20000

1000

BACeye - Device Objekt

Autom. Aktualisierung

["] Autom. aktualisieren alle (sek): 30

Bereit.

NETWORK SETTINGS

In the network settings area, BACeye offers the possibility of selecting a certain network card from the list of

available network adapters, In combination with the network card, network numbers for the BACnet network

as well as the UDP port for BACnet communication are specified

When BACnet communication is started, BACeye indicates whether the combination of network adapter + UDP

port is already linked elsewhere (e.g. MBS BACnet OPC server). In this case it is necessary to terminate the

second BACstack or select a different network adapter + port combination.
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Netzwerkeinstellungen
Netzwerkadapter

{10.250.10.67} LAN-Verbindung (Intel(R) 82577LM Gigabit Network Connection]

MNetznummer 1

UDP Port 47808

FOREIGN DEVICE

BACeye can be configured as FD in a BACnet network in the "Foreign Device" section. The configuration can
be activated or deactivated in the "Foreign Device" checkbox.

Foreign Device
Foreign Device o]

BEMD Adresse
FD Port

FD Time-to-live

For configuration give the address of the BBMD in the network as well as the FD port and time at which the
FD is to be unregistered.

NETWORK SCAN

The "Network scan" section allows you to define which range BACeye should scan. The range comprises the
valid BACnet address range.

Metzwerkscan
Netzwerkscan von * bis *

Netzwerkscan Timeout 3

Starte Netzwerkscan bei [
Programmstart

Both ranges can be expanded to the maximum range with a wild card "*". When entry of a range is required,
BACeye outputs appropriate WHO_IS queries. BACeye uses a multiple stage process to reach the maximum
number of subscribers possible. After polling the entire range, BACeye waits a certain time and then polls
specifically the ranges between the devices which have replied. This process is repeated a number of times.

Start network scan on program start

BACnet communication is not accomplished initially when BACeye is started. BACnet communication starts
only when the network scan is actuated by the user. This was implemented to prevent unintentional disruptions
in slow networks - this operation can be overridden with the checkbox. When the checkbox is checked, BACeye
starts BACnet communication automatically after starting and actuates a BACnet scan of the set range.

COMMUNICATION SETTINGS

Basic settings for BACeye can be made in the communication settings.
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Significant digits
This defines the number of significant digits with which BACeye is to operate. The default setting is two. All

analogue values are represented in this form.

Activating ReadPropertyMultiple (RPM)

If the "Activate RPM" checkbox is marked, BACeye polls devices using RPM to the extent supported by the
devices. This checkbox can be deactivated, if use RPM is not desired for analysis purposes. BACeye then polls
the properties of all devices individually. BACeye also has a fallback process. If a device generally supports RPM
and a call fails (e.g. data quantity too large), BACeye falls back to reading the individual properties for this
device.

Activate WritePropertyMultiple (WPM)
If the "Activate WPM" checkbox is marked, BACeye always tries to send values using WPM. If WPM fails, the
values are written individually. This relates to the Send function of the detail views of BACnet objects.

Static device address binding
The static device address binding can be activated here. Details are given in the Chapter "Static Device Address
Binding"

Using COV

BACeye offers a number of possibilities for monitoring changes in the values of properties. Individual properties
can be monitored with the zoom window (see Chapter "Zoom Window") or complete objects can be monitored
in the watch list (See Chapter "Watch List") If supported, BACeye uses COV or COV-P for monitoring properties.
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If COV is not supported the values are polled by BACeye. The COV checkbox allows the user to set whether
BACeye should attempt to receive value changes via COV or generally use the polling procedure.

Polling interval for watchlist
Here it is possible to set the interval values for polling when objects are added to the watchlist.

Polling interval for zoom window

Here it is possible to set the interval values for polling when they are observed in a zoom window. If the
property to be observed is already on the watchlist, the watchlist interval is effective. The property is not polled
multiply.

WriteProperty priority
Setting for standard BACeye priority for writing the PresentValue property for commandable objects. The
default value is "8 - ManualOperator”.

Using device ID in recipient list
BACeye usually enters itself in the recipient list for objects using the network number + BACnet MAC address.
If this checkbox is activated, BACeye enters itself in the recipient list with the DevicelD instead.

Max. number of event notifications
If BACeye is entered in the recipient list, event notifications are collected and buffered. This entry indicates the
maximum number of notifications to be buffered before older events are deleted from the memory.

Max. number of history entries
The value determines the maximum number of entries in the history of an object registered in the monitoring
list. The oldest entries are deleted when this number is reached.

Automatic updating
If automatic updating is activated, the detail views of BACnet objects are initialised and updated when called
up with a corresponding update interval.

STATIC DEVICE ADDRESS BINDING

Normally, BACeye finds BACnet devices using so-called "dynamic device address binding". This means BACeye
sends a "Who Is" telegram as broadcast and devices reply with an "l Am" telegram. These replies allow BACeye
to recognise the devices present in the network and the addresses under which the devices can be reached.
However there are some situations, where this mechanism is not sufficient. Some devices, particularly MS/TP
slaves, do not support "I Am". Moreover transfer of broadcast telegrams can be disrupted. This happens
particularly when BBMD devices are not completely installed in a BACnet IP network with different IP
subnetworks. As an option, BACeye also supports so-called "static device address binding" to successfully
communicate with devices even in such special situations. In this case the devices are made identifiable for
BACeye by means of manual configuration with their addresses. For further BACeye functions, the devices
entered using static device address binding behave in exactly the same manner as devices which have been
found automatically by means of dynamic device address binding. Configuration for static device address
binding is done using the "static device address binding" dialog, which can be called under the "Properties"
tab.
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= - —~=
»” BACeye - Statische Gerite-Adressen-Zuordnung
- -

(= [ ]

Statische Gerate-Adressen-Zuordnung

Inst.-Nr. Netznummer  MAC IP-Adresse Kommentar

& :
— = ——— —— —

Entries can be added or removed with the "+" and "-" buttons. Present entries can be edited by double-clicking

on the line in question. After completing entries, they can be activated individually in the list. All activated

entries become effective at the moment they are activated in the "Static device address binding" checkbox on

the Settings tab. This means that it is not necessary to delete entries when not required temporarily; they can

simply be deactivated.

Statische Gerdte-Adressen-Zuordnung

Statische Gerate-Adressen-Zuordnung

Inst.-Nr. 4711
MNetznummer 2

MAC 10250dac

IP-Adresse | 16.37.13.172

Kommentar Device XYZ

| QK | [ Abbrechen l

BACEYE DEVICE OBJECT

The interactive "BACeye device object" window allows the settings to be edited for the device object with

which BACeye identifies itself to other subscribers.

__01 BACeye - Properties 1 I t Elm
BACeye - Device Object
Object Identifier Device 0 Max APDU Length 1476
Object Name BACeye Segm. Supported 0 => both @
Object Type Device Max Segm. Accepted 16
Description BACeye MBS GmbH APDU Segm. Timeout 20000
Profile Name APDU Timeout 30000
I Location Num. Of APDU Retries 5 |
Window Size 8
2 | [ abbrechen
———————
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The most important settings for the device object can be made in the interactive window:
e Object Identifier: Instance number of own device object

e Object Name: Name of own device object

e Object Type: Type of own device object

e Description: Description of own device object

¢ Profile Name: Text field for setting profile name. This property is used to document that the device in
question is set according to a defined pattern. This setting does not have any particular relevance for BACeye.

e Location: Location is a text property serving to document the installation location of the device. Other
BACnet clients in the network can be informed where the BACeye device is located with the aid of this property.

e Max APDU Length: Maximum number of bytes, BACeye is to support in one telegram. Generally this is set
to the maximum supported by all connected BACnet networks. Usually values of 1476 are used when only
BACnet IP is used and 480 when the BACnet network also contains MS/TP devices.

e Segm. Supported: It is possible to set whether BACeye is to support segmented transfer.

e Max Segm. Accepted: The maximum number of segments is configured which BACeye is to support in the
event of segmented transfer. Values between 1 and 255 are permissible. It is rarely necessary to change the
default value of 16.

e APDU Segm. Timeout: Time BACeye is to wait for a segment before retrying. This value is expressed in
milliseconds. The default value of 2000 therefore corresponds to 2 seconds. It may be necessary to increase
this value if the BACnet network is very slow or contains overloaded subnetworks or very slow devices.

e Num. Of APDU Retries: Number of retries to be attempted by BACeye when the device does not reply to
the poll.

e Window Size: Number of segments to be received during segmented transfer before sending a
confirmation. Only in very rare cases is it necessary to change the default setting of 8.
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10. ALARMING

BACnet has mechanisms which can evaluate and recognise device alarm states automatically and transfer this
information on to clients accordingly in the form of event notifications. BACeye supports this BACnet feature
as client.

ENTRY IN RECIPIENT LISTS

NotificationClass objects serve to determine the clients to which a server sends an event notification. Each of
these NC objects has a property recipient list containing a list of target addresses and sending criteria. BACeye
receives event notifications only from those NC objects for which the BACeye address or a matching broadcast
address is projected in the Property recipient list. These recipient lists can be processed in BACeye or in the
completely normal manner with the edit and send functions of the NC objects detail window. However, there
are also special convenience features for which BACeye determines all NC objects in question and then enters
its own address selectively in a number of recipient lists that can be selected.

r M
_+” BACeye - Eintragen in NC-Recipientlisten. S

NotificationClass-Objekte

Suche:

Filter
Ok Dev.Inst-Ne Inst-No. Name Rec. Description Dev. Name Dev. Description

] 97336 2 Notification Class [C] Notification Class Dummyserver for TD Sample for Conformanc *
= 97336 1 Notification Class [C] Notification Class Dummyserver for TD Sample for Conformanc

] 100 4 NOTIFA [[] Value Fault Class SI-M G4 SI-K Client/Server

] 100 3 NOTIF3 = Warning Notification Class  SI-M G4 SI-K Client/Server

= 100 2 NOTIF2 [} Alarm Notification Class SI-M G4 SI-K Client/Server

] 100 1 NOTIFL [} Default Notification Class  SI-M G4 SI-K Client/Server

) 1048576 1 NOTIF1 ] UGW-Test 4xModbus+BACnet+Simul: |z
=] 2015 4 2000.NC 4 [T neues Notification Class OF UGW-ACI UGW-C Client/Server

[ 2015 3 2000.NC 3 [ neues Notification Class OF UGW-ACT UGW-C Client/Server

] 2015 2 2000.NC 2 ["] neues Notification Class OF UGW-ACT UGW-C Client/Server

] 2015 1 2000.NC1 ["] neues Notification Class Ok UGW-ACT UGW-C Client/Server

= 94 3317195 /92/000/00/00/5Y ] BACnetMeldeziel DDC4000_#92 BACnet Device

= 94 3317638 /92/000/00/00/5y [C]  BACnetMeldeziel DDC4000_#82 BACnet Device —
) 84 4037349 /92/000/00/00/5% ] BACnetMeldeziel DDC4000_#92  BACnet Device

) 94 4037358 /92/000/00/00/5Y [C]  BACnetMeldeziel DDC4000_#92  BACnet Device

= 94 4037389 /82/000/00/00/5% [C] BACnetMeldeziel DDC4000_%92 BACnet Device

= 94 4037398 782/000/00/00/5% ] BACnetMeldeziel DDC4000_#92 BACnet Device

= 94 4037407 /92/000/00/00/8% ] BACnetMeldeziel DDC4000_#92 BACnet Device

[ 94 4037416 /92/000/00/00/SY ] _BACnetMeldeziel DDC4000 #32 BACnet Device -

= =

[ atle = = e | [ |
[Zieladresse: @ eigene () fremde J
|,7‘ Daten geiaden: 01.01.0001 00-00-00

The dialog for this convenience feature is started with the menu point <Edit><Enter BACeye in Recipient Lists>.
When the dialog is opened, BACeye first reads all NC objects out of all devices identified in a network scan and
then displays the objects in a list. Readout can require some time. As long as the operation is ongoing, its
progress is shown by two progress bars below the list. The top one shows the overall progress across all known
devices, the bottom one shows the progress for each device. The list is filled successively. As soon as a NC
object is displayed, this can be edited without having to wait for the end of the entire scanning operation.

NotificationClass object selection

The list of identified NC objects enables the objects in whose recipient list an entry should be made or removed
to be marked on the left with the checkbox. If several objects are selected simultaneously, the marking of one
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of the objects is applied to the others. The <All> checkbox allows all objects to be marked or all markings to be
cancelled.

The device selection can be sorted by clicking on the respective column heading. When sorting based on the
instance number of the devices ("Dev. Inst. No."), grouping on the basis of devices is achieved by changing the
background colour accordingly.

The list contains the following fields:

e Ok : After entry or removal, indicates whether the operation in relation to the object was successful (¥)
or not (X).

e Dev. Inst.-No. : Instance number of a device

e Inst.-No. : Instance number of the NC object

e Name : Name of the NC object

e Rec : Identifies whether (ticked) or not there is an entry in the recipient list. This refers either to BACeye's
own address or an external address defined under target address.

e Description : Description of the NC object

e Dev. Name : Name of the device

e Dev. Description : Description of the device

When the dialog is opened again, all NC objects for which entries had previously been made via the same
function are initially listed as deactivated. As soon as these NC objects are detected again, they are listed
normally. Otherwise they remain greyed out. The information about entries which have been made is not
continued beyond the running of BACeye and is no longer available after a restart.

=
_+” BACeye - Eintragen in NC-Recipientlisten, . [E=R =
NotificationClass-Objekte
Suche:
o
Ok Dev.Inst-Ne¢ Inst-No. Name Rec. Description Dev. Name Dev. Description
M0 97536 2 Notification Class [#] Notification Class Dummyserver for TD Sample for Conformanc
I
! [ 97536 1 Motification Class (4] Notification Class Dummyserver for TD Sample for Conformanc D
| 1048578 1 NOTIF1 UGW-Test 4xModbus+BACnet+Simuli
| =] 100 4 NOTIF4 Value Fault Class SI-M G4 SI-K Client/Server
| ] 100 3 NOTIF3 [C] Warning Notification Class SI-M G4 SI-K Client/Server
1 100 2 NOTIF2 [Z] Alarm Notification Class  SI-M G4 SI-K Client/Server
I [ 100 1 NOTIF1 Default Notification Class  SI-M G4 SI-K Cli ver -
[= =
1| Caie — — ) Eintragen.. || Entfernen.. |
[ﬁelaimssz @ eigene () fremde ]
|Lo0 | Daten geladen: 27.01.2016 115117 SchlieBen
_—
Search

When text is entered in the <Search> field, a full text search is performed. The search refers to all columns.
Individual search terms are entered separated by spaces. If several terms are entered, the lines are shown to
which ALL search terms apply.

Filter
The <Filter> button can be used to show a line with control elements that allow column-by-column filtering via
the result list.

The filter remains active until the line is hidden again by pressing the button once more.
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Updating
The list of NC objects can be updated with the Refresh button &. This updates the existing list entries and/or
adds newly identified NC objects. The "data loaded" time stamp is updated accordingly.

Target address

The dialog offers the option of BACeye entering an external address in the recipients list instead of its own
address. If <external> is selected in the target address group, the range is extended and the address data that
appears is used.

Zieladresse: [ eigene ©@ifremds

Recercecreen A

Typ Inst.-Nr.

RecipientDevice || 0 | Bearbeiten

The <Edit> button can then be used to change this address in a separate dialog. It is possible to select whether
the instance number of a device or its BACnet MAC / IP address including the network number is used as the

address.
_+” BACeye - BACnetDestination | »" BACeye - BACnetDestination [
Empfinger Empfinger
Typ [ [0, RecipientDevice] - | Typ |[L RecipientAddress] v |
Inst-Mr. 97333 | Metznummer 0

MacOrlpAddress 0AFADA43BACO

oK ] [Abbrechen l [ oK ] EAbbrecheni I

The recipient identifier in the NC object list is updated according to which target address is specified, depending
on the recipient lists in which the address is or is not entered.

<own> is selected as the standard target address. Whether BACeye in this case identifies itself via its device ID
(instance number specified in the communication settings in the BACeye device object) or the IP address is
specified in the communication settings via the "Use device ID in recipient list" switch. This identifier is not set
as standard.

Enter

The <Enter ...> button is active as soon as a NC object is marked for which the recipient identifier is not set, i.e.
the target address has not been entered.
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[ & BACeye - Eintragen in NC-Recipientiisten. I [E=R =R
NotificationClass-Objekte
Suche:
Fiher
Ok Dev. Inst-N¢ Inst-No. Name Rec. Des.:nptiun Dev. Name Dev. Des:ripliun
B (o wwos |eonouoonus| B [cebiededs [bciooo 32 |macreibevee B
|| /52700700705 W [6ACoetttens [D0CO0 32|t Devee |
2 T I e B Y e T —
E [3s s |/sanouoooysy W [eacretosens [oocaoon a3z |sacnerDevee |
1 S 7 e e e
1742536 /92/000/00/00/5Y BACnetMeldeziel DDCA000_#92  BACnet Device =
8010 1 8010.NC1 UG Notification Class Objec PFS_OFFICE_UGW PFS_OFFICE_UGW_IP Seite
70 1 NC-1 Alarmklasse-1 Device-70 Energy//Saver
240766 1 NC-1 NC-1 Device-240766  Energy//Saver
86 1] /7000/00/00/5Y_h Ausgabedefinitionen DDC420_#0 DDC420
98 328532 192y 'SY BAC: i DDCA000_#92 BACnet Device
98 1742536 192y 'SY BAC: DDCA000_#92 BACnet Device
98 3317195 /92/000/00/00/SY BACnetMeldeziel DDC4000_#92 BACnet Device
98 3317638 /92/000/00/00/SY BACH DDC4000_#92 BACnet Device h
[T Alle Eintragen ... ] | Entfernen |

[Zielaimssz @ eigene () fremde

—_

Daten geladen: 27.01.2016 12.55.02 @

If the <Enter...> button is pressed, this starts entry of the target address for all marked objects for which the

recipient identifier is not set. The progress of the operation is indicated by a green progress bar in the button.

As soon as an entry has been made for a NC object, the recipient identifier is set for this in the list and success

is indicated by a green tick (¥).

—
+ BACeye-EintageninNC-Recipientlisten. % #e e . « % o S e el . o (o =1
NotificationClass-Objekte
Suche:
Finer
Ok Dev.Inst-Ne Inst-No.  Name Rec Description Dev. Name Dev. Description
4017407 /92/000/00/00/S%| Ed JBACnetMeldeziel DDCA000_292 =
4037416 /92/000/00/00/SY BACnetMeldeziel DDC4000_#92  BACnet Device !
4037425 /92/000/00/00/SY BACnetMeldeziel DDC4000_#92  BACnet Device |
328532 /92/000/00/00/S¥ BACnetMeldeziel DDC4000.#92  BACnet Device
1742536 /92/000/00/00/SY BACnetheldeziel DDC4000#92  BACnet Device I
1 NC-1 Alarmidasse-1 Device-70 Energy//Saver
1 NC-1 NC-1 Device-240766  Energy//Saver [
0 SY_h Ausgab DDC420_20 DDC420 =
328532 /92/000/00/00/S¥ BACnetMeldeziel DDC4000_#92  BACnet Device
1742536 /92/000/00/00/SY BACnetMeldeziel DDC4000.#32  BACnet Device
3317195 /92/000/00/00/SY BACnetMeldeziel DDC4000.#92  BACnet Device I
3317638 /92/000/00/00/SY BACnetheldeziel DDC4000#92  BACnet Device
92 328532/ Y BAC i DDC4000_#92  BACnet Device
92 1742536/ Y BAC DDC4000#92  BACnet Device
92 3317195/ Y BAC DDC4000#92  BACnet Device
92 3317638/ BAG DDC4000_#92  BACnet Device -
] Alle H__ NE \
[Zie\airesse: @ eigene ) fremde J
Daten geladen: 27.01.2016 11:53:49 @

If an error occurs, the progress bar turns red until the next step and the affected NC object is marked with a
red cross (X). The symbol has a tool tip that describes the error. The <Log> button can then be used to display
details of errors that have occurred.
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[ M
_+” BACeye - Eintragen in NC-Recipientlisten. I [E= =
NotificationClass-Objekte
Suche:
-
Ok Dev. Inst-Nc Inst.-No. Name Rec. Description Dev. Name Dev. Description
|} 100 4 NOTIF4 I Walue Fault Class SI-M G4 SI-K Client/Server -
|} 100 3 NOTIF3 ] Warning Notification Class SI-M G4 SI-K Client/Server E
TN 100 2 NOTIF2 [ Alarm Notification Class SI-M G4 SI-K Client/Server
|} 100 1 MNOTIF1 [F] Default Notification Class ~ SI-M G4 SI-K Client/Server
0 1048576 1 NOTIF1 O UGW-Test “4xModbus+BACnet+Simuk
| x 97536 2 Notification Class [Z] Notification Class Dummyserver for TD Sample for Conformanc
- = -
[ ProcWritePropertyComplete:BACnetERROR-Error-Timeout-Services | Dummyserver for TD Sample for Conformanc
Il ion Class OF UGW-ACT UGW-C Client/Server
Il 2015 g 2000.NC 3 D neues Notification Class OF UGW-ACI UGW-C Client/Server
=1 an1c = ananne o fom Cloco OB LISIAL ACT LI A Pt -
] Alle | . || Entferne |
[Zie\adresse: © eigene () fremde J
Daten geladen: 27.01.2016 12:49:33
=

The marking of the NC objects remains after the entry is made (whether successful or not), so that further
functions (enter or remove) can be performed on it.

Remove

The <Remove...> button is active as soon as a NC object is marked for which the recipient identifier is set and
the target address is therefore entered.

— B
_* BACeye - Eintragen in NC-Recipientlisten. I { =8 lg
NotificationClass-Objekte
Suche:
-
Ok Dev. Inst-N¢ Inst-No. Name Rec. Description Dev. Name Dev. Description
a4 4037398 /82/000/00/00/5% [¥] BACnetMeldeziel DDC4000_#92 BACnet Device -
| 4037407 /92/000/00/00/Y [¥] BACnetMeldeziel DDC4000_#92 BACnet Device
-_ 2037416 [/92/000/00/00/5%| Ed [BACnetMeldeziel DDCA000 #92  |BACnet Device
94 4027425 /92/000/00/00/SY [¥] BACnetMeldeziel DDC4000_#92 BACnet Device
94 328532 /92/000/00/00/SY BACnetMeldeziel DDC4000_#92 BACnet Device
) 84 1742536 /92/000/00/00/5Y ] BACnetMeldeziel DDC4000_#52 BACnet Device =
= 8010 1 8010.NC 1 [C] UG Notification Class Objec PFS_OFFICE_UGW PFS_OFFICE UGWLIP Seite
] 70 1 NC-1 O] Alarmklasse-1 Device-70 Energy//Saver
] 240766 1 NC-1 1 Nca Device-240766  Energy//Saver
= 86 0 /7000/00/00/5Y_h [ Au sgabedefinitionen DDC420_#0 DDC420
98 328532 /92/000/00/00/SY BACnetMeldeziel DDCA000_#32 BACnet Device
98 1742536 /92/000/00/00/SY BACnetMeldeziel DDCA000_#32 BACnet Device
98 3317195 /92/000/00/00/SY BACnetMeldeziel DDCA000_#92 BACnet Device
= 98 3317638 /92/000/00/00/sY ] BAC i DDC4000_#92 BACnet Device hd
[ Alle || entfemen.. |
[Zleladmsse: © eigene () fremde ]
[Loo | Daten geladen: 27.01.2016 1202:39 SchlieBen
=

If the <Remove...> button is pressed, this starts removal of the target address for all marked objects for which
the recipient identifier is set. The progress of the operation is indicated by a green progress bar in the button.
As soon as an entry for an NC object has been deleted, the recipient identifier is removed for this in the list and
success is indicated by a green tick (¥).
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|+ BACeye - Eintragen in NCRecipientlisten. | e & &

A" a5 ool » »

(=] ]

NotificationClass-Objekte
Suche:
ﬁltu

Ok Dev.Inst-Nc Inst-No.  Name Rec Description Dev. Name Dev. Desmpnnn
0 N o7 7 O e T (T -
@ « 4037416 /92/000/00/00/SY BACnetMeldeziel DDCA000_#32  BACnet Device
q(ga 4037425 /92/000/00/00/SY I BACnetMeldeziel DDCA000_#32  BACnet Device
o 94 328532 192/000/00/00/5% [ BACnetMeldezicl DDC4000_#32  BACnet Device I
of 94 1742536 /92/000/00/00/5Y [ BACnetMeldezicl DDC4000_#32  BACnet Device
0O 7 1 NC-1 [ Alarmklasse-1 Device-70 Energy//Saver
[[1 240766 1 NC-1 NC-1 Device-240766  Energy//Saver I
(| 36 0 //000/00/00/SY_M Ausgabedefinitionen DDC420_#0 DDC420 £
o 328532 /82/000/00/00/SY BACnetMeldeziel DDCA000_#32  BACnet Device
o 98 1742536 /92/000/00/00/SY BACnetMeldeziel DDC4000_#92  BACnet Device I
o 98 3317195 /92/000/00/00/5Y [ BACnetMeldezicl DDC4000_#32  BACnet Device
o 98 3317638 /92/000/00/00/5Y [ BACnetMeldezicl DDC4000_#32  BACnet Device
1 a2 328532 A ysv ] BAC i DDC4000.#32  BACnet Device
(W) 1742536 /9 /00/SY BAC DDC4000.#92  BACnet Device
(W) 3317195 /9 /00/SY BAC DDC4000.#92  BACnet Device
00 o 3317638 /9 /00/5Y BAC DDC4000_#92  BACnet Device <[
[ Alle || o | |
[ﬁe\adm @ eigene ( fremde J
‘j‘ ‘Daten geladen: 27.01 2016 11-5349 @

If an error occurs, the progress bar turns red until the next step and the affected NC object is marked with a

red cross (X). The symbol has a tool tip that describes the error. The <Log> button can then be used to display

details of errors that have occurred.

Log display

The <Log> button is active as soon as errors occur during the adding or removal of entries in the recipient lists.

It opens a window in which the errors that have occurred during the last operation are logged in detail.

.= BACeye - Log

—

| | —

e

Device! Inst.-No. 97536, Name "'Dummyserver for TD', Descr. 'TD Sample for Conformance Tests'

Object: Inst.-No. 2, Name "Notification Class 2 writable’, Descr. ‘Motification Class’
Error: 'ProcWrite PmpertyCompIele EAChetERROR- Errur Timeout-Services’

| Device: Inst.-Ma. 97536, Name 'Dummyserver for TD', Descr. 'TD Sample for Conformance Tests'

Object: Inst.-No. 1, Name "Notification Class 1', Descr 'Motification Class’
Error: 'ProcWritePropertyComplete:BACnetERROR-Error-Timeout-Services'

DISPLAY OF MESSAGES RECEIVED

As soon as BACeye is registered as a recipient for NotificationClass objects, it can receive notifications of these

in the form of event notifications. These event notifications are given a receipt time stamp and are kept in the

memory while BACeye is running until they are deleted either due to the limit on the number of entries or

deliberately by the user. The limit on the number of entries is defined in the communication settings of BACeye

by the value "Max. number of event notifications entries" and is preset to 20000 entries. When the maximum

number is reached, the respective oldest entry is then deleted each time a new message is received.

If BACeye is restarted, the detection commences as soon as the first network scan is performed. If this is done

automatically when BACeye starts up, the detection also starts directly.
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The menu <Window><Display Event Notifications> allows an interactive window to be opened containing the
list of all alarms and events received. If the window is already open, it can be moved to the foreground via the
menu point.

R N
_+ BACeye - Event-Notifications (=l
Event-Notifications
e
Filter
Empfangen Zeitstempel Device-ID Obj-Typ Inst-Nr N.Clas: Notify-Typ Event-Typ Von Status Nach Status  Prioritat Ack. Nachricht
[] 29042015 1347:53  (Wednesday,29-April-2015), 13493400 1048576 Bl 000 1 Event ChangeOfState  Normal OffNormal 13 [} -
[] 29042015 134753 (Wednesday,26-April-2015), 13493400 1048576 Bl 010 1 Event ChangeOfState  Normal OffNormal 13 B
[ 29042015 134753 (Wecnesday,20-April-2015) 13483400 1048576 Bl 020 1 Event ChangeOfState  Normal OffNormal 13 B
[ 20042015 1347:53  (Wednesday,20-April-2015),13:49:34.00 1048576 Bl 030 1 Event ChangeOfState  Normal OffNormal 13 ] =
[£] 29042015 1347:53  (Wednesday,29-April-2015), 13493400 1048576 Bl 040 1 Event ChangeOfState  Normal OffNormal 13 0
[E] 29042015 1347:53  (Wednesday,29-April-2015),13; 1048576 Bl 050 1 Event ChangeOfState  Normal OffNormal 13 B
[ 29042015 1347:53  (Wednesday,29-April-2015),13; 1048576 Bl 080 1 Event ChangeOfState  Normal OffNormal 13 B
[ 20042015 134753 (Wednesday,29-April-2015),13; 1048576 Bl 070 1 Event ChangeOfState  Normal OffNormal 13 B
[7] 29042015 134753 (Wechnesday 28-April-2015) 13; 1048576 Bl 1080 1 Event ChangeOfState  Normal OffNormal 13 B
[ 20042015 1347:53  (Wednesday,20-April-2015),13:49:34.00 1048576 Bl 1000 1 Event ChangeOfState  Normal OffNormal 13 ]
[[] 29042015 1347:54  (Wednesday,29-April-2015)13:47:5400 94 TLOG 234574 328532 Event BufferResdy  Normal Narmal 128 Trend Log - Daten bereit
[E] 29042015 1347:55  (Wednesday,29-April-2015),13; 94 TIOG 235438 328532 Event BufferReady  Normal Normal 128 Trend Log - Daten bereit
[ 29042015 1347:55  (Wednesday 29-April-2015)13:47:5400 95 TLOG ~ 184086¢ 328532 Event BufferReady  Normal Normal 128 Trend Log - Daten bereit
[] 29042015 134756 (Wecnesday,26-April-2015)13:47:57.00 93 TLOG 233258 328532 Event BufferRescy  Normal Normal 128 Trend Log - Daten bersit
[] 29042015 134758 (Wecnesday 28-April-2015)13:47:58.00 93 TLOG 235522 328532 Event BufferRescy  Normal Normal 128 Trend Log - Daten bersit
[C] 20042015 1347:58  (Wednesday,20-April-2015),134939.00 1048576 Bl 000 1 Event ChangeOfState  OfiNormal Narmal bE] )
[[] 29042015 1347:58  (Wednesday,29-April-2015),13:4939.00 1048576 Bl 010 1 Event ChangeOfstate  OfiNormal Narmal 13 O
[£] 29042015 1347:58  (Wednesday,29-April-2015),13:4939.00 1048576 Bl 020 1 Event ChangeOfState  OfiNormal Normal 13 B
[ 29042015 1347:58  (Wednesday,29-April-2015),13:49:38.00 1048576 Bl 030 1 Event ChangeOfState  OffNormal Normal 13 B
[] 20042015 134758 (Wednesday,28-April-2015),13:4339.00 1048576 Bl 040 1 Event ChangeOfstate  OffNormal Normal 13 B
[C] 29042015 1347:58  (Wednesday,29-April-2015),13:43:38.00 1048576 Bl 050 1 Event ChangeOfstate  OfiNormal Nermal 13 [
[C] 20042015 1347:58  (Wednesday,20-April-2015),134939.00 1048576 Bl 080 1 Event ChangeOfState  OfiNormal Narmal bE] )
[[] 29042015 134758 (Wednesday,23-April-2015),13:4939.00 1048576 Bl 070 1 Event ChangeOfstate  OffNormal Normal 3 B
[£] 29042015 1347:58  (Wednesday,29-April-2015),13:4939.00 1048576 Bl 1080 1 Event ChangeOfState  OffNormal Normal 13 B -
Al 0 ] v
[JAlle  [Merkierte Elemente aus der Liste entfernen| AR

Each line in the list represents an event notification and contains the following columns:

e Receive : Time stamp of the time at which BACeye received the event notification.
e Time stamp : Time stamp of the event notification.

e Device ID : ID of the device from which the notification originates.

e Obj. Type : Type of object that generated the notification.

e Inst. No : Instance number of the object that generated the notification.

e N. Class : ID of the notification class object that sent the notification.

e Notify Type : Type of notification (Alarm, Event or Acknowledge).

e Event Type : Type of event or alarm.

e From status : Original status of the object that generated the notification.

e To status : New status of the object that generated the notification.

e Priority : Priority of the notification.

o Ack. : "Acknowledge Required" identifies whether acknowledgement of the notification is necessary.

e Message : Text message containing the notification.

Sorting

Ascending or descending list sorting is possible by repeatedly clicking on a column head. Holding the SHIFT key
enables sorting over several columns. The arrangement of the columns can be changed by dragging the column
heads. This arrangement is part of the project backup.

Event notification details
Double-clicking on a line in the list opens a detail dialog for this event notification. Besides the list data, this
also contains the event values. These can be displayed via the EPICS editor.
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e ST )
Event-Notification: 29.01.2016 10:49:29

i Device-ID 97536 Zeitstempel  (Friday, 20-January-2016), 10:49:13.00
! Object Identifier 1/ 2 Von Status Highlimit Nach Status Normal
| Object Type  AnalogValue Prioritat 2 i
: Notification Class | Ack. required | | |
I Notify-Typ Event MNachricht TO_NORMAL |
i Event-Typ OutOfRange Event-Values  [5] 40.000000,(0,0,0,0),1.000000,80.000000 =
I - i
| |
I i

Search

When text is entered in the <Search> field, a full text search is performed. The search refers to all columns.
Individual search terms are entered separated by spaces. If several terms are entered, the lines are shown to
which ALL search terms apply.

Filter

The list can also be filtered according to column content. When the <Filter> symbol at the top right is clicked,
an additional line appears in which a filter criterion can be selected for each column in the list. Only lines
satisfying the filter criteria are displayed. Clicking the<Filter> symbol again causes the filter line to fold back up.
The filter is then no longer effective. However the criteria set are retained.

The search text and filter settings are part of the project backup and are therefore saved beyond the time for
which BACeye runs, so that they can be restored when it runs again.

Removing marked elements from the list

Marked messages can be deleted from the list in the BACeye memory with the button <Delete marked
elements from list>. In this case the event notifications are removed only from the list in the main BACeye
memory. There is no retroactive effect on the system whatsoever. Normally it is not necessary to delete these
entries; this feature serves only for removing messages which disturb an overview.

Updating

An optional feature allows the list to be updated dynamically. This option can be activated with the <Update>
checkbox. It may be expedient to switch off the update feature when, for example, the user wants to find or
review data already received. In such cases updating could be distracting if the events being reviewed are
changed. This setting does not affect collection of the received event notifications in the background.

Saving

The event notifications received can be saved for further processing externally or can be archived as files in
XML format. Saving is initiated with the <Save>. button A file selection window then allows the user to decide
where the data is saved. The set filter criteria apply to the saving. Search text and/or filter values are, if set,
part of the export.

CONFIRMATION OF MESSAGES

BACnet offers the option of managing confirmations for alarm and event notifications. BACeye can send such
confirmations. When the "AckRequired” flag is set for an event notification, a confirmation can be sent to the
device from the detail dialog with the<Confirm> button. Confirmation details are generated automatically by
BACeye.
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(Friday,29-January-2016),10:53:34.00

AnalogValue

2

Event TO_OFFNORMAL

[5] 100.000000,(1,0,0,0),1.000000,80.000000

The progress of the confirmation is indicated by a green progress bar in the deactivated <Confirm> button. If

an error occurs, this turns red and a message notifies the user of the error An unsuccessful confirmation can
be repeated.

(Friday,29-January-2016),10:53:34.00

AV

AnalogValue

2

Event

bestatigt
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11. Monitoring list and zoom

BACeye offers the possibility of displaying values of object properties in special views in real time.

In the monitoring list, it is possible to bring together objects of different devices in order to observe
important properties. These properties include the status flags and the present value. It is also possible to
display the history of the value updates.

The Zoom function enables the value of any desired properties to be specifically displayed in its own window
in a variable size.

ENTERING OBJECTS IN THE MONITORING LIST

Objects are entered in the monitoring list by selecting the objects in the object list in the navigation or detail
window. This requires the objects to be selected in the respective list. The entry can then be made via the
<Observe> function in the context menu of the object list.

The function is then only available if one of the marked objects has one of the properties being observed
(StatusFlags and/or PresentValue). Otherwise, the menu point is deactivated.

1 5 X% Obj.Type  Inst-Nr Present Value Objekt Name Deseription
Lsp 2 Quiet LifeSafetyPoint 2 with many ies writable LIFE_SAFETY_POINT
Lsp 1 Quiet LifeSafetyPaint 1 LIFE_SAFETY_POINT
2 Trend Lag 2 writable Trendlog
1 Trend Log 1 Trendlog
2 | |
S [} Beobachten Multi State Value |
AVG 2 A Aus Uberwachungsliste entfernen Averaging object with many properties writable
AVG 1 ragING T Averaging
SCHED 2 [4]40.500000 Schedule 2 writable Schedule
SCHED 1 4] 40.500000 Schedule 1 Schedule
PR 2 Program 2 writable Average of Somethings
PR 1 Program 1 Average of Somethings
NC 2 Notification Class 2 writable Notification Class
NC 1 Notification Class 1 Notification Class
L] o o fwovean  |MumiStateOutput2wntable |Multi State Outputwith many properties writable |
L] |
L1 1] 2 | |
ML 1 off Multi State Input 1 Multi State Input
1 Lp 2 230 Loap 2 writable LOOP

After the <Observe> function is called up, a dialog appears (if it is not already open) in which the marked
objects are entered as soon as the registration for monitoring has been performed. The progress of the
registration is indicated by a progress bar at the bottom right of the dialog.
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At the same time, the "Present Value" values of the object being monitored are highlighted in orange in the
object list in the detail window, and the monitoring symbol (eye) appears.

1 5 X® Obj.Type  Inst-Nr Present Value Objekt Name Description

LsP 2 Quiet i int 2 with many ies writable LIFE_SAFETY_POINT
Quiet LifeSafetyPoint 1 LIFE_SAFETY_POINT

1
2 Trend Log 2 writable Trendlog
1

Trendlog

|MuttStateValue ] ]
ll_-_ Mukt State Value 1 Ml State Value B

AVG 2 Averaging 2 writable Averaging object with many properties writable
AVG 1 Averaging 1 Averaging
SCHED 2 4] 40500000 Schedule 2 writable Schedule
SCHED 1 [4] 40.500000 Schedule 1 Schedule
PR 2 Program 2 writable Average of Somethings
PR 1 Program 1 Average of Somethings
NC 2 Notification Class 2 writable Notification Class
1 Notification Class 1 Notification Class
___ Multi State Output 2 writable Multi State Output with man

[[Mo o Jow ~ [MuStteOupm: Mut Seate Output B
ll___ MultState Input 2 ritable Mutt State Input ]

M1 Multi State Input 1 Multi State Input
Lp 2 230 Loop 2 writable LOOP

Anaiog Ingut 1 mlwt %
--gm:- mm-«-—.«pnn

Anaiog Cutput | l-nlnw M
Anslog Valie ] Ansleg Vaket a8
iy Ay J |
- Sinary Ingut e
Bonay Input 3 el Bimary Input wth many prs. 0, 08
Beray Ougput 1 Benaey Outpit o.0o
Mwnwm-ﬂmolﬂ
Bowep Vakoe 1 By Vit

Mmz-mmmmp«nﬂ

ﬂﬂﬂﬂ-\ﬂﬂ‘-lf

Dievica
I
L o
75
56
7838
L]
e
75
5
7536
7838
738
9%
758
756
758
57536
74346

MBS GmbH | RémerstraRe 15 | 47809 Krefeld | Tel. +49 21 51 72 94-0 | info@mbs-software.de BACeye — MANUAL 49



mailto:info@mbs-software.de

Besides the information also contained in the object list, the monitoring list contains data relating to the
device of the respective object (instance number, name, description, location, model name).

The following values are given as characteristics of the monitoring:
e Last change: Last change of a monitored value (i.e. a status flag or the present value).

e COV: Indicates whether the value update is done via COV (¥) or if polling is performed (X). If the field is
empty, this means that the registration has not yet been confirmed.

¢ Number of updates: Shows the number of updates that have been performed since registration or since
the last reset by using the <Rest update> button. Updates are detected values (not just changes) that relate to
the monitored values and/or to the status, and that are logged in the history.

e Status: Identifies whether the registration was successful (¥) or not (). If it was not successful, a tool tip
belonging to the icon provides information about which errors occurred. These errors can be temporary if the
device rejects a registration for COV, followed by the fall-back to polling value detection. If the field is empty,
this means that the registration has not yet been confirmed.

Eresem\l'a lue, ProcClientValueCallback:BACnetERROR-Error-ServiceRequestDenied-Services
b

tatusFlags, ProcClientValueCallback:BACnetERROR-Error-ServiceRequestDenied-Services

«
o

REMOVING OBJECTS FROM THE MONITORING LIST

There are three ways of removing objects from the monitoring list again.

One is to call up the menu point <Remove selected object from list> for the selected object in the context
menu of the list. Another is to mark the objects in the monitoring list via the selection checkboxes on the left
and then to press the <Remove objects> button.

[ —

Utermas ungulicie
aiase I
1§ %R ok Deze Descrption Model hare Otzect Type Obpecrhame  Obgect Deserption PresentVahet  Letzse =7 Status
W 1 T Dummyseroer for T T Sample for Comformant Tettabor Dummyserver Simlation  Schedule Sehecule | Sehesie 40500000 05605 o 7 oo o
w 2 7536 Dummyterves 2 TD T Sarmple hae Combormmase Tettiabor Dumrmpserver Smulation Progeam Feogram I wrtab Avessge of Somethngt 05405 o & [poooon «
o 1 79 Dummyserves fee TD 10 Sampie foe Confoemane Testiabor Dummyserver Smulation  Brogrm Program 1 Avennge ol Somethag 105408 o 8 00000 o
w1 E E ) SrTD TOfamp Fessiabor Cummyserver Simulation  MuSstaceOusput MUt State Ot Mult Stase Output with ma Above, 4 05805 o 7 peoan o
k'l i 75 Dummysances f2e TO TO Sampie for Condoemand Tetstabor Dusmpperop Lonclition,  Mumctaze0utpot Mut State Dutp, MUt State Output o (5808 o 60000 o
2 bt Dumvmpienes for TD TG Sampie foe Contormans, Tevtiabor Dusmpserce Semption Mutslateepat Mot Sute loput - Mt Stane gt o B30T o 0 «
n 1 a8 Dumeryptenves e T 0 Sample for Contormane. Testlabor B Sirenslation. Mot State Jopud. & oM 05505 o & qoonoon «
sk} I Cummysences for TO 10 Sampie tor Conformans Tesdabor Dummyercer Smalaton  Locp Loop I wnitable  LOOP ixn 5808 L] «
B 1 e ™ pie Tessabor Dy st e R 120 Loses N 4 posnio «
¥ 2 TS DummpeneriseTD D Sample e Conforman: Testahor T e i e [ e, Hansisg-cutput 103605 X« noooom 1
o ' s Dummyserves foe TD 10 Sample boe Confoemane. Tetiabor Dumemys  Anzshl der e den Hansisg : 108808 K 4 jpoosso o«
& 2 £ Dummyserver for T 10 Sampie for Comtormanc Testistor yoerves Bmlaton Lver recament. vert Torne 1 Asrma 1L wis man 204805 oS 00000 «
= 7508 Drmmpener dor T0 10 Sampie for Conformans Testisbor Dummypserves Simlation  Dyent freofmant [vant Goocliment Jone 1 dlarms. 5505 ~ 3 o0on «
¥ 1 w75 Dummyserver for TD T Sammple for Conforman Teusiabor Dusmpseret Simulation Command Command Chiect Command with many prigs O D365 o 3 00000 s
£ 1 #7536 Dumerpserves o TD T Sampie far Confoemane. Teitiabor Dusmypserves Sation  Comend Command Citject Command (] 05505 « 3 pooson «
o 2 138 Crmmyserver fze 10 T Sample hor Condoemane Testiabar Dummyserver Simulation  Calendar Calenciar 2 with v Colensiar Faise (485 o 3 00000 «
= e ™ Festasor Dummmyverver Simlaton  Cabendar Calendar 1 Catenclar Faie 1oas o 3 poooon «
+ 2 w758 Dummtan o0 TD TO Sampie dor Condormans Testabar Dummysences fmulation  Rananyala Bnary Voo 2 wm Bonary Vialus mith many pre 10, 0F) Lose0s o & 00000 « 3
k£l i 8 Dummyierve o TO TO Sempie fer Conformans Teatabor Dummypperver Simlation  Beary Vi BraryValve 1 Bnary Ve Room 1nss0s 6 000 «
0 2 83 Dummyserver fee TD 0 Sample foe Conformane Teitlabor o Sonslabion B B 2 Bary e 0% 0854048 « & o000 «
n 7 ™ Testabor k= Seralabon By Output 3 Y Cutpet oM Pl o 6 feonon «
£ 1 75 Dumenancs b2 TD T Sampiy foe Conformant Tesstabor Selabion  Berarieput Birary Inget 2 wei Binaey Ir pee 0.0 L0568 o & 00000 o

I

The progress of the registration cancellation is indicated by a progress bar at the bottom right of the dialog.
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At the same time, the highlighting of the "Present Value" values of the affected objects is cancelled in the
detail window, and the monitoring symbol (eye) is removed.

The objects are deleted from the monitoring list if the operation has been completed.

Another way of removing objects from the monitoring list is to select them in the object list in the navigation
or detail window and then to call up the <Remove from monitoring list> function in the context menu of the
object list.

1 5 X® Obj.Type Inst-Nr Objekt Name
Access Credential 2 writable

b [structuredview 2 writable ]
StructuredView

[ Jic | LoadControl J Becbachten
- LoadControl Aus Uberwachungsliste entfernen
noem 2 [TrendlogMultipie Die
TrendlogMultiple 1
Global Group 2 writable

]
p |

i
HEEN
A ljeos b Jewentiogr |

1
>
1

DISPLAYING THE MONITORING LIST

The current monitoring list can be called up via the menu point <Window><Display monitoring list> . If the
window with the monitoring list is still open, it is moved to the foreground. Otherwise, it is opened again.

The menu point is only available if objects are currently entered in the monitoring list. Since the monitoring
list is part of the project backup, this menu point is then also available again after a BACeye restart.

It is necessary to distinguish between four cases when the monitoring list is re-opened:

e  Objects are already registered for monitoring.

e  Objects are loaded but not registered for monitoring.

e  Objects are not loaded.

e  Devices of the objects have not been scanned or deleted.
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The current status of the monitoring is shown for objects that were already previously registered for
monitoring.

If objects to be monitored are loaded but not registered, they are automatically registered again and shown
accordingly when the monitoring list is displayed.

If objects to be monitored are not loaded but the associated devices are known, i.e. they have previously
been detected by a network scan, the necessary objects are loaded and registered. This operation can take
some time and is shown by two progress bars. The top one refers to affected devices, the bottom one refers
to the objects being loaded for each device.

- 1 i T )
1§ % B ade  Bess Drree hire Devce Desergten Deviee Loeatien Wode: Harme OhjectType  Objoct Hame Andensng L0V gen Sast
o e W o000, 997 RACnes Device DOCAI0 4 500700 101256 X 2nuan o
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o L W DOCH000 #57 RACne: Device wbackhPete DOCA00  dnslogingst  FLOOOVOLOLET Warmeleittng & o 104256 o dmary «
L] DOC#000 52 BACrer Device Sesleingt it 70 11301 o 4y «
L] DOCA0 52 BACnes Device Analoginpet ¥ Cupat L) 11301 L' w
- DOCaon ra} Bt Dice Ansiogingot Finpat ad sk « «
L] DOCA00, 952 RACnen Device DOC Ansiagingt ¥Oups L] RS L «
L DOCH00, 32 F40ner Devce WorbekbPeier DOCH00 st GUTILIODNT. ¥ Ot 75 130 « v
L] ocang sl BACren Dece Eebackifetes DOCA00  Araloginpat  LD0LOGONTI ¥ Outpnst L 14301 i o
L Cockg sl BACnes Devce Eebackhifeier OCAX0  Analogingst  IDCOOLOLE] Wameleiong A oo 1ears6 « L
2]

If objects to be monitored are not loaded because the associated devices are not known because a network
scan has possibly not yet been performed or the device list has been deleted, the objects are listed with the
information known from the project backup (instance number of the object and of the device, and the object
type).

onono '1E'I[!i.i'.'.

TEEEELE

If a network scan is performed in this status and the objects to be monitored are then loaded, these are
afterwards entered in the monitoring list and registered.

It is possible to configure the columns contained in the monitoring list. The context menu that can be called up
in the list's header offers the possibility of deactivating and activating the display of certain fields. The columns
with a ticked menu point are displayed. When one of these menu points is selected, the ticks disappear along
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with the associated column, and they reappear when a new selection is made. This setting is part of the project
backup and is kept until a new change is made. All columns are visible in the default setting.

The following columns can be selected

e Device Name

e  Device Description
e Device Location

e Model Name

e Object Name

e  Object Description
e COV

e Number of updates:

r Al
_* BACeye - Uberwachungsliste L = |E g

Uberwachungsliste

] Alle

1 b %X B Inst-Nr. Device Object Type Object Name__ Obiect Descrintion Present Value  Letzte Anderung COV  Anzahl der Aktualisierungen  Status

=] 206359 11 AnalogOutput  /92/000/01 Device Name 09:00:51 « 4 (09:00:27) q’ -

] 712087 W™ AnalogOutput  /92/000/01 Device Description 09:00:51 ~ 4 (09:00:27) v

] 1048581 94 AnalogOutput  /92/000/00, R 09:00:51 ~ 4 (09:00:27) v E

] 1712089 o4 Analoglnput #92/000/01 Vod Name 09:00:51 ~ 4 (09:00:27) v

] 235083 71 Analoglnput #32/001/00, 09:02:28 o 64 (09:0027) v

] 3677534 94 Ansloginput  /9z/001/00/ ¥ ObiectName 09:02:28 o 62 (09:0027) <

= 1712123 94 Analoglnput /92/000/01/ v Object Description 00:01:57 « 5 (09:00:27) «

) 1048580 o4 Anzloglnput /02/000/00/ v cov 09:00:51 o 4 (09:00:27) v

] 1712081 o4 Analoglnput 192/000/0L1 | ;" Anzah der Aktualisirungen 09:00:51 o 4 (09:0027) v

] 1841808 o4 Analoglnput /82/000/00, - 09:00:51 o 4 (09:00:27) v

= 1841804 94 Analoglnput /92/000/00/00/S¥ Innentemperatur 42.00 09:02:27 « 8 (09:00:27) «

] 1770430 o4 Analoglnput /32/001/00/00/P.1 y Input 86.93 09:02:28 « 61 (09:0027) v

= 234910 94 AnalogInput #92/001/00/00/P.0 ¥ Output 87.16 02:02:28 « 65 (09:00:27) «

] 296311 94 AnalogInput /92/000/01/01/53 Warmeleistung A 0.00 09:00:51 « 4 (09:00:27) «

=] 234884 94 Analoglnput /92/001/00/00/P." y Input 87.29 09:02:29 « 62 (09:0027) «

B 235024 94 AnalogInput /92/001/00/00/P.. ¥ Qutput 87.16 09:02:28 ~ 65 (09:0027) «

] 234991 94 Analoglnput /92/001/00/00/P." y Input 86.44 09:02:28 ~ 62 (09:0027) «

B 234955 94 Analoglnput /92/001/00/00/P.. ¥ Qutput 87.16 09:02:28 « 65 (09:0027) «

|} 234856 94 Analoglnput /92/001/00/00/P,. ¥ Qutput 87.16 09:02:28 ~ 65 (09:0027) <«

| 234780 2 AnalogInput /92/001/00/00/P ¥ Output 87.16 09:02:28 « 65 (09:0027) «

[} 296363 94 Analoglnput /92/000/01/01/52 Warmeleistung A 0.00 09:00:51 « 4 (09:0027) «

01 1742509 95 Binarylnput /92/000/01/00/M _Status Merker [L, Ein] 09:02:00 « 6 (09:0027) « -

[Objekbe entfemen] [Aktualisienmgen zuruckselzen]

DISPLAYING THE MONITORING HISTORY

Pressing the <History> button in the window of the monitoring list displays the "Monitoring list — History"
dialog. This lists the monitoring history for all objects currently being monitored since the start of monitoring
or since the last time the history was deleted.
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- warssnn s @ @

1§ % B jas-hir Device Device Name Device Descrigtion Device Location Model Name Chject Type Object Name  Oijct Deseription Presens Value  Zeitstempel COV  Status

635 ™ DOCA000_ w52 BACnet Dewiee EarbackfPeter DOCS000  AnalogOutpet  /SET00DLTLE! Wirmemenge & H002.00 112210858 -

06359 ™ COCH0 =02 BACHet Device Kaeback&Peter DOCAN0 J A 0200 112213.3% < B

ey o 20CS00 352 Banet Device Kaeaclibeter OGS0 AnalogOutpet  /SLO00TLOLE! Warmemenge & 400200 una X o

mes W £OCA000 %92 BéiCnen Device: Karback&Peter DOCH0 - 5 ge & 6007.00 uae o o

296359 a4 DOCA00_ #52 BACnet Device WiehackAPeter DOCSN0  AralogOutpet  /S2/D00/MLOLS] Wiarmemenge & 500200 112213419 + «

TNT W COCA0N0 =52 SiiCnet Device. KaebackBbeter DOCHO00  AralogOutpet  SH000/OLAN/] Vi i 1000 112201973

1712057 g DOCa000_#32 BACnet Device KiebackicPeter DOCAOO0  AnalogOutput  /S2/000/0L/00/52 Y2 min 1000 112243454 «

maw 00G2000_#92 Balnet Device: KaebackiiPeter DOCAI0  AnalogOutpet  [S2000100/SE ¥2 i 1000 nnas X o

ATiaeeT kel DOCa000 =2 BALnet Device Foeback&Peter COCH0ND  AnalogQutpat R2U00MLT0MEE Y2 min pruti) 112203467 « «

Moy w 2008000552 BACnet Device Y2 min 1000 ummiser o o

AT COCAN00 =2 BACnet Device Kiebackibeter DOCH00  AralogOutpet  /I/D00/00/00/SH Helighess 7000 12201829

1048531 a4 DOCAON0_#32 BaCnet Device £ DOCA000 Helligheit T0.00 112243435 «

W W COCA0 B2 SUlLnet Device. Ciebackieter DOCS000  fnalogOulpet  /SL/DOG/DOMONH Heligiet 000 unuar X o

AT DOCH000 #52 BACnet Device MiebackAPeter DOCH000  AnalogOutpen /52000000 Heligkeis 000 112203452 ~ o

FLTCE T 0OC2000,#52 BaCnet Device: ebackiPeler DOCSI0D  AnslogOutpet  /S2/D00/DOD/S Helighet 00 uzadz o o

1712089 ™ COCH0 =02 BACHet Device Kaeback&Peter DOCADN0  Aralogingut FRI000LTON Kiaepe 200 pEFOE-1

mon # OG0 ¥52 BaCnet Deves ging Kiappe 2000 12233309 « l

1108 9 £OCA000 %92 BéiCnen Device. KobackBbeter OCAN00  Bnaloglnpat  /SHO00/0L0/] Kappe 000 uaans X oo

Mo M DOCA00_ #52 BACnet Device 2 DOCH0 glnp Klspoe 2000 112243378 + «

s s BOCA000_ #52 BACnet Dirvice KebackBPeter DOCS000  Analoglngut SEOOMOLT0SE Klappe 2000 112223328 ¥y

235083 g DOCa000_#32 BACnet Device KiebacklPeter DOCO00  Analoglnput S2/00100/00/7. ¥ Output 2549 11:22:30.066

e % 00G2000_#92 Balnet Device: LebackBiPeler DOCAN0  Araloglget  SDOLOODOR. ¥ Dutput 9649 uzoz o o

235083 ™ COCH0 =2 BACHet Device Koaback&Peter DOCAN0  Aralogingut fSI00L00D0P. Y Qutput PEE 11220240 o L

%08 20C2000_352 Banet Device gin - ¥ Output 9787 unuans X o -

If objects are re-registered for monitoring, their history is listed automatically. Conversely, as soon as the
monitoring of objects is ended, their history is removed from the list.

An entry in the history is made every time a monitoring list entry is updated. When this occurs, the data from
the monitoring is saved together with the update time stamp.

This data is

e Alarm Status (1)

e  Fault Status (¥)

e OutOfService Status (X)

e Overridden Status (&)

e Object Instance Number

e Device Instance Number

e Device Name

e Device Description

e Device Location

e Model Name

e  Object Type

e  Object Name

e  Object Description

e Present Value

e Time stamp: In the format <hh:mm:ss:ms>

e COV :Value updating via COV (¥) or polled (X)
e  Status: Registration successful (¥) or not (!).

The number of entries in the history for each monitored object is limited. The maximum number is defined by
the value "Max. number of history entries” in the BACeye communication settings. This is preset to 1000. The
maximum number of entries in total is therefore the set value multiplied by the number of objects currently
being monitored.
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Search

When text is entered in the <Search> field, a full text search is performed. The search refers to all columns
containing text. Individual search terms are entered separated by spaces. If several terms are entered, the lines
are shown to which ALL search terms apply.

Filter

The <Filter> button can be used to show or hide a line with control elements that allow column-by-column
filtering of the history. When the dialog is opened, the filter is active and the filter of the time stamp is set so
that only entries from the last hour are displayed. The time limit can be controlled via the control element by
direct entry or via the spin button. The time limit refers to the date and time (e.g.: 10.28 a.m., 20th Jan.).
Deleting the entire contents of the control element cancels the time limit.

Zeitsternpel
10:28:00 20.01 &

History List

It is possible to configure the columns contained in the list display of the history. The context menu that can be
called up in the list's header offers the possibility of deactivating and activating the display of certain fields.
The columns with a ticked menu point are displayed. When one of these menu points is selected, the ticks
disappear along with the associated column, and they reappear when a new selection is made. This setting is
part of the project backup and is kept until a new change is made. All columns are visible in the default setting.

The following columns can be selected

e Device Name

e Device Description
e Device Location

e Model Name

e Object Name

e  Object Description
e COV
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e - enecungri e =
Uberwachungsliste - Historie
Suche:
Eiter

Filter:

Inst.-Nr. Device Object Type Object Mame Object Description Prezent Value
v 15:40:15 20.01 %
T § X & Inst-Nr. Device Object Typ Obiact blaes Obhiact Dascription Present Value Zeitstempel COV  Status
235083 94 Analoglnp Device Name 6243 16:11:40.241 ¥~ « -
235083 94 Analoglnp Device Description 6345 16:11:41.241 « L' 8 =l
235083 94 AnalogInp Device Location 6445 161142241 v «
235083 94 Analoglnpi 66.44 16:11:44.241 ¥y
Model Name

235083 94 Analaglnp 6841 16:11:46.279 <
235083 94 Analoglnp| ¥ Object Name 7034 16:11:48.239 ¥y «
235083 a4 Analoglnpy Object Description 7223 16:11:50.241 'S {
235083 94 Analoglnpy oy 74.09 16:11:52.241 <~
235083 94 Analoglnpt . 75.90 16:11:54.244 ¥ «
235083 94 Analoglnput /92/001/00/00/P.. ¥ Output 7767 16:11:56.244 v
235083 a4 Analoglnput /92/001/00/00/P.. ¥ Output 7930 16:11:58.241 <~
235083 94 Analognput /92/001/00/00/P.. ¥ Output 81.06 16:12:00.246 ¥y «
235083 94 Analoglnput /92/001/00/00/P.. ¥ Output 8267 16:12:02.239 v «
235083 94 Analoglnput /92/001/00/00/P.. ¥ Output 8423 16:12:04.229 5
235083 94 Analognput /92/001/00/00/P.. ¥ Output 8572 16:12:06.239 ¥~
235083 94 Analoglnput /92/001/00/00/P.. ¥ Output 87.16 16:12:08.239 v <«
235083 94 Analaglnput /92/001/00/00/P.. ¥ Output 2853 16:12:10.244 <~
235083 94 Analognput /92/001/00/00/P.. ¥ Output 89.83 16:12:12.242 ¥y «
235083 94 Analoglnput /92/001/00/00/P.. Y Output 91.06 16:12:14.237 <~ « -

Historie l6schen | [ Exportieren | Aktualisieren  Anzeige: 14683 von 17407

Delete history
The <Delete history> button deletes the entire history after confirmation.

Export
The <Export> button enables the displayed history to be exported in CSV format.

Update
The <Update> checkbox can be used to define whether the history display should be continuously updated or
not. The updating is activated when the history is opened.

Display
The field indicates how many entries the history contains. If these are not all listed because filtering and/or the
lack of an update prevent this, the amount of entries listed from the total number is shown.
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E’:],,W waonn s @ @

Model Name ObjectType ObjectName  Object Description PressnsValue  Zetstempel OOV Statu
Peter GOCA00 73 MMM Fiihler 1 ane L3I
KiebackBPeter DOCA000 /S00/0L/TLIST MMM Fahler 1 (1. 1L2ATER
MMM Fohler 1 o 11213718
itackfPpter COCS00  Analogh! SRE000/0LOL/ST MMM Fuhler 1 ano 11144555
2 £OCA0 /51 MMM Fahier 1 a00 112044552
irtncPeter DOCS000 FRLO00/0LALST QL 10.00 11313065
2 £OCa0N g 1000 112143578

EarbackfPeter DOCA000 SHLO00OLTLEE 1 1000 112243352

FatbackEiP eter DOCA000 /92/000/0L0LSE QL 1000 112243367
] 10.00 112243367

Kituckfbpter COCE00 FRE00/0LAOLST Tabelle X3 e 12139630
NiebackiPeter DOCAO00 /92/000/01/01/53 Tabelle X2 a0 113143565
/33 Tabelle X2 oo 11143567

2 DOCH0N0 /51 Tabelle 32 ano 1144527
KaebackfiPeter DOCA000 /RZO00/DL/OLISS Tabelle X2 o 112144528
KaebackiPeter DOCH000 /92/000/0L0WES 1N 600 112139522
] 400 1131388
CatnckiiPetar DOCA00  Anslogh SRH00/0L00/55 W 600 113143586
£ DOCA0N g ] 500 113144519
P ] 00 11144519

2 DOCA0N Regeigrade an 11135451
KaebackiiPeter DOCS000 /RZ000/DL00/5: Regeignsbe an 112143490
FitbackEPeter DOCA000 /S2/000/0L00SS Regelgnade (2] 112143493
Fiegeigrade o 112144508

Lag Q444 4484 4444 L4444

il

Z0O0OM

One or more zoom windows can be called up in the detail window of each object for all detected properties.
To do this, activate the context menu there in the area where the value is shown and run the menu point
<Zoom> .

| L
Present Value 11,321
Zoom

Units [98, Percent] -
Status Flags | | inAlarm || EPICS kopieren me
Reliability [0, NoFaultDe] EPICS anzeigen -

Reliability Bvalu-Labibit [ |

Out Of Service

A window appears in which the designation and under that the current value of the property is displayed large.
The device's instance number, followed by the instance number and type of the object, is shown in the title of
the window. If the size of the window is changed, its contents are scaled accordingly.

-

= - _
+ BACeye - 97 - 1048584 Analoglnput ;Q@E _+” BACeye - 97 - 1048584 AM
S L

Present Value: |  Status Flags: |
84.35 |\ FFFF

e e — -
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,

Event State: Description: |
| [0, Normal] y Input

The display of the property's value is updated in real time. The updating speed depends on the mechanism
used to determine the value (COV or polling). If COV or COV-P is not supported for the value or if the use of
COV in the network configuration is generally deactivated, the value is checked cyclically (polling). The cycle
time corresponds to the value set in the communication settings under "Polling Interval Zoom".

Exceptions here are properties of objects that are already registered in the monitoring list (i.e. Present Value
and/or Status Flags). If these are then displayed in zoom windows, the mechanism used in the monitoring list
to determine values takes effect.

All currently opened zoom windows can be closed via the <Windows><Close all zoom windows> menu. The
<Windows><Display all zoom windows> menu can be used to move to the foreground all currently open zoom
windows if they are concealed by other windows. Each zoom window also gets its own menu point
<Window><BACeye - ...> via which it can be moved deliberately into the foreground.
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12. EDE and CSV export

BACeye has functions for exporting BACnet data point lists in two different formats.

One is the EDE (Engineering Data Exchange) format, specified by the BACnet Interest Group Europe (BIG-EU).
The other is the simple CSV (comma-separated values) format, which in terms of content can be adapted to
user-specific requirements.

CONFIGURING EDE EXPORT

The EDE export function is called up via the menu point <Data transfer><EDE Export ...>. The function can be
called up as soon as devices have been detected by a network scan.

A dialog appears containing a list of the currently detected devices. Entries from devices whose detection has
not yet been completed remain deactivated (greyed out) until this process has been completed.

= M
= BACeye - EDE Datei exportieren =S
Gerate
Suche:
Filter
Filter:
Inst-Nr. e Location Modell
Inst.-Nr. Geratename Beschreibung Location Modell
[T] 2600014 QSTP26-BACnet -
[T 53 Redundante GLT Version 9
[ 56 qs-ref6 Version 9
[ 1048576 UGW-Test 4xModbus+BACnet+Simulator Testraum AMU UGW-C A
[ 100 SI-M G4 SI-K Client/Server 3.0G(01.01.392) MSR 2 SI-K 1
Eo devn Qanteon
= 77777 BACeye BACeye MBS GmbH BACeye
[C] 1687458 GLT-TEST3 Version 9
[E] 1001 QanteonTest-1001 Qanteon
[C] 97536 Dummyserver for TD TD Sample for Conformance Tests Testlabor Dummyserver Simulation
[C] 2098 ionair AQS 1 UGW BACnet Client/Server Air Handling Unit uGw
[ 2000 uGw UGW BACnet Client/Server Rack uGw
[C] 2015 UGW-AC UGW-C Client/Server Rack uew-C
[ 52 gs-ref2 Version 9
[] 1072 Vitogate-10-250-7-2 Vitogate300 Bire MHE Vitogate 300 =
[C] Alle
Kodierung Trennzeichen
@ UTF-8 (O UTF-16(LE) O ANSI © Tab O Semikolon () ©) Komma ()
o

The "Export EDE file" dialog contains the following control elements for configuring the EDE export:

Device selection
The list of detected devices offers the possibility of using the checkbox on the left to mark the devices whose
data points should be exported. The <All> checkbox can be used to mark all devices or to cancel all markings.

The device selection can be sorted by clicking on the respective column heading.

Search

When text is entered in the <Search> field, a full text search is performed. The search refers to all columns.
Individual search terms are entered separated by spaces. If several terms are entered, the lines are shown to
which ALL search terms apply.
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Filter
The <Filter> button can be used to show a line with control elements that allow column-by-column filtering via
the result list.

The filter remains active until the line is hidden again by pressing the button once more.

Coding
The <Coding> selection defines which text coding is used for the EDE export. The last selection made is part of
the project backup.

The following selections are available:
- UTF-8 (default)

- UTF-16 (Little Endian)

- ANSI (local code page)

Separator
The <Separator> selection defines which separator is used to separate the values for the EDE export. The last
selection made is part of the project backup.

The following selections are available:
- Tab (tabulator, default)

- Semicolon

-Comma

PERFORMING AN EDE EXPORT

When the devices, coding and separator have been selected, the EDE export can be performed with the
<Export> button.

First, the name of the export is obtained via a file selection dialog. Since the export consists of four files (in CSV
format), the name is used in the following form to create the individual file names:

<Name>_EDE.CSV
<Name>_ObjTypes.CSV
<Name>_StateTexts.CSV
<Name>_Units.CSV

If an existing EDE export is to be overwritten, it is sufficient to select one of the existing files of the old export.
A confirmation check then appears to confirm whether the files really should be overwritten.
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.+ EDE-Datei erstellen. =5
O@vl .. » OTH » Eigene Dokumente » BACeye » Standard Project » 'l"ll Standard Project durchsuchen ,Ol
Organisieren v Meuer Ordner Bz - @

~ Name : Anderungsdatum
4 [ Bibliotheken .
1 Device 85 18.12.2014 12:57
I+ (=] Bilder
J Motes 09.11.201517:50 |
& [E] Dokumente
J’ — %]TESLEDE.CSV 26.11.201514:59
3 usi
. (L) Test_ObjTypes.CSV 2611.201514:59 ||
b &)l Subversion
(EL] Test_StateTexts.CSV 26.11.2015 14:59
- [l Videos
(L] Test_Units.CsV 26.11.2015 14:58
48 Computer
| - & 05(C) I
I = Projekte (D:) - 4 n » |
Dateiname: Test - |
Dateityp: | EDE Dateien (*.CSV) 'I N
|
i
4 Ordner ausblenden Abbrechen |
= —— —— — -

The export is started when the file selection is closed with the <Save> button.

The object lists of the devices are scanned one device at a time. This can take some time. The operation is
accompanied by two progress bars. The top progress bar represents the overall progress. The bottom one
shows the progress of the scan for each device's objects. The operation can be cancelled prematurely with the
<Cancel> button.

r M
_+7 BACeye - EDE Datei exportieren = E s
Gerdte
Suche:
Filter
Inst.-Nr. Gerdtename Beschreibung Location Modell
[ 100 SI-M G4 SI-K Client/Server 3.0G(01.01.382) MSR 2 SI-K -
[F] 1048576 UGW-Test 4xModbus+BACnet+Simulator Testraum AMU UGW-C
97536 Dummyserver for TD TD Sample for Conformance Tests Testlabor Dummyserver Simulation
0 77777 BACeye BACeye MBS GmbH BACeye
Mo devn Qanteon
[C] 16874358 GLT-TEST3 Version 8
[ 1001 QanteonTest-1001 Qanteon
[[] 2000 uGw UGW BACnet Client/Server Rack uGw 1
[ 1072 Vitogate-10-250-7-2 Vitogate300 Blro MHB Vitogate 300
[[] 2098 ionair AQS 1 UGW BACnet Client/Server Air Handling Unit uGw
O 2015 UGW-ACI UGW-C Client/Server Rack UGW-C
[ 52 qs-ref2 Version 8
0 70 Device-70 Energy//Saver Energy///Saver
[0 240766 Device-240766 Energy//Saver Energy///Saver
[ 128 device #128 DI-24
[ 129 device #129 DO-8
[ 110 BAChet router Description Location UBR-01
86 DDCA420 =0 DDC420 DDC420 DDC420 -
£ = C
Kodierung Trennzeichen
@ UTF-8 O UTF-16(LE) O ANSI O Tab @ Semikolon () ) Komma ()
SchlieBen

Completion of the EDE export is indicated immediately.

EDE-Datei erstellen. [

@ Die Erstellung der EDE-Datei wurde erfolgreich abgeschlossen.

-
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CONFIGURING A CSV EXPORT

The CSV export function is called up via the menu point <Data transfer><CSV Export ...>. The function can be

called up as soon as devices have been detected by a network scan.

A dialog appears containing a list of the currently detected devices. Entries from devices whose detection has
not yet been completed remain deactivated (greyed out) until this process has been completed.

& = M
L'. BACeye - CSV Datei exportieren E@‘g
Gerate
Suche:
Filter
Filter:
Inse-Nr. Location Modell
Inst.-Nr. Gergtename Beschreibung Location Modell
[C] 2609014 QSTP26-BACnet -
A 53 Redundante GLT Version 8
O 56 qs-ref6 Version 9
[0 1048576 UGW-Test 4xModbus+BACnet+Simulator Testraum AMU uGwW-C A
1 100 SI-M G4 SI-K Client/Server 3.0G(01.01.392) MSR 2 SI-K 1
[[] 97536 Dummyserver for TD TD Sample for Conformance Tests Testlabor Dummyserver Simulation
[C] 1687458 GLT-TEST2 Version 8
| 77777 BACeye BACeye MBS GmbH BACeye
o BACeye BACeye MBS GmbH BACeye
[F 1001 QanteonTest-1001 Qanteon
[ 2000 uew UGW BACnet Client/Server Rack uGw
@ 1072 Vitogate-10-250-7-2 Vitogate300 Blro MHB Vitogate 300
[ 2015 UGW-ACT UGW-C Client/Server Rack UGwW-C
[C] 2098 ionair AQS 1 UGW BACnet Client/Server Air Handling Unit uGw
[F 52 qs-ref2 Version 9 -
D
Kedierung Trennzeichen
© UTF-§ (O UTF-16(LE) ) ANSI @ Tab ) Semikolon () ) Komma ()
o

The "Export CSV file" dialog contains the following control elements for configuring the CSV export:

Device selection
The list of detected devices offers the possibility of using the checkbox on the left to mark the devices whose
data points should be exported. The <All> checkbox can be used to mark all devices or to cancel all markings.

The device selection can be sorted by clicking on the respective column heading.

Search

When text is entered in the <Search> field, a full text search is performed. The search refers to all columns.
Individual search terms are entered separated by spaces. If several terms are entered, the lines are shown to
which ALL search terms apply.

Filter
The <Filter> button can be used to show a line with control elements that allow column-by-column filtering via
the result list.

The filter remains active until the line is hidden again by pressing the button once more.

Coding
The <Coding> selection defines which text coding is used for the EDE export. The last selection made is part of
the project backup.
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The following selections are available:
- UTF-8 (default)

- UTF-16 (Little Endian)

- ANSI (local code page)

Separator
The <Separator> selection defines which separator is used to separate the values for the EDE export. The last
selection made is part of the project backup.

The following selections are available:
- Tab (tabulator, default)

- Semicolon

-Comma

Select columns
The <Select columns ...> button is used to open a dialog that allows configuration of the export's data content.

[ BACeye - C5V Export Spaltenauswahl I = E
al oder von Properties fiir den Export.
Auswah : Gewahlt :
Name Propertyld Name Propertyld
i E ObjectName i
I || AcceptedModes 175 = Description 2
|| AccesshlarmEvents 245
AccessDaoars 246
I || AccessEvent 247
|| || AccessEventAuthentication 248 |
| || AccessEventCredential 249
||| AccessEventTag 322 |
' || AccessEventTime 250
||| AccessTransactionEvents 251
i Accompaniment 252
AccompanimentTime 253 - N
I i
i [ oK ] [ Abbrechen
|

The <Selection> list on the left makes all BACnet properties of Revision 14 available for selection that are not
in the <Selected> list on the right. The property selection can be sorted by name or property ID by clicking on
the respective column heading.

The buttons in between enable either all < ">>"> or all selected < ">" > properties to be chosen from the
selection on the left, or on the right all < "<<" > or all selected < "<" > properties to be deselected. Selected
properties are appended at the end of the list on the right.

The columns for the values in the CSV are written according to the order of the properties selected here. To
enable this order to be changed, below the list of selected properties there are two buttons with which the
existing order can be changed. Each time the buttons are pressed, all selected properties in the list on the right
are moved one position in the corresponding direction.

The < OK> button accepts the column configuration for the export. The column configuration of the CSV export
is part of the project backup. Use of the properties ObjectName and Description in that order is set as the
default.
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PERFORM CSV EXPORT

When the devices, columns, coding and separator have been selected, the CSV export can be performed with

the <Export> button.

First, the name of the export is obtained via a file selection dialog.

CSV-Datei erstellen.

(X)v‘ .. » OTH » Eigene Dokumente » BACeye » Standard Project »

Organisieren * Neuer Ordner

| 5.4 Favoriten

4 = Bibliotheken
1> [=] Bilder
b [E] Dokumente
b ! Musik
|> Subversion
» BE Videos

4 M Computer

Dateiname: Test

Dateityp: | CSV Datei (*.CS5V)

~ Ordner susblenden

~ [43 ||| standard project durchsuchen 0|
= @
‘ - MName Anderungsdatum
1 Device 85 1812.201412:57
1 Notes 09.11.201517:50 r
] Test.CSV 2711.201514:19 il
b
tl
b
LAl [ *
tl
- |
|

The export is started when the file selection is closed with the <Save> button.

The object lists of the devices are scanned one device at a time. This can take some time. The operation is

accompanied by two progress bars. The top progress bar represents the overall progress. The bottom one

shows the progress of the scan for device's objects. The operation can be cancelled prematurely with the

<Cancel> button.

r M
J- BACeye - CSV Datei exportieran I E@‘g
Gerate
Suche:
Filter
Inst.-Nr. Geratename Beschreibung Location Maodell
[ 1072 Vitogate-10-250-7-2 Witogate300 Biro MHB Vitogate 300 -
[ 2015 UGW-ACL UGW-C Client/Server Rack UGW-C
[C] 2098 icnair AQS 1 UGW BACnet Client/Server Air Handling Unit uew
[ 240766 Device-240766 Energy//Saver Energy///Saver
[ 70 Device-70 Energy//Saver Energy///Saver
[ 128 device #128 DI-24
[ 129 device #129 DO-8 | |
[ 110 BACnet router Description Location UBR-01
86 DDC420_#0 DDC420 DDC420 DDC420
[ 92 DDC4000_#92 BACnet Device Kieback8(Peter DDC4000
[ 16 DDC4000_#186 BAChet Device Kieback&Peter DDC4000
[] 93 DDC4000_#92 BACnet Device Kieback8Peter DDC4000 o
[ 95 DDC4000_#92 BAChet Device Kieback&Peter DDCA000 1
97 DDC4000_#92 BACnet Device Kieback8Peter DDC4000
] 98 DDCA4000_#92 BACnet Device Kieback&Peter DDC4000
[ s0 DDC4000_#50 BACnet Device bei Andre auf dem Tisch  Kieback&Peter DDC4000
[ 12345 L
[ Alle = ) ) [Abbrechen
Kedierung Trennzeichen
© UTF-§ (O UTF-16(LE) ) ANSI () Tab @ Semikolon () ) Komma ()

Completion of the CSV export is indicated immediately.
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CSV-Datei erstellen, [

Die Erstellung der CSV-Datei wurde erfolgreich sbgeschlossen.

The content of the CSV export is as follows:

Line

1 The separator used (sep=?).

2 The version of BACeye with which the file was created.
3 Compilation date.

4 Column name (# keyname, DeviceObjlnstance, ...)

n Data point lines:

Data points are listed device by device, with the information from the device object
being in each first line.

Each line always starts with the key name, comprised of the object type plus the
object's instance number in brackets, followed by the device's instance number. This is
followed by the property values, as configured.

The following applies to column contents:

- Complex data types are output in EPICS form.

- Texts are set in quotation marks.

- List types are output in the form "{value} => {name}".

- For floating point values, the dot is the decimal character.

CSV export as text:

sep=;
VEESION_OF_BACEYE; 2.0.0.31

DATE_OF_CREATION; 30.11.2015

# keyname; Devwceobjlnstamce objectName; DESEF'Ipt'iOﬂ Presentvalue;Units
"Device(97536)"; 97536; Dummyserver for TD"; "TD Samgha fnr comfnrmance Tests"”
"L ghtmgoutput(z) 97536 ‘Lighting uutput 2 writal

"Lightin
"Channel
”channe'l(l) ;97536; "channel 1"; "pescription channel™ [2] 15"

Al ertEnroT\mEnt(z) ;97536; "Al ert Enrollment 2 wrwtab]e Descrwpt'lon Alert Enroﬂment W'y " {anal ngoutput i -
"Alerténrollment(1)";97536; "Alert Enrollment 1";"Descri pt‘lun Alert Enruﬂment ; "{Analogoutput,1}
”NutwﬁcatwnForwarder(2) ;97536; "Notification Forwarder 2 wrwtab'\e "Description Ncmg
”Notwﬁcat'lorlForwarder(l) ;97536; "Notificati on Forwarder 1" Descr'lpt'lorl th'lf'lcat'lcn Forwarder";;;
"Timevalue(2)" ,97536 ‘Time value 2 wr'ltab'le ; "some Descrwpt'lon H 12 34 56.77"

"Timevalue(l)";97536; "Time va'\ue 1"; "some Description”;"12: 34 56.7

”TTmEPatternVa'Iue(Z) ,97536 ‘Time Patterm value 2 wrwtab'\e ; "Some DEschtwn 12 sgw
"Timepatternvalue(l)"; ; 97336; T1me Pattern value 1"; "Some DESEF'IEt‘\Uﬂ H

”Poswtwvelmtegerva‘\ue(z) 97536 "positive Integer value 2 writal

“Poswtwvelmtegerva'\ue(l) 97536 "positive Integer \.’a'\ue 1"; "some Descrwpt'lon 123456?89 95 => Nounits";
"octetstringvalue(2)";
"octetstringvalue(l
"Largeanalogvalue(2)";
“LargeAna'Iogva'lue(l) ,97536 ‘Large Analog value 1
"Integervalue(2)";97536; Imteger value 2 wrwtatﬂe 1 "some DEscr'lptmm -1238;"98 = Percent”
"Integervalue(1)" 97536, Integer value 1
"patetimeval ue(z) ;97536; "Datetime Va'lue
"patetimevalue(1)";97536; "Datetime value 1";"some Description”;"11.11.2011 Freitag / 11:11:11.11";;

le"; "Description L1ght1mg w 150.00;;
Output(l) ,97536 "Lighting Output 1"; "Description Lig t‘mg 350, UU,,
% ;97536; Chanme'l 2 wr‘ltab'\e H Descmptwn channe'l w", [0] NuLL";;

ication Furwarder Wi

Te"; some Descrwptmn 123456789 "a5 = Nounits™;

97536' ‘octetstring value 2"; "'Some Descr‘\pt‘mn ;" [6] 0x011b310589"

6] UxUllelUSSB
n";123456.79;"62 => Degreesc

,"Snme DEstr'lptmm ,123456 79;"62 == Degrees(

7536; "octetstring value 1"
97536; "Large Analog Value 2

Some DEschtwn ,—1238 98 => Percent"”;
; "Some Descmptwn i "11.11.2011 Fre1tag J 11:11:11.11";;
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CSV export in tabular form:

\VERSION OF BACEYE

#keyname
Device[97536)
ughtingOutput(2]
ughtingdutput(1}
channel{2)

(Channel{1)
AlertEnroliment{2)
AlertEnroliment|1)
motificationForwardier{2)
NotificationFarwarderi1)
TimeValue{2)
Timevalue(1)
Timeratternvaluel2)
TimePatternValue{1)
'Mnlvelnm'!r\ulun[ﬂ
Positivelntegervalue(1]
‘Detetstringvalua(2)
Octetstringvalue{1)
Largeanaloghalue(2]
‘Largeanalogvalue(1]
Integeralue{2)
Integervalue{l)
Datetimevalue(2)
DatetimeValue{1)

2.0.0.31
30.11.2015

DeviceObjinstance  ObjectName Description Presentvalue Units
97536 Dummyserver for TD TO Sample for Conformance Tests
97536 Lighting Output 2 writable Description Lighting W 50,00
97536 Lighting Dutput 1 Description Lighting 50.00
57536 Channel 2 writabls Description Channel W [0) NuLL
97536 Channel 1 Description Channal [1s
97536 Alert Enroliment 2 writable Alert w ! goutput.1}
47536 Alert Enrollment 1 Alert 1}
973368 Notification Forwarder 2 writable  Deseription Notification Forwarder w
97536 1
97536 Time Value 2 writable Same Description 12:38:56.77
37536 Tirme Value 1 Some Description 12:M356.77
97536 Time Patter Value 2 writable same Description
97536 Time Pattern Value 1 Somi Deseription
47536 Positive Integer Value 2writable  Some Description 123456789 95 => NaUnits
97536 Posithee integer Value 1 Sarmi Deseription 12345678 95 => Nounits
97536 Octetstring Value 2 Some Description [6] 00116310563
97536 Oetetstring Value 1 Some Description [6] xo11b3105859
97535 Large Analog Value 2 Some Deseription 123456.79 62 => DegreesC
97536 Large Analog Value 1 Some Description 123456.79 62 = DegreesC
97536 Integer Value 2 writable Somie Description 1238 98 => Percent
47536 Integer Value 1 Some Description -1238 96 =» Percent
97536 Datetime Value 2 Some Description 11112011 Freitag { 11:11:11.11
97536 Datetime Value 1 5ome Description 11.11.2011 Freitag/ 11:11:11.11
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13. Diagnosis

BACeye offers the possibility of making recordings of the network communication for diagnosis purposes.

The tool that BACeye uses for this is WinPcap (www.winpcap.org). The BACeye setup offers the option to also

install WinPcap.

ATTENTION: The possibility of recording network communication depends on the respective security
guidelines at the place of use. For information about this, please contact the person
responsible at the company.

The functions described below are only available if WinPcap is installed.

PCAP OPTIONS

The menu point <Diagnosis><Pcap><Options> is used to call up a dialog that allows settings relevant to running
WinPcap to be made. All settings made in this dialog are part of the project backup.

- -
_* Pcap Optionen (Pcap Version 4.1.3) u
-
Pcap Optionen
Ziel @ Datei E]
) Pfad CAUsers\OTH\Documents\BACeye\Standard Project | |_|
Start @ Normal
@) Zeitgesteuert Startzeit Dauer (Stunden : Minuten)
Montag, 30. November 2015 17:05:26 & E| | o) o5
Filter @ UDP + Port
() Text =
Promiscuous Modus auf Interface anwenden OK | [ Abbrechen l
—

The dialog shows in the title the currently installed version of WinPcap.

Destination
The options <File> or <Path> are for defining the memory location for the network recordings

File: An actual destination file (*.pcap) for the network recording can be defined via the file selection
dialog by using the < ... > button. All network recordings are then written to this file, whereby
an existing file is overwritten every time a new network recording starts. If no file is defined,
the destination file is requested via the file selection dialog every time a network recording
starts. This is the default setting.
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Path: A destination folder for saving the network recordings can be defined via the folder selection
dialog by using the < ... > button. The current standard project path of BACeye is preset here.
The file names are generated automatically with the aid of the current system time. This means
that when the system time is 26.10.2015 09:35:46.860, a file name
20151026_093546_860.pcap is issued This ensures that a new file is created every time a
network recording starts.

Start
A choice of <Normal> or <Time-controlled> is available as the start option.

Normal: A network recording is started via the menu point <Diagnosis><Pcap><Start>. This is the
standard setting.

Time-controlled: A network recording starts at a defined time (max. +25 days) and is of a defined duration
(max. 23 hours + 59 minutes).

Start ) Normal
© Zeitgesteuert gy v it Dauer (Stunden : Minuten)

Donnerstag, 17. Dezember 2015 08:42:45 3 v | | 2| | 30

Time control requires an actual file or a folder to be configured as the destination.
If BACeye is not run at the defined time or if a network recording started in the normal way is
running at this time, the start does not take place.

Filter
<UDP + Port> or <Text> are available as filter options.

UDP + Port: The filtering is done on UDP (User Datagram Protocol) and the port number set in the
communication settings under "UDP Port". This is the default setting.

Text: Allows the free entry of filters in BPF(Berkeley Packet Filter) syntax. The last 10 filters used are
marked and are available for selection via the combo-box. Leave the field blank if no filter is
to be used.

Filter ) UDP + Port

@Ll'ext udp port 47825 -

A description of the BPF syntax can be found at www.winpcap.org/docs under "The WinPcap

manual and tutorial..." in the "WinPcap user's manual" in the section "Filtering expression
syntax".

Promiscuous mode
Via the <Apply Promiscuous mode to interface> checkbox, Pcap is given the ability to read the entire incoming
data traffic at the network interface set up in this mode. This option is activated in the standard setting.
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RUN PCAP

A network recording can be started via the menu point

If "File" is selected as the destination in the Pcap options but if no file is specified, the destination file is now
scanned for this network recording via the file selection dialog. If a destination file is defined in the options and

if it already exists, the user is asked whether this file may be overwritten.

As soon as the network recording is running, it can be ended again via the menu point
. This also applies if the network recording was automatically started with time

control.

Network recordings made in this way can be read and analysed via tools such as Wireshark

(www.wireshark.org).

If the NPF (NetGroup packet filter) driver is not run at the time when a network recording starts, the following

error message appears.

~ 5
Erfassung von Metzwerkverkehr 2l Erfassung von Netzwerkverkehr [i_:hJ
K Failedto identify WinPcap device! K Failedto identify WinPcap device!
{ v | Details anzeigen | ~ | Details anzeigen
Mo interfaces found! Make sure libpcap/WinPeap is properly
QK installed on the local machine,

When Pcap is installed, it is possible to determine whether the NPF driver should be started automatically. If
not, it must be started manually before the start of a network recording. This requires the command line entry

to be called up as Administrator and the run the command "sc start npf" in it.

[ ]
EX Administrator: C:\Windows\System32\cmd.exe |£IEI_E_hJ

C:sWindowsssystem32>sc start npf

SERVICE_NAME: npf
TYPE KERMEL_DRIVER
STATE RUNMING
(STOPPABLE. NOT_PAUSABLE. IGNORES_SHUTDOUN>
WIN3Z_EXIT_CODE CBx@>

SERUICE_EX1T_CODE CBx@>
GHECKFPOINT
WAIT_HINT

I

The driver can be ended again later via "sc stop npf".
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14. Proprietary text assignment

The "Proprietary text assignment" function enables BACeye to name proprietary object types, properties and

enumerations.

Proprietary object and properties are manufacturer-specific extensions. The number range reserved for
proprietary object types extends from 128 to 1024, and that of the proprietary properties ID extends from 512
to 4194303 (hex. 3FFFFF). In BACeye, the proprietary object types and properties are designated as standard
in the form "proprietary <number or ID>“ This designation can be defined via the proprietary text assignment.

The proprietary text assignment is configured via the menu point <Edit><Proprietary text assignment>. An
"Edit proprietary text assignment" dialog is called up that initially appears as follows.

F ™
.+ BACeye - Proprietére Textzuordnung bearbeiten @M

Proprietdre Textzuordnung

Vendor-Id: - E]

Objekte | Properties | Enumerationen

Proprietdre Objekttypen

Nummer Name

GIS

|[ Abbrechen ]

The <OK> button is used to save changes. The button is active as soon as the user has made a change. <Cancel>
rejects changes. An appropriate warning notice is issued in this case.

Vendor ID

The manufacturer’s unique identification number must be entered in the “Vendor ID" field. This can be found
in the detail view of a device object in the "Vendor Identifier" field. The B button to the right of the field is
used to add the entered Vendor ID to the list of known IDs. This is then located in the selection of the field and
associated data can be entered in the tab control underneath. The tab control contains tabs for managing the
text assignments of proprietary object types, properties and enumerations with regard to the respective
selected Vendor ID. A selected vendor ID and the associated data can be deleted again after confirmation by
using the & button.
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NAMING PROPRIETARY OBJECT TYPES

The list of text assignments of proprietary object types is managed under the "Objects" tab. The & and &
buttons can be used to add new entries to the list or to delete existing ones. To delete, select the entries to be
deleted in the list and confirm the safety question after pressing the & button. Alternatively, <Delete selected
text assignments> can be run via the context menu. Double clicking on an entry calls it up for editing.

F B!
.+ BACeye - Proprietére Textzuordnung bearbeiten @M

Proprietdre Textzuordnung

Vendorld: 50~ (4] [—)

Objekte | Properties | Enumerationen |

Proprietdre Objekttypen

Nummer Name

GIS

[ ok ]| Abbrechen |

To create or edit the text assignment of a proprietary object type, a "Name proprietary object type” dialog is
opened that enables the object type number and the name to the used for this type to be entered.

Proprietdren Objekttyp benennen - =

Proprietarer Objekttyp Vendor-Id: 30

Nummer 128

MName Mew objecﬂ

0K || Abbrechen

Confirming the entry with <OK> validates that

- the number is unique, in other words is not already taken by another name.

- the number has a valid value in the range of 55 to 1024. The first unused value in the standard was
set as the lower limit, rather than 128.

- the name is not blank or contains only spaces.

- the name has not already been issued.
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NAMING PROPRIETARY PROPERTIES

The list of text assignments of proprietary properties is managed under the "Properties" tab. The Hand &

buttons can be used to add new entries to the list or to delete existing ones. To delete, select the entries to be

deleted in the list and confirm this after pressing the & button. Alternatively, <Delete selected text

assignments> can be run via the context menu. Double clicking on an entry calls it up for editing.

F B!
.+ BACeye - Proprietére Textzuordnung bearbeiten @M

Proprietdre Textzuordnung

Vendorld: 50~ (4] [—)

Objekte | Properties | Enumerationen

Proprietdre Properties

Property-1d Mame Enumeration

521 An enumeration property New enumeration

518 MNew property

GIS

[ ok ]| Abbrechen |

To create or edit the text assignment of a proprietary property, a "Name proprietary property“ dialog is opened

that enables the property's ID and the name to be used for this property to be entered. If the property has an

Enum type, a corresponding named enumeration can be assigned as an option.

Proprietdre Property benennen

Proprietare Property Vendor-1d: 50

(]

L=

Property-Id 521

MName An enumeration property

Enumeration | New enumeration - ]

[ ok || Abbrechen |

|

Confirming the entry with <OK> validates that

- the property ID is unique, in other words is not already taken by another name.

- the property ID has a valid value in the range of 387 to 4194303. The first unused value in the standard

was set as the lower limit, rather than 512.
- the name is not blank or contains only spaces.
- the name has not already been issued.

MBS GmbH | Romerstrale 15 | 47809 Krefeld | Tel. +49 21 51 72 94-0 | info@mbs-software.de

BACeye — MANUAL 72


mailto:info@mbs-software.de

NAMING PROPRIETARY ENUMERATIONS

The list of text assignments of proprietary enumerations is managed under the "Enumerations" tab. The & and
& buttons can be used to add new entries to the list or to delete existing ones. To delete, select the entries to
be deleted in the list and confirm this after pressing the & button. Alternatively, <Delete selected text
assignments> can be run via the context menu. No deletion is performed as long as one of the selected
enumerations is being used by a property. A corresponding message appears for this. Double clicking on an

entry calls it up for editing.

-
_* BACeye - Proprietdre Textzuordnung bearbeiten E@u

Proprietdre Textzuordnung

Vendorld: 50 = [4](—)
Enumerationen

Proprietdre Enumerationen

Enumeration

[ ok ]| Abbrechen |

To create or edit the text assignment of a proprietary enumeration, a “Name proprietary enumeration” dialog
is opened that enables the name to be entered and the list of the enumeration values to be edited. The ( and
& buttons can be used to add new values there or to remove selected ones. Deleting is also possible with the
<Del> key on the keyboard. The values of the enumeration are assigned consecutively, starting with 0. The
designation of the associated value can be edited by clicking twice on a field in the "name" column. The @l and
& buttons can be used to move the names of selected entries in the list in the direction of the arrow.
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Proprietdre Enumeration benennen — - i E

Proprietare Enumeration Vendor-1d: 50

Name MNew enumeration

I Werte | Wert Name
I 0 Zero <
1 Cne
2 Two
| s
4 Four
Fve
6 Six
Seven -

' BE @

I OK I [ Abbrechen

Confirming the entry with <OK> validates that

- the name is not blank or contains only spaces.
- the name has not already been issued.

- allvalues are named.
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