
Disinformation Spread via Deepfake Technology 
Nefarious actors will likely exploit deepfake technology to spread misleading news from politicians, 
impersonate established institutions, and commit crimes. Deepfakes are synthetic media generated 
with artificial intelligence (AI) technology to create believable and realistic videos, pictures, audio, and 
text of events that never happened. According to an Italian-based research organization, deepfake videos 
identified online doubled in six months since January 2020, with the United States being the most targeted 
country of this content (50.1%). 

• On March 16, a deepfake video of Ukrainian President 
Volodymyr Zelenskyy telling citizens to surrender to Russia 
spread online after broadcasting live on a prominent Ukrainian 
news network. The network later disclosed that criminals 
hacked both their live broadcast and website. In the following 
days, a deepfake video of Russian President Vladimir Putin 
declaring that Russia and Ukraine reached a peace agreement 
circulated online. The video was an edited version of a speech 
Putin gave on February 21, dubbed over with new audio.  

• In September 2021, scammers created a deepfake video of Oleg Tinkov, founder of one of the 
largest banks in Russia, Tinkoff Bank. The video showed Tinkov promoting a bonus giving every 
client that used the bank’s investment tools 50 percent of the investment amount added back to 
their account. The video shared a link that led users to a spoofed bank website that stole their 
information. The official bank website made no mention of this “bonus.”

• In 2019, a California woman lost $300,000 after falling victim to a scheme using deepfake videos. 
She met an individual, who pretended to be United States Naval Academy Superintendent Vice 
Admiral Sean Buck, through an online dating site. The woman video-chatted with the man several 
times not knowing that she was watching edited clips of publicly available videos of the real Vice 
Admiral Buck. The scammer, in coordination with others, convinced the woman to send money to 
help release him from an overseas prison. Each time she chatted with “Buck,” he would appear on 
camera in uniform. 

Deepfakes present advanced visual disinformation that is increasingly difficult to detect as the AI becomes 
more advanced. Identifying deepfake content will help citizens in New Jersey avoid falling victim to 
disinformation campaigns. Analyzing the content will help identify any unnatural eye movements, facial 
expressions, body movement, coloring, or posture of the subject. Slowing down a video is also a good 
method to identify any inconsistencies such as misalignment of images or poor lip-syncing.
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