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Critical Infrastructure Cybersecurity (C®) Voluntary Program &
The New Jersey Office of Homeland Security and Preparedness Regional Event

Managing Cyber Risk - Resources for State and Local Governments and Small and

Midsize Businesses
September 16 - 17, 2015
Hamilton, New Jersey

Day 1 — September 16, 2015
2:00pm - 3:00pm Arrival and Registration

3:00pm — 3:30pm Opening Remarks
e Chris Rodriguez, Director, N.J. Office of Homeland Security and Preparedness
(NJOHSP)

3:30pm - 4:30pm C® Voluntary Program Overview and Status Update
o  Chris Duvall, Section Chief, IT and Communications Sectors, Industry
Engagement and Resilience (IER), Office of Cybersecurity and
Communications (CS&C), Department of Homeland Security (DHS)

5:00pm — 7:00pm Networking Event for Conference Attendees
Optional networking event for workshop attendees.
e Location: Spigola Ristorante, 3817 Crosswicks Hamilton Square Rd., Hamilton
Township, N.J. 08691

Day 2 — September 17, 2015

9:00am —9:15am Welcome and Opening Remarks from New Jersey Official
o David Weinstein, Deputy Director, NJOHSP

9:15am — 10:00am Panel Discussion - The NIST Cybersecurity Framework: A National Perspective
Representatives from regional governments and companies using the Framework
discuss their experiences to date and how different organizations and sectors are
beginning to think about critical infrastructure planning to encourage Framework use.

Moderator: Chris Duvall, Section Chief, IT and Communications Sectors, IER, CS&C,
DHS

Panelists:
e John Essner, CISO, Director Statewide Office of Information Security, N.J.
Office of Information Technology
o Robert Mayer, Vice President, Industry and State Affairs, USTelecom
Association



10:00am — 10:15am

10:15am — 10:30am

10:30am — 11:15am

11:15am — 11:25am

11:25am —12:15pm

12:15pm - 1:45pm

1:45pm — 2:30pm

e Jonathan Smith, Director, Risk Management, Commonwealth Security and
Risk Management, Virginia Information Technologies Agency
e Greg Witte, Senior Security Engineer, G2 Inc.

U.S. Department of Homeland Security Keynote
e  Rall Perales, Assistant Secretary, Private Sector Office, Office of Partnership
and Engagement, DHS

Break

Panel Discussion — Cyber Threat Information Sharing

Panelists will share SLTT Framework use cases, discuss ISAOs and the Multi-State
Information Sharing and Analysis Center (MS-ISAC) Managed Security Services, and
highlight information sharing tools and resources available for public use.

Moderator: Bradford Willke, Cyber Security Advisor, Program Manager, CS&C, DHS

Panelists:
e Brian Calkin, Vice President of Operations, Center for Internet Security
e Brian Scully, Deputy Director for Strategy and Policy, Office of Infrastructure
Protection, NPPD, DHS
o Dave Weinstein, Deputy Director, NJOHSP

Break

Panel Discussion - Cybersecurity in the C-Suite

Panelists will discuss how they are integrating cybersecurity into their organizations’
comprehensive enterprise risk management, identify best practices, and suggest ways
information security officers can successfully approach their leadership to do the same.

Moderator: Dave Weinstein, Deputy Director, NJOHSP

Panelists:
e Craig Newman, Litigation Partner, Patterson Belknap Webb & Tyler LLP and
Chair of its Privacy and Data Security Practice Group
e Brian Rudowski, Manager, IT Security, Public Service Enterprise Group
e Wayne Staub, Vice President, Member Services, New Jersey Business &
Industry Association
e Stephen Campbell, Strategy Advisor, eosedge Legal

Lunch — Please refer to the lunch options page in the logistics packet, located on the
registration table

Panel Discussion — Tools and Resources for Local Governments
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2:30pm — 2:40pm

2:40pm — 3:30pm

3:30pm — 3:45pm

Panelists will weigh in on offerings for local governments and how those can be best
used to fit a government’s cybersecurity maturity, including hands-on support.

Moderator: Chris Duvall, Section Chief, IT and Communications Sectors, IER, CS&C,
DHS

Panelists:

o Bradford Willke, Program Manager, Cyber Security Advisor Program and
Cyber Security Advisor, Mid-Atlantic Region, CS&C, DHS

e Greg Scheidel, Chief Security Officer, Science Applications International
Corporation

e Thomas Duffy, Chair, Multi-State Information Sharing and Analysis Center,
Center for Internet Security

e Erin Meehan, Program Lead, State, Local, Tribal, and Territorial Cybersecurity
Engagement Program, CS&C, DHS

Additional time for previous panel, transition to next panel

Panel Discussion — Cyber Risk Management for Small Business

Local business leaders provide insights on their cybersecurity practices, lessons
learned, and case studies. A member of DHS will describe the Department’s offerings
for SMBs, in particular the C* Voluntary Program SMB Toolkit.

Moderator: Chris Duvall, Section Chief, IT and Communications Sectors, IER, CS&C,
DHS

Panelists:
e Thad Odderstol, Director, IER, CS&C, DHS
e Ola Sage, CEO, e-Management
e Matthew Eggers, Senior Director, National Security & Emergency
Preparedness Department, U.S. Chamber of Commerce

Closing Remarks
e Thad Odderstol, Director, IER, CS&C, DHS
e Dave Weinstein, Deputy Director, NJOHSP



