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The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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Webinar 1: Creating a Culture of Cybersecurity at Work
» Passwords! » Patches and updates
» Two-Factor Authentication (2FA) < Remote Access Security
» Social Engineering » Social Media

« BYOD Policy * Incident Reporting

Webinar 2: Connected Communities - Staying Safe While Connected

» Free Tools and Resources » Importance of Updates

» Safe-Browsing » Safe-Browsing

« Social Media Threats » Malvertising & Spearphishing

»  WIiFi Security Risks » Drive by downloads & Exploit Kits

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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Why Is this important?

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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Risk

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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Risk

Vulnerability + Threat + Consequence

Capability  Intent

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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Macro level

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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Image Source: Wikipedia

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations

Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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More connected.

X =

More risk.

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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Topics

* The Internet of things ¢« Medical Devices

« Smart Home  Digital Footprint

« Payment Tech  ToS - SLA - what?!

* \Wearables  |dentity Theft Protection

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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Internet of Things...

bubbie™ 12.0kg

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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Smart Home
Risk vs. Benefit

These WiFi devices simplify our homes and lives.
» Rapid market growth, lack of security precautions.
 Easy for hackers to infiltrate to gain access to other devices.
» The dangers of a unsecure IoT Tea pot.

How to make IoT more secure:
» Change admin/default passwords to strong, unigue passwords.
 Turn off or disconnect from network when not in use.
 Frequently check for updates or enable auto-updates.
* Disable unnecessary features/functions.

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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Wearables

Wearables
 Tracking GPS locations.
 Provide access point to phone and information.
« Can contain medical information.
Preventative steps:
« Limit use if possible/Disable.
 Strong passwords.
« Update software/drives.

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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Medical Devices

“Medical devices are notoriously insecure and easy to hack” — Symantec

Pacemakers Infusion pumps
Ventilators _ Detibrillators

Patient monitors .. Insulin pumps

PAC System -7 Blood Gas Analyzer

Anesthesia devices "~ MRI/CT Scanner

Laboratory equipment Medical Lasers

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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Medical Devices
Cyber firm TrapX: Case Studies

Case study 1

Hospital with very strong suite of cyber defense tools and staff
» Persistent attack detected attributed to (3) blood gas analyzers
* IT department workstation compromised

« Data exfiltrated to an undisclosed location in Europe’

Case study 2

Hospital with standard cybersecurity tools, one key security staff

* Picture archive and communications systems (PACS) compromised
* Enabled the infection of a key nurse’s workstation

« Confidential data was found to be exfiltrated to China

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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‘ Medical Devices

You, the Patient Physician, Hospital

Payer (insurer)

Discharge Data

Image Source: thedatamap.org

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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Payment Tech

EuroPay, MasterCard, Visa (EMV)

IN Near-Field Communications (NFC)

" Pay Sl\glgl\llNG .1

“® pay,

Y

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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Payment Tech

“Out with the old, in with the new”

Magnetic Strip

« Vulnerable process in place since 1970s

« Easy target for criminals to steal data, replicate cards
EMV

* Creates a unique digital “token” for each transaction

« US Government and businesses are slow to implement

« Secure 2 level authentication: RFID and Encrypted password
« Authorization/verification by PIN

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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Payment Tech

>

 Set up through mobile apps, banks
 Immediate notification of transactions
* Provides time, merchant, amount

Transaction Notifications I Amenican exeress

LAST TRANSACTION

Other options e $39.39
* Receive daily balances or transaction

Thank you. We received your payment for

notifications via text message, email

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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Digital Footprint

Danger of exposing to much personal information online.

- Doxing — unauthorized released of personal information

- Social engineering by email, phone, social media, in-person
Repercussions

- Easier to create and implement social engineering attacks

- Expose security question answers and passwords
Mitigation

- Limit online presence, public social media exposure

- Google yourself, request removal

- Review all privacy settings

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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Digital Footprint

People Search Sites:
« Acxiom * PrivateEye
« BeenVerified PublicRecord360
« CheckPeople Radaris
 Intelius « Spokeo
« LexisNexis » USA People Search
« Mylife » US Search
« PeekYou * White Pages
» PeopleFinder « ZabaSearch
« PeopleLookup Zoominfo
* PeopleSmart

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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ToS — SLA

Terms of Service (ToS) — Terms & Conditions

* Rules which one must agree to abide by in order to use a service
« Mainly used for legal purposes, by websites and internet service providers, that store
a user's personal data, such as e-commerce and social media.
» Legitimate ToS agreements are legally binding & may be subject to change
Service Level Agreement (SLA)
« Part of a service contract where a service is formally defined.
» Particulars— scope, quality, responsibilities — agreed between the provider &user.

» For example: Internet Service Providers (ISPs) and telecommunications companies

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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facebook =

Statement of Rights and Responsibilities

This Statement of Rights and Responsibilities ("Statement,” "Terms," or "SRR") derives from the Facebook Principles, and is our terms of service that governs our relationship with users
and others who interact with Facebook, as well as Facebook brands, products and services, which we call the "Facebook Services” or "Services". By using or accessing the Facebook
Services, you agree 1o this Statement, as updated from time to time in accordance with Section 13 below. Additionally, you will find resources at the end of this document that help you
understand how Facebook works.

Because Facebook provides a wide range of Services, we may ask you to review and accept supplemental terms that apply to your interaction with a specific app, product, or service. To
the extent those supplemental terms conflict with this SRR, the supplemental terms associated with the app, product, or service govern with respect to your use of such app, product or
service 1o the extent of the conflict.

1. Privacy

Your privacy is very important to us. We designed our Data Policy to make important disclosures about how you can use Facebook to share with others and how we collect and
can use your content and information. We encourage you to read the Data Policy, and to use it to help you make informed decisions.

2. Sharing Your Content and Information

1. For content that is covered by intellectual property rights, like photos and videos (IP content), you specifically give us the following permission, subject to your privacy and
application settings: you grant us a non-exclusive, transferable, sub-licensable, royalty-free, worldwide license to use any IP content that you post on or in connection with

Facebook (IP License). This IP License ends when you delete your IP content or your account unless your content has been shared with others, and they have not
deleted it

backup copies for a reasonable period of time (but will not be available 1o others).

3. When you use an application, the application may ask for your permission to access your content and information as well as content and information that others have
shared with you. We reguire applications to respect your privacy, and your agreement with that application will contral how the application can use, store, and transfer
that content and information. (To learn more about Platform, including how you can control what information other people may share with applications, read our Data
Paolicy and Platform Page.)

4. When you publish content or information using the Public setting, it means that you are allowing everyone, including people off of Facebook, to access and use that
information, and to associate it with you (i.e., your name and profile picture).

5. We always appreciate your feedback or other suggestions about Facebook, but you understand that we may use your feedback or suggestions without any obligation to
compensate you for them (just as you have no obligation to offer them).

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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Twitter Terms of Service

These Terms of Service ("Terms”) govern your access to and use of our Services, including our various websites, SMS, APls, email
notifications, applications, buttons, widgets, ads, commerce services (the "Twitter Services"), and our other covered services that link to
these Terms (collectively, the "Services"), and any information, text, graphics, photos or other materials uploaded, downloaded or
appearing on the Services (collectively referred to as “Content™). Your access to and use of the Services are conditioned on your
acceptance of and compliance with these Terms. By accessing or using the Services you agree to be bound by these Terms.

1. Basic Terms

You are responsible for your use of the Services, for any Content yvou post to the Services, and for any consequences thereof. Most
Content you submit, post, or display through the Twitter Services is public by default and will be able to be viewed by other users and

through third party services and websites, Learn more here, and go to the account settings page to control who sees your Content. You

Tip: What you say on the Twitter Services may be viewed all around the world instantly. You are what you Tweet!

8. Restrictions on Content and Use of the Services

or terminate users, and to reclaim usernames without liability to you. We also reserve the right to access, read, preserve, and disclose any

information as we reasonably believe is necessary to (i) satisfy any applicable law, regulation, legal process or governmental request, {ii)
enforce the Terms, including investigation of potential violations hereof, (iii) detect, prevent, or otherwise address fraud, security or

technical issues, {iv) respond to user support requests, or (v} protect the rights, property or safety of Twitter, its users and the public.

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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Identity Theft Protection

If you were the victim in a disclosed data breach
« Take advantage of credit monitoring and identity theft protection services
» Change all passwords
» Use online banking resources to regularly check balances, receive notifications
 Identify Theft Resource Center (ITRC)

Consider year-round identity theft protection for you and family members
« Value is in the insurance and monitoring, not in prevention
e Children’s SSN are also valuable to criminals
» Never been used, unlikely to be monitored by credit bureaus
e [TRC: Child Identity Theft Indicators: A Guide for Parents

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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Cybersecurity Strategy

Routine practices:

» Update software
 Standalone backups
* Image hard drive

« Limit privileges

* Reset passwords

* Report incidents

Awareness:

« Social engineering tactics
« Scams and fraud alerts

« Spearphishing

« Safe-browsing

» Password management

* What to do when...

Cannot eliminate threat — Must manage risk

Image Source:
firehost.com

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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Survey

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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What iIs the NJCCIC?

The State's one-stop shop for cybersecurity information sharing, threat
analysis, and incident reporting.

- Collaboration between engineers and analysts

- Fusion of technical & non-technical sources

- Promote statewide awareness of local cyber threats
- Facilitate widespread adoption of best practices

- Reduce our members’ cyber risk

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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ABOUT US RESOURCES CONTACT REPORT

DEFENDING DIGITAL DENSITY.

MANAGING CYBER RISK FOR LOCAL GOV'T AND SMALL
BUSINESSES

The New Jersey Office of Homeland Security and Preparedness (OHSP) and the U.S. Department of Homeland Security (DHS) are collaborating to present a
day and a half-long cybersecurity workshop for local businesses and government. The event will feature remarks and insights from OHSP Director, Chris
Rodriguez, top DHS officials, and a variety of expert panelists from across industry and government.

WEEKLY BULLETIN CYBER ALERTS

e TETICTIT I TeT POTTITS T S ™

Intelhgence Center (ROIC), the NJCCIC brings together analysts and engmeers to promote statewu:le awareness of local cyber threats and w1despread adoptlon of best practices.
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Questions?

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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Contact:

D4 NJCCIC@cyber.nj.gov

Yy @NJCybersecurity

AN -
wWww r.n . V
cyber.nj.go

The New Jersey Cybersecurity and Communications Integration Cell (NJCCIC) is the State's one-stop shop for cybersecurity information sharing, threat analysis, and incident reporting. Located at the Regional Operations
Intelligence Center (ROIC), the NJCCIC brings together analysts and engineers to promote statewide awareness of local cyber threats and widespread adoption of best practices.
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