QUICK REFERENCE GUIDE Magtek Bullet and USAePay

Time: Tools: Difficulty:

5 Minutes +  No Tools Required Easy
~ g
Magtek Bullet and USAePay Manual Smart 360 POS™

Using the Magtek Bullet with USAePay encryption is quick and easy!

To begin the set up of your Magtek Bullet, connect the Magtek Bullet to your Smart 360 POS tablet via
Bluetooth. To do this, go to the “Settings” application and select “Bluetooth”, making sure it is
switched to “On”.
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Select the Magtek Bullet if it is not under the “Paired” table. After the tablet and Magtek Bullet is paired.
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Choose “Card Reader Setup”. Choose the Magtek Bullet as your card reader and select “Ok”.
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Go back to the “Settings” page and select “Payment Processing”. Make sure “Express Checkout” is
disabled.

** |f you are unable to disable it, please contact Smart 360 POS support at support@smart360pos.com or
call us at 1-866-961-6673, as we will need to register you as an authorized USAePay merchant.
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Once you are able to disable “Express Checkout”, select the “Other Payment Processing” option, and
select the “usaepay” option. You will be prompted for your “Secure Key” and “PIN”
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The “Secure Key” and “PIN" could be found on your Merchant account on the USAePay official
website at http://www.usaepay.com. To access your Secure Key and PIN, log in to the USAePay
Merchant portal with your username and password.
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Go to the “Settings” tab and select “Source Keys”.
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Openssl Heartbleed Update
04/11/2014

As you may already be aware, information and vulnerability checking tecls are flooding the internet in
response to the announcement of the critical vulnerability in OpenSSL, known as the Heartbleed bug. The
OpenSSL Libraries are used by over two thirds of companies on the internet to secure their communication,
including personal or private customer data, login information, e-mail addresses and mare

USAePay’s Response to Heartbleed

On Menday, 4/7, USAePay patched all affected servers within a few hours of the anncuncement. Between
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You will see all your source keys and Secure Keys. There is always a default Secure key named “vterm”.
Select edit on vterm, or, if you want to add a new source key, select Add New Source Key. Create a PIN

and generate the Secure Key if necessary. Enter these values on the Smart 360 POS application. You are
now ready to start using your Magtek Bullet!
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