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B A C K G R O U N D

On September 11th, 2001, New York first responders became intimately aware of the tragic failings of their dedicated private 

radio communications network. The most critical failure occurred at the very outset of the horror as 911 operators’ lack of 

visibility into the situation all but compounded the loss. Their orders to victims, trapped above the points of impact, to re-

main where they were and not attempt evacuation was a direct by-product of faulty communications. And later, as the north 

tower followed the south to implode under fire-induced structural failure, radio network repeaters melted away, making it 

again impossible for first responders at ground level to communicate immediate danger to those inside. Among the nearly 

3,000 people that died that day were 128 128 firefighters who’s death have been directly attributed to the failure of the first 

responder communications system. 

Immediately following the tragedy, the US government began laying the ground work for what would become one of the 

world’s first nation-wide first responder networks designed to move beyond these failure-prone closed communications 

systems. In their place would be born a dedicated hybrid system of overlapping public networks, specifically AT&T and 

Verizon’s national 3G and 4G LTE networks to create a fail-safe communications grid that would guarantee never to repeat 

the failures of 9-11. Under the jurisdiction of the Department of Commerce and the National Institutes of Standards and 

Technology (NIST) and Public Safety Communications Research (PSCR) FistNet, the First Responder Network Authority 

was born. 

In 2012 the governing agency, PSCR body and NIST launched a project to define the specifications of a new, unified, in-

teroperable system. Given the unique demands of the network that was envisioned, a truly innovation dynamic bandwidth 

orchestration solutions was required. As Nokia was already involved, they needed to look no further than their own incubated 

partner, Finland-based Cloudstreet who was soon invited to join in the effort to build out the specification.   

Today the consortium is delivering the blueprint for the world’s first pan-network system to support the gamut of first re-

sponder critical communications applications and devices from police vehicle and body cameras to data and cloud integra-

tion along with a comprehensive set of voice-based services essential to public safety and security. 

In this case study we provide a sneak peak at the ground-breaking innovations that will make this world-leading system 

possible. We’ll look at how Cloudstreet’s unique Software Defined and Function Virtualized (SDN/NFV) Network Slicing 

solution that will allow FirstNet to provide SLA-assured bandwidth allocation and network capacity orchestration to serve 

their life-saving mandate from coast-to-coast. We’ll talk about the unique challenges, different high-demand use cases and 

the solution that these world-leaders in Critical Communications have developed. 
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THE CHALLENGE

In the wake of 9-11, and in the years leading up to the formation of FirstNet, a consortium of First Responders, government 

agencies, and network technology innovators including Nokia and Cloudstreet went to work identifying the complex chal-

lenges of creating a truly interoperable nationwide communications network. It was an ambitious but essential mission  - a 

multi-generational leap forward that would migrate an entire nation’s public safety communications system off of closed 

private networks to multiple, interoperable public networks to ensure an unparalleled level of redundant coverage for first 

responders. 

The challenges of the FirstNet initiative were both technological and business-related. But as we will explore in this case 

study, the integration of key enabling technologies, and principally Cloudstreet’s Dynamic Profile Controller™ (DPC™), have 

directly served to address the business challenges as well.  But let’s begin by looking at the technological challenges and how 

those helped to define the solution that FirstNet and PSCR are specifying today. 

To be able to launch any services on top of any network, you need to have coverage first and capacity second. Thus, when 

contemplating the idea of building out a dedicated, full-featured mobile network, and especially for critical communica-

tions, these two requirements must be looked at in very precise detail. But all of this all starts with the singular medium that 

enables both modalities - coverage and capacity – to be delivered, namely radio frequency spectrum. While there was a time 

before 2G and 3G that the world’s carriers, government regulators and network engineers enjoyed an abundance of available 

wireless spectrum to auction, allocate and re-purpose at will, those days are now behind us. 

Today, spectrum is a finite resource. There simply will never be enough radio frequency spectrum to serve our expanding 

mobile networks, and new frequency opportunities are few and far between. Proof of this can be seen in the arrival of the 

first telecom generation, 5G that will see no significant expansion to its frequency spectra (spare Millimeter wave or mmWave 

technologies). Rather, 5G will be largely a virtualized overlay that looks to “simply” use existing spectrum more efficiently. 

This is certainly true of FirstNet, which is in its very essence a 5G deployment, and why Cloudstreet’s dynamic bandwidth 

management and orchestration capabilities are absolutely essential to it. 

In direct relation to this, FirstNet defines a major departure from earlier generations of dedicated critical communications 

networks. Before the project was fully off the ground, FirstNet had overseen the auction and sale of its old, outmoded TET-

RA (Terrestrial Trunked Radio network)-style TDMA frequency band, returning some $37 Billion dollars to US taxpayers. 

While this spectrum has intrinsic value, its value as a radio-only network was next to nil in the context of what the FirstNet 

consortium was defining. 

In order to fully understand the technological challenges of the FirstNet initiative it is important to get a clear pic-

ture of what in both theory and practice it is replacing. While the US does not employ a TETRA network system ex-

cept very recently for the purposes of ground transport, the incumbent critical communications system in the US is very 

similar. TETRA uses TDMA network technology to provide a range of public-safety specific applications that go be-

yond standard one-to-one voice communications to provide for one-to-many and many-to-many capabilities. Designed
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to provide a dedicated, fail-safe, and more secure network communications for police, fire, ambulance, military and other 

first responders, TETRA quickly took off pretty much everywhere in the world except the United States. TETRA’s other 

advantages include more stable lines, and longer signal range, (thanks to the use of lower frequencies in the range of 8-150 

kHz). 

On the downside, TETRA networks, in their current configuration, are slow, costly to maintain and generally seen as a waste 

of much needed radio spectrum. But with the arrival of 3G and 4G cellular networks and the exploding demand for support 

of data-intensive applications for critical communications like video, these safety-essential networks are now in dire need of 

an upgrade. 

And here we enter the significant business challenges of the old system. While all critical communications stakeholders im-

mediately saw the opportunity to bring the new and powerful capabilities of 4G to public safety, they were never deployed 

in this capacity, and the economics behind that decision strikes at the very heart of not just the technology challenge, but 

indeed the business case challenge that FirstNet was mandated to address.   

Simply put, 4G LTE type technologies were prohibitively expensive to deploy on private networks, and their business mod-

els quickly evaporated through a lack of any economies of scale. Take Europe’s TETRA networks as an example. Deployed 

throughout the continent, they soon began to lag behind the rapid innovations taking place in the consumer and business 

handset market. While this single-use network with aging technology from end-to-end was just as costly to operate and 

maintain as a large-scale public network, it only had 1% of the mobile user base. It was also a waste of valuable and finite 

frequency spectrum. 

With no business case to make these essential network infrastructure overlays possible, the very concept of a private radio 

network turns it into a high risk resource. After all, it was the very failure of the U.S.’s own TETRA-style private network 

that came to a head on 9-11, inspired FirstNet and drove the consensus that something new was needed.

Add to this the fact that at present, there is no public safety network based even on 3G, though  this technology is used every 

day for public safety purposes. This means that even the extent to which public safety networks use public wireless spectrum, 

they are a generation-and-a-half behind.

Thus there was consensus that the only path forward would have to involve a new network built upon publicly available 4G 

LTE networks now only serving consumers and businesses from coast-to-coast. But how to ensure dedicated capacity for first 

responders. How would this network ensure that priority would be given to critical communications in a world of insatiable 

mobile bandwidth consumption and radically dynamic data usage patterns? 

And finally, how would the new network allow for real-time hand-offs from one network (say, AT&T’s), to another (say, 

Verizon’s) without dropping critical connections or losing data?  As we will see in the following section, these challenges not 

only helped to define the requirements of the FirstNet system, but found perfect alignment with the solution that Cloud-

street and its partners would propose. 
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THE SOLUTION

The advantages of combining public safety and commercial users and applications within the same network are significant. 

First is the ability to dramatically reduce the costs of network rollouts while increasing capacity and performance for a range 

of buyers, including the private sector.  At a time of shrinking cap ex budgets for infrastructure, allowing carriers to create 

cost efficiency and drive new revenues is critical.  

From a user perspective the advantages are just as enormous. While public safety users will always be assured state-of-the-art 

technology, in their hands and on their heads, consumer and business users will enjoy a range of never-before used and very 

practical features. Most importantly, our networks will be better-equipped to deliver essential safety features to all users. LTE 

also offers a full set of public safety-specific features, like push-to-talk and group call options. To date, these public-safety es-

sentials and even consumer-friendly features have not been widely used over the past decade of 4G LTE. One reason for this 

is that access to these features has been technically difficult, but also, and perhaps more importantly they have been lacking a 

business model to support them. But with the arrival of this blueprint and the soon to be launched full blown solution these 

issues disappear. But let’s take a closer look at the technology solutions at play that make all of this possible. 

It’s important to understand that it was not until the arrival of 4G/LTE that this vision for FirstNet truly came into focus. 

4G/LTE’s robust technology and architecture meant that traffic could be differentiated within a mobile network dynamically. 

This is not a feature of 4G but something that 4G allows to happen with the right mix of technologies. We now refer to this 

capability generically as “Network Slicing”. In this paradigm, we can not only maintain a set of static, dedicated bearers, but 

when the network is congested, we can lower capacity for some users and maintain it or increase it for others. And when 

this is done on the application level dynamically, the experience will remain the same for all users most of the time. With 

this ground-breaking development we can, for the very first time, utilize public spectrum and allocate it both statically and 

dynamically for the gamut of pubic safety applications including police vehicle and body-mounted cameras.Prioritized Mobile Bandwidth Delivery 
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In the previous graphic we see one of the more intuitive use cases for the FirstNet system and where Cloudstreet comes into 

play to deliver upon it. As anyone following the news, and particularly since the tragic shooting of Michael Brown in Fergu-

son, Missouri in 2014 and other highly publicized cases, state, local and federal officials have mandated the use of body and 

in some cases vehicle-mounted cameras for the capture and storage of continuous video from the field. Needless to say this 

poses a considerable technological challenge as regards available and reliable 4G bandwidth to deliver on this mandate. In the 

preceding example we see how, in simple terms Cloudstreet and its partner Airvisor (a provider of 4G enabled body cameras) 

solves this problem at the network architecture level while deploying Cloudstreet’s powerful Dynamic Profile Controller™.

Critical to the reliability factor of this use case is the ability to, where required “network hop” to ensure that life-critical com-

munications signals not be lost. The following network architecture graphic illustrates how on the macro-scale Cloudstreet 

delivers this essential functionality in the context of FirstNet. 

Of course there’s concern about the possibility of network congestion in emergency situations. But here the ability to deliver 

application-aware network traffic management, enabled by Cloudstreet eliminates, that issue as illustrated in the bandwidth 

allocation model table provided below. As a result, these networks will not are not only faster but also be much more reliable 

backed by rock solid SLAs.
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Users/Scenarios No Cloudstreet Bearers 1 Cloudstreet Bearer 2 Cloudstreet Bearers 

Cloudstreet User 1 N/A 16.8 Mbps@20/119 (worst)  14.4 Mbps@20/138 (worst) 

Cloudstreet User 2 N/A N/A 14.4 Mbps@20/138 (worst) 

Standard User 1 1 Mbps@20/119 (worst)  .84 Mbps@20/119 (worst)  .72 Mbps@20/119 (worst)  

Standard User 2 1 Mbps@20/119 (worst)  .84 Mbps@20/119 (worst)  .72 Mbps@20/119 (worst)  

Standard User 3 1 Mbps@20/119 (worst)  .84 Mbps@20/119 (worst)  
.72 Mbps@20/119 (worst)  

 

Standard User 4 1 Mbps@20/119 (worst)  .84 Mbps@20/119 (worst)  .72 Mbps@20/119 (worst)  

Standard User 5 1 Mbps@20/119 (worst)  .84 Mbps@20/119 (worst)  .72 Mbps@20/119 (worst)  
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So what may have seemed a radical idea – sharing once dedicated public safety networks with the rest of us – becomes less 

so in the context of a sliced 4G network. Just like the rest of us, public safety users have increasing need for broadband data 

connections. This has been taken into account in LTE standardization, with solid Quality-of-Service guarantees and capabili-

ties. As we will see in the next section where we look at some of the early results of the FirstNet initiative, SLA-based assur-

ances and guaranteed QoS/QoE are both the name of the game and precisely what Cloudstreet and its technology partners 

are delivering.

THE DYNAMIC PROFILE CONTROLLER™ (DPC™) 

The DPC™ provides an M2M interface for applications to request special profiles from the network while limiting the num-

ber of special profile users - delivered as “Dedicated Bearers” - in any one network. Dedicated Bearers enable us to manage 

resources to avoid network congestion by orchestrating profile delivery, prioritizing between applications and in some cases 

blocking access (including manual network intervention), to guarantee adequate capacity for priority applications.  Aligning 

with the principles and practices of Net Neutrality, this scenario will in most cases provide network capacity as requested and 

deliver a better user experience than that of traditional, default, Best Effort connections.  

Dedicated Bearers are formed using different QoS Class Identifiers (QCIs) and traffic flow templates. Here, the capacity 

delivered for a given application is controlled by scheduling weight in eNodeB components while jitter can be managed by 

IPpref classes. 

To this end, and in the context of FirstNet, Cloudstreet is now publishing APIs that allow applications to request dedicated 

bearers from the DPC™ along with integration technologies to connect the DPC™ to the PCRF (Policy Control and Charg-

ing Rules Function) and the PGW (Packet Data Network Gateway).

To learn more about the Cloudstreet DPC™ visit us at www.cloudstreet.co  

http://www.cloudstreet.co
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THE RESULTS

When it comes to ensuring life-essential connectivity and capacity the data is critical to making the case, and here FirstNet is 

at the very cutting edge.  The reliability figures in networks with technology like the Dynamic Profile Controller™ are close 

to 99.99% for mission-critical applications at 2 Mbps capacity. This alone will reduce the cost of rolling out public safety 

broadband networks to fractions, while allowing specialty equipment, like say purpose-built fire fighting devices, to be used 

on the same networks the rest of us use.

Aside from this ground breaking level of performance is what this newly designed virtualized network will bring both in 

terms of new innovation in the area of critical communications, but in the area of business growth and profit. FirstNet, by its 

very design will create an interoperable platform for private sector innovators to create new applications and devices, open-

ing up an entirely new business ecosystem for public safety technology. From ideas on how use cloud computing in real time 

patrolling, including real time face/text recognition, to accessing building plans, distributing live HD video from drones and 

even running virtual reality field training, the sky isn’t even the limit. Additionally, these new innovations will inevitably find 

their way to commercial deployment, providing additional licensing opportunities, sector growth, jobs and higher GDP. This 

would never have been possible or viable under the old models.

CONCLUSION

As is often the case with major innovations, there’s ample historical precedent for critical developments that come as a result 

of dire need and even tragic circumstances. Necessity is, of course, the mother of invention. In this case, it was precisely the 

problem of relying on a single, standalone, dedicated radio communications network that led to scores of unnecessary deaths 

including those of 128 firefighters. And it is precisely this problem, and by extension many others that FirstNet, Nokia, 

Cloudstreet and its other technology partners have solved. Rather than building out yet another burdensomely costly and 

failure-prone dedicated network, the FirstNet consortium has defined a low-cost, high return solution that goes well beyond 

directly addressing the core mandate of the initiative. This speaks to the very heart of what technology innovation is all about. 

FirstNet is a great example of how the needs of public safety and consumer and business applications can coexist safely and 

harmoniously in a single sliced network. As it is rolled out and a new kind of network built around the public safety feature 

set is defined for the world, it will also provide the blueprint for an unlimited number of new commercial services to be 

deployed that will allow transport, shipping and post services to access these same critical features. 

As an early adopter of these innovations, the U.S. and FirstNet are paving the way for similar developments in Mexico, 

Canada and Northern Europe. In parallel, Britain and Korea are developing modern hybrid networks along similar lines. No 

doubt it’s an exciting time for network architects and with public safety as a key driver, we expect this to be one of the very 

first use cases to demonstrate network slicing and especially SLA-assured network slicing on a large scale. Certainly there 

would be no better application for this essential new technology than in the mission to protect our citizens and save lives.
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