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Urgent Threats Forum
June 7-8, 2016
Objective
The main objective of the forum was to explore key risks faced by organizations today. Forum
participants discussed three key questions throughout the event:
1. What are the risks we face?
2. What are the impacts associated with those risks?
3. What strategies can we devise to reduce or eliminate those potential impacts?
A wide range of risks that affect global cities, from the New York City Metropolitan Region and
beyond, were discussed during the forum. These included severe weather, terrorism,
infrastructure dependencies and interdependencies, cyber-attacks and insider threats,
infectious disease and earthquakes. In addition, strategies to reduce the impacts associated
with these risks were discussed from the perspective of decision-making and risk management
tools such as corporate risk benchmarking, information sharing and situational awareness
platforms, and urban data and smart city technologies.
As part of the discussions participants were encouraged to think about not only current threats,
but those on the horizon, and where we are likely to be in the medium- to long-term. Are we
doing enough about current risks? What else could we be doing? What can the attendees do
together to be in a better position moving forward?

Keynote Address – Public-Private Partnerships to Address Risks
The first keynote address of the forum focused on the importance of assessing risks that can
impact us all and on public-private sector partnerships to address those risks.
Key Considerations:
 Public-private partnerships are sometimes difficult to initiate since the two sectors work
differently and there are often tensions between them. The U.S. is doing better in this
area today and the country is safer as a result.
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Each major event offers lessons for both sectors. For example, there were valuable
lessons learned after some difficult moments during and after Hurricane Katrina and as
a result New Orleans and other cities are safer today.

Some Success Stories & Models for Success:
 The U.S. Coast Guard is a good example of improved public-private partnerships. One
key example is how the agency is working with the private sector on maritime rules.
 The Federal Emergency Management Agency (FEMA) is also working well with the
private sector.
Continuing Challenges & Areas for Improvement:
 The Transportation Security Administration (TSA) needs to improve its efforts and
streamline airport security screening, every person is still being searched as if it was
their first time passing through security at an airport.
 Terrorists tend to attack stadiums, theaters, and other venues – all of which are likely
private sector owned and controlled.
 Cyber-security continues to be a major threat. While the threat could come from
nation states, the criminal element or terrorists, it could also be a 15 year old kid
hacking into a computer and creating a real problem. Whatever the source, the
likelihood of a cyber-attack is greater than that of a physical attack.
 Unfortunately some of the same questions that emerged after 9/11 are still being asked
today.
Potential Insights & Collaborative Strategies:






The private sector has amazing capabilities. Yet are CEOs engaged? Is an employee able
to get their message across to top management? The private sector also has some
valuable lessons in this area. Those involved in business continuity need to be able to
communicate with top management and with the CEO. This should be a constant
process and not only when there is a major problem. For example, if the need to
evacuate arises an organization should have thought about basic things such as the
need to also evacuate family members.
A key factor of success is to understand what people are thinking and what makes them
tick. Is that an area that the private sector should tackle?
There is a need to look at resilience from a scientific perspective in order to make the
country stronger. Strategic thinking is necessary when addressing risks such as security,
climate change, and natural disasters.
We need to be open to new paradigms. One approach to thinking about these issues is
to consider whether there is an Amazon or Uber that could be used for security and
resilience. The private sector approach to products and services is very different from
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the public sector service approach. Getting two agencies or organizations in the
government to work together is very difficult. Collaboration is often difficult unless the
White House gets involved.

The Overall Threat Landscape
The public and private sectors can work together to mitigate risks. This is an important goal of
the World Economic Forum which published an annual Global Risks Report that explores
perceptions about risks and discusses measures and tools to reduce them1. According to the
2016 report, over the last few years, concerns by those surveyed in areas related to societal,
geopolitical and environmental threats have become increasingly more important, overtaking
economic risks as the most important threats.
Although societal and geopolitical risks are the areas of greatest concern in the short-term,
there is increasing awareness that environmental concerns related to climate change and
water, for example, are becoming increasingly important.
Climate change and involuntary migration are two areas of concern where action by
governments is generally considered weak. There are also synergies in these two areas since
climate change is likely to contribute significantly to migration in the near future.
According to the Global Risks Report 2016 perceptions about top risks vary by region, but high
unemployment and the failure of national governance are two widely expected risks in many
parts of the world. In North America the top three concerns are cyber-attacks, extreme
weather, and data fraud or theft. In Europe the top concerns are involuntary migration, high
unemployment and fiscal crises. In South Asia, East Asia and the Pacific the main concerns are
extreme weather, natural catastrophes and national governance failures.
Some specific threats to business mentioned by those surveyed by the World Economic Forum
include:
 Economic recession and downturns
 Political upheavals and policy shocks
 Product boycotts and volatility in customer expectations
 Disruption through protests and social unrest
 Labor disputes and workforce challenges
1

The Global Risks Report 2016 is published by the World Economic Forum and is available at:
https://www.weforum.org/reports/the-global-risks-report-2016/
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Areas considered important to mitigate these risks include:
 Country risk assessments
 Supply chain resilience
 Political risk mitigation
 Reputation and brand positioning
 Cyber security efforts
 Human resources strategy
It’s also important to consider that while different regions may be concerned about different
threats, these geographic regions are interrelated by trade. That means that all these threats
can impact organizations in all regions.
Discussing these threats needs to be a part of the culture within organizations. Culture is one of
the most difficult things to change in an organization, and it highlights the difference between
management and leadership. Sometimes a crisis can be a catalyst to move some of these risk
mitigation issues forward since it may allow people that can affect change to come together.
Timing and information are extremely important in these cases and it is also critical to have
some potential solutions.

What Threats Are On Your Radars?
As part of a general introduction, participants discussed the risks, threats and challenges that
they were most concerned about. These included:












Internet of things
Internet of nothing (i.e., electric power goes out for a few months)
Cyber-attack combined with a physical terrorist attack
Insider threats on aviation
Ransomware attacks
Cyber threats and potential inability to work together to recover after an incident
Preparedness for telecommuting after a crisis: will infrastructure work to make that
possible?
Insider threat from both a cyber and an active shooter perspective
We need to push resilience and risk teams together to identify risks
Cyber-attacks and the challenges involved in being able to recover in a short amount of
time
Data integrity - as times to recovery goals decrease, data integrity becomes a major
issue
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Ransomware and complacency or lack of response to this threat
Disasters and threats to the health system, particularly as the health system is
undergoing significant changes, it is being digitized and is subject to increasing
regulations
Implementation of manual overrides to all electrical systems that don’t work when the
power is out
Media and the misinformation of the American public
The need to build a meaningful and early intervention system for police officers
Insider threat and the ability of an individual in one country to gain access into our
networks in other countries and to release data
Cyber, especially as the threat is constantly evolving
A big concern is the focus on “Star Wars” resiliency while having “Stone Age”
contingency
Augmented reality and artificial intelligence and the potential of these technologies to
recruit extremists to cause chaos
Salt water intrusion
Transitioning from legacy technology that dates back to the 1970s and 1990s
Complacency and getting people to care enough to do more in an age where people
have short attention spans
The impact of terrorism on many countries
Natural disasters and what we ought to be doing to get the public prepared for the
consequences
Cyber and data crime and how to address these threats from a business resilience
perspective
Infrastructure capabilities and the ability to keep them operating after a natural
disaster, especially in areas like Latin America and the Caribbean that are key to our
operations
New regulations that would add to the amount of time to meet regulations and
guidelines

Corporate Risk Benchmarking: Comparing Key Risks with Peer
Organizations
Discussions about risks and threats to organizations, particularly with the private sector,
generally reveal that cyber vulnerabilities and data breaches are typically a top concern. Almost
80% of those surveyed by the Disaster Recovery Institute International (DRII) selected
reputational damage from a data breach as the most likely threat to them. However, there is
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often disconnect in the sense that CEOs do not typically perceive this as a top priority. This
creates a divergence of opinion between CEOs and others in many companies.
Although surveys reveal that most people across different geographical areas are concerned
about vulnerabilities created by the use of technology, companies are not willing to share
information about weaknesses or problems related to their operations. This makes it very
difficult to assess the extent of the problem and as a result of issues related to cyber-attacks or
data breaches may not get written and communicated about.
During a crisis many companies use telecommuting or working from home as their primary
strategy. But this strategy may fail if employees do not have the proper devices at home or if
they do not have access to the information they need. It is important for companies to work
with multiple scenarios and to consider a wide range of “what ifs?” in order to ensure that this
strategy will work in the aftermath of a crisis.
Some sectors may become increasingly vulnerable to cyber threats after an economic crisis. For
example, the petroleum industry has been negatively impacted by price volatility and a
downward trend in the price of oil. As a result the industry has lost many jobs in the last few
years and that could lead to an increase in the risk of potential insider threats since former
employees may know how to access sensitive data.

Global Infectious Disease: a Bracing Look at an Evolving and
Devastating Threat
There are a number of threats to the health care system. These include:
 Baby boomers - so many of them
 People who don’t have enough money to buy health insurance
 Natural disasters
 Epidemics
 Biological terrorism
In addressing concerns over risks and threats to the health care system a number of questions
should be considered, such as:
 How prepared are we for a biological disaster?
 How prepared do we need to be?
 In a perfect world how prepared can we be?
 What resources are available?
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A concern for many people is the possibility of major disease outbreaks starting in another
region. When do outbreaks become international concern? Considerations include:
 New or unknown diseases
 Serious impacts to wider society
 Potential for transmission or expansion as a result of international trade
 Limited national response capacity
 Deliberate release
The worst pandemics/outbreaks have had catastrophic impacts:
 Spanish Flu – estimated 50-100 million dead
 Black death – about 50% of people in Europe died in the 1300s
 Smallpox has caused over 300 million cumulative deaths
A severe population collapse in Mexico in the 1500s - from 22 million to 2 million people – was
caused by three infectious diseases.
What factors are involved in a pandemic?
 A vector
 A conducive environment
 A susceptible host
Barriers like condoms or screens for mosquitos can mitigate the impact of an outbreak.
A number of questions should be answered when addressing a disease outbreak or pandemic:
 How severe is it?
 How long will it last?
 What field personnel and EOC are needed?
 How do social and political factors shape the outcome?
This is not a static process. Bugs are constantly evolving. Some factors to consider include:
 There are changing strains of influenza
 Changing pathways of animal to human contact
 Changing diets, food production and antibiotic resistance
Factors that stir our interest in an emerging disease include: contagiousness, virulence and host
susceptibility. Additional factors to consider include intentional ways of creating or
exacerbating a public health threat such as:
 Artificial virulence – for example, making flu more virulent
 Gene manipulation with smallpox
 Creating poliovirus from scratch
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Mosquitos continue to be a serious public health concern. In the US, testing centers track
mosquitos and give us information about them. Flaviviruses transmitted by mosquitos include:
Zika, Dengue, Yellow fever and Chikungunya.
Zika is transmitted sexually and via mosquitos which is very unusual. Brazil rang the alarm
about Zika first when it was reported in May 2015. Zika has been linked to severe public health
outcomes such as microcephaly and Guillaume-Barre syndrome. There may also be other
neurological impacts related to Zika. A percentage of people who get Zika (about 80%) do not
show any symptoms. A Zika vaccine is not expected for one or two years because of FDA
restrictions.
Factors that can amplify health risks in the near future include:
 Large numbers of displaced people (approximately 79 million)
 Yellow fever outbreak in Angola
 Increasing global travel
 Antibiotic resistance
 Climate change

Potential Futures for Syria & the Middle East
Five drivers of change in the Middle East:
 States under threat
 Iran coming out from isolation
 The end of high oil prices
 Can conflicts be stopped?
 How important is the Middle East to the US and other outside powers?
The British and French drew up a secret document on how to divide the Ottoman Empire. The
boundary lines that resulted did not respect ethnic and religious differences. However, Iraqis
still describe themselves as Iraqi for the most part which suggests a more resilient sense of
state than might be expected.
Saudi Arabia is realizing they won’t always have oil wealth and need to change and diversify
their economy. The country has a high population growth rate. The government also provides
high subsidies in energy products.
Iran is breaking out, they have a highly educated citizenry, high participation of women in the
labor force, and increasing interest among its citizens to participate in world affairs. The
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country’s political structure, however, is not conducive to change. Most sanctions have not
been removed. If Iran doesn’t see the rewards to the nuclear deal, things could go wrong.
Iran can play into resentment of Shia minorities in other Middle East countries.
Oil is settling around $50-60 dollars per barrel. This is below breakeven for most countries in
the Middle East. Unemployment is a challenge for the region. Providing meaningful work
opportunities is very relevant to mitigating terrorism.
Saudi Arabia’s 2020 Vision talks about reducing salaries for state employees by 30-40%. Youths
are trying to get into the labor market while people in the labor market are likely to see
reduced salaries. The kind of education that is being offered is also an issue. Women get
degrees but they can’t get jobs. The emphasis of the education system has been on religion and
the system is not doing very well in terms of providing the skills needed for a modern economy.
In Egypt there is still significant illiteracy, especially in women.
How do civil wars end?
 Outright victory by one side or other (about 75%) - risk of mass slaughter, genocide
 Negotiated settlement (5%) - takes a decade or more on average
 Third party intervention (20%) – there is a need for outside peacekeeping; imposition of
power-sharing
The wars in the Middle East are internationalized civil wars since there are international players
fueling them. In the case of Iraq, Syria, Yemen and Libya there is no outside power that can
impose peace.
Moderates tend to be weeded out and extremists become more prominent.
The number of people leaving as a result of civil wars in the region is increasing and thus there
are higher levels of refugees.
Alternative scenarios for Syria and the Middle East include:



Sectarianism on steroids - conflicts feeding off on one another in Syria, Iraq, Lebanon,
Yemen and Libya due to tensions between Saudi Arabia and Iran.
New Authoritarianism - story of Egypt - secular middle class rose up to topple Mubarak
followed by repression of the Muslim Brotherhood and the establishment of an even
more oppressive military. But unless they deliver on the economic side authoritarian
regimes will fail.
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Turning the corner - if Iran thinks about economic modernization more than support of
radical movements that would raise the potential for peace. Saudi Arabia is the other
part, they have to succeed with their 2020 Vision. Otherwise the situation is very fragile.

Latest Lessons Learned from April’s Quake in Japan
In April 2016, two earthquakes affected Kumamoto City (Kumamoto Prefecture) in Japan.
Among the main impacts of the earthquakes in the area were disruptions of the automobile
industry and supply chain, damage to Kumamoto Castle, damage to city hall, and derailment of
high speed trains.
What’s new in terms of response and recovery experiences?
Japan has had a long history of earthquakes, some recent ones include:
 Kobe (1995)
 Niigata (2003)
 Niigata (2007)
 Great East Japan EQs (2011)
 Kumamoto (2016)
The Kumamoto earthquake took place in an area considered to be at lower risk for an
earthquake of that magnitude than other parts of the country. People in the area felt they were
safe from earthquakes.
There was a foreshock on April 14 with at least 11 aftershocks and the main earthquake on
April 16. By April 18 the number of people seeking shelter had risen to 180,000. Additional
deaths and injuries occurred when people returned to their homes.
The circumstances of these earthquakes led to inefficient recovery activities by the private
sector. Evacuated people were difficult to be identified. There was a concentration of risks after
risk diversification efforts with many triggers for a nation-wide supply chain disruption and
several bottlenecks.
Key challenges and the next steps




Improved damage awareness of enterprises in the region is needed
Continue to identify damaged core/bottleneck enterprises
Improve accountability of rescue efforts
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Improve data collection: Currently there are many separate efforts that collect static
information on enterprises and industries and these efforts have different objectives
and collect data in different formats
Expand collection of dynamic even if fragmented information on damage/recovery
status from news media
Improve information sharing on local business activities among government entities at
the national/prefecture/city levels to support local enterprises during both normal and
emergency situations
Additional training of people in local government to develop skills in visualization to
support response and recovery efforts
Address concerns about confidentiality to improve communication between the private
and public sectors

The Metropolitan Resilience Network – A Global Prototype for PublicPrivate Collaboration
The Metropolitan Resilience Network (MRN) enables public and private sector organizations to
collaborate across the region to address disruptions. It is an innovative public/private initiative
that enables businesses, government and other stakeholders to share a common operating
picture, communicate and bring together a range of capabilities and resources to address
shared risks.
The MRN has developed a situational awareness platform comprised of a series of dashboards
that provide a convenient and easy to use tool for monitoring and accessing information about
a wide range of threats and risks. The tool is accessible via the internet in a pass-word
protected environment for vetted users with operational risk responsibilities for their
organizations. For the greater New York – New Jersey region, the platform includes a regional
dashboard with general information about what is happening with regard to public safety,
weather and air quality, traffic and critical infrastructure. This regional dashboard is shown in
Figure 1. Additional dashboards are arranged by topic to provide more detailed information.
These include:







Public safety
Weather
Electric power
Communications
Transportation
Cyber and technology
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Infectious disease and public health, and
Natural disasters

Event specific dashboards are also provided for events that have the potential to have a
significant impact on MRN members. Examples of these include the Paris and Brussels terrorist
attacks in 2015, and the explosions in New York City and New Jersey in September, 2016.
Figure 1. MRN Situational Awareness Platform – Regional Overview Dashboard – Metro
NY/NJ/CT Area

Some features of the platform that are currently under consideration or development include:





Threaded messages for sharing information and communication among users
Discussion groups for smaller sub-communities
Visualization with color cues to alert the user that something meaningful has changed
Smart alerts based on event thresholds and triggers established in cooperation with
stakeholders

Using Urban Data for Bigger Insights
Cities are generating increasing amounts of data that now allow for detailed urbanization
trends for many variables of interest. For example, air quality data from an increasing number
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of sensors distributed throughout the city can provide more accurate descriptions of the
distribution of air pollution in an urban area.
There is also more data about air emissions for compounds such as ammonia and Freon which
were not available before. Tools traditionally used in astronomy are now being leveraged to
provide visual representation of sources of these emissions in a city.
Social media is also providing opportunities to create and distribute data. An example is sewer
backup reporting. Social media, data provided in collaboration with city agencies and City
Administrative Records are sources of data that allow for better planning and policy decisions.
The increasing amount of data available also allows for density modeling. This can be very
useful if an agency is trying to determine, for example, how many people may show up to an
emergency center during a crisis. Big data can also allow for the visualization of variables of
interest by various geographical units, such as zip code or more detailed units. Such information
could also help organizations determine if employees can or should work from home if there is
a crisis.
The rapid evolution in sensors and their decreasing size means that miniature sensors could be
used to track hazardous materials from stationary and mobile sources.
There are some limitations in how big data can be obtained and used and these relate to the
political and bureaucratic realities of different cities.

Insider Threat by Cyber Vector & Potential Impacts
The CERT Division of the Software Engineering Institute (SEI) at Carnegie Mellon University
collects data from the Federal government, industry and academia on cyber incidents. The
database includes 15 years of data and over 1300 incidents where insiders have intentionally or
unintentionally caused harm to an organization’s assets. The web page of the CERT Division
includes 125 reports on cyber topics, including information on how to address these cyber
threats.
The perception among many is that there is one type of insider threat and one solution. This is
not correct. There are different kinds of threats to different kinds of assets. The goal is to learn
more about how to identify individuals that might be on a path to cause harm and create tools
that can identify the behavioral characteristics of those that might cause harm before they act.
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Based on empirical data, cyber threats have evolved over time. An important challenge in doing
research in this area is data availability. These incidents are significantly underreported.
According to the 2016 US State of Cybercrime Survey, out of 562 respondents, 43% indicated
that they had a malicious insider incident in the previous year. This suggests that this is an
underreported type of crime or incident. Respondents also indicated that about 76% of
incidents were handled internally and not through formal legal and law enforcement channels.
This represents another problem because organizations may let an employee that has caused
problems go but since there is no legal record that person can end up in a similar position in
another organization. Background checks would not reflect these kinds of harmful activities.
Organizations are hesitant to report these incidents due to fear of negative publicity,
insufficient evidence, or because the damage may not be up to the threshold of what would be
required for legal/criminal action.
There isn’t one general type of insider threat. The threat varies because there are threats to the
various organization’s critical assets: people, information, technology and facilities. The threat
also varies depending on the motives of the insider. The media typically portray the insider as a
disgruntled employee. While this can certainly be the motive, it can also be financial benefit /
financial stress. Data thefts often fall under this category.
Oftentimes people want “the” insider threat tool. But there isn’t one for all insider threats.
Examples of the ways insiders have caused harm include:





A disgruntled employee of a wastewater treatment plant retained a laptop after being
dismissed, and released huge amounts of sewage into the environment.
A person was demoted but his senior authority privileges were not rescinded. He
deployed and tested malicious code when he found a letter of dismissal that was going
to be given to him the following Monday. He told his coworkers to watch the fireworks
Monday morning. Along this path a number of actions could have been taken.
Theft of intellectual property - to sell it or take it to next company he or she will work
for.

Three pillars of a robust strategy to address insider threat by cyber vector include:
 Accurately measure trust;
 Provide right-size permissions (this is a continuous process since an employee’s duties
change over time and their access permissions, etc. may need to change also); and
 Conduct effective monitoring
People that are about to leave an organization represent the time of highest risk. In addition,
organizations should think about whether a person will pose a threat after they leave.
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The U.S. Federal government has been building insider threat programs for about three years.
Contractors who are working with the Federal government must have an insider threat
program.

Securing Critical High Value Assets: The Port Authority of New York
and New Jersey (PANYNJ)
What does the Port Authority of New York and New Jersey (PANYNJ) do? The agency operates
six airports, two tunnels, four bridges, including the busiest in the US, the George Washington
Bridge, the Port Authority Bus Terminal, the Port Authority Trans-Hudson (PATH) rail system,
and the World Trade Center (WTC) site. The PANYNJ operates critical infrastructure for
transportation in the region. In 2015 PANYNJ airports moved an estimated 124 million
passengers.
Security is a top priority at the Port Authority since there have been a number of attacks or
planned attacks on PANYNJ facilities:





In 1975 a bomb was detonated at LaGuardia airport killing 11 people, and nobody
claimed responsibility
In 1993 there was a terrorist attack on the World Trade Center
In 2001 there was another terrorist attack, the September 11 attack on the WTC
In 2007 there was a plot to blow up a system of jet fuel supply tanks and pipelines that
feed fuel to JFK airport

What does the agency do about these kinds of threats? The PANYNJ uses a multi-layered
security approach. It does not depend on any single protection measure but instead is built
around a diverse and robust set of measures that include the following strategies:









Intelligence-led
Measuring risk through a layered assessment process
Police interdiction activities
Operational security measures to include contract security resources
Use of available and developing technologies
Engineered hardening solutions
Office of Emergency Management response and recovery capability
Federal/Regional/State partnerships and relationships
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Measure effectiveness, audit and revise

The Port Authority Police Department (PAPD) has over 1,800 sworn law enforcement police
officers. Unfortunately, the PAPD lost 37 police officers on 9/11, more than any other police
force in the country on any single day. Having the PAPD offers the following advantages:




PAPD officers know the assets they are located in intimately
PAPD has one of the largest canine explosives detection divisions
Officers are well plugged in at many levels and are immediately notified in case of
anything

What are some of the things that the agency is concerned about?
 With some facilities, such as the George Washington Bridge, it is a question of managing
various issues simultaneously, including physical security, new technology to protect
them, and maintenance and painting operations
 The impact that the mixed use development at Hudson Yards may have on the WTC site
- there may be opportunities for sharing information to address common risks
 An important issue is developing better metrics so the agency can be more predictive
and less reactive
As part of its risk management and strategic planning, the PANYNJ uses the Transit Risk
Assessment Module, a DHS math model, that allows the agency to better understand risks in
terms of loss of life, economic loss, etc. As of 2010-11 the agency uses a multi-hazards risk
management approach. Some of the specific risk management efforts at the PANYNJ include:






Facility Security Operations: The business operations of the port systems are very
different from those of aviation, so the agency has people embedded there that
understand the specific business of a facility.
Security technology: The agency sees technology as a force multiplier. For example,
many cameras are currently used to monitor activities. The agency also uses the latest
state of the art access control and intrusion detection systems, including biometrics.
Security Capital Projects: These include researching, developing, and implementing
security projects.
Cybersecurity Mitigation Strategies: This includes good employee education programs to
make sure they don’t click on wrong links, email fishing scams, etc.
Metrics and Performance Management: For example, when a camera goes down, how
long does it take to get it up and running? These metrics can inform planning decisions.
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Latest Outlook for Severe Weather: Coastal Storms/Hurricanes &
Other Threats
The hurricane and coastal storm problem can be thought of as a security problem. Even a
relatively small tropical storm can cause extensive damage because in geographical areas such
as Florida there is an increasing amount of vulnerable infrastructure.
The lessons from Superstorm Sandy should be to learn about the impacts of the storm and
understand how to be prepared for a more typical hurricane which could be much worse. What
would happen if we had weeks where we couldn't get supplies into the region and there were
longer-term power outages?
The hurricane problem is worse than it seems because in the last few decades we have been
through a cycle of fewer strong hurricanes compared to previous periods. Would we be
prepared if we had stronger hurricanes again?
In the period 1926-1969, there were 14 category 4-5 storms. In the period 1970-2015 there
were only 3 category 4-5 storms. We don’t know if the first period was the aberration or the
norm and we may return to a pattern such as the one observed in the first period.
Damage multipliers for the different storms are:
 Category 1: (74-95 mph) 1x
 Category 2: (96-110) 15x
 Category 3: 50x
 Category 4: 200x
 Category 5: 500-1000x
Category 3+ hurricanes cause about 80% or more of the damage recorded.
While the number of category 3-5 storms has gone down, the cost associated with these storms
has gone up. This is because coastal population growth has been very high in the southeast and
because Americans have more wealth than they used to. This means that more property and
assets are damaged when there is a storm.
The most expensive hurricanes to date are:
 2005: Katrina - engineering failure caused the big damages
 2012: Sandy - barely a category 1
 2008: Ike
 1992: Andrew - predominantly a wind storm
 2005: Wilma - category 1
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This means that 4 out of the 5 most expensive storms ever were not category 3 or higher. The
conclusion to draw from this is that our infrastructure and built environments are very
vulnerable to storms.
Lessons from the 2015 hurricane season
Last year was not a good year for hurricane prediction, and especially for forecasting where the
center of the system would be in a day or two or three. Although the science of forecasting
storms has improved, the models did not do very well on 2015. Dramatic improvement in
forecasting science does not always lead to perfect forecasts. A storm threat is not over until
it’s over. It’s better to react to the risk, not the forecast.
The European model was better than the National Hurricane Center model at predicting
hurricanes in 2015. Joaquin in central Bahamas caused extensive damage. Erika caused
extensive damage in Dominica.
For 2016 the expectation is for an average to slightly above average hurricane season that could
include:
 12-14 named storms
 5-7 hurricanes
 2-3 category 3+ storms

What’s new this year?
New tools are being develop to help prepare for storm surge. This includes new maps of storm
surge - potential storm surge flooding – that include a worst reasonable case for water depth at
a given location 2 days before a storm is predicted to make landfall. This refers to water height
above what is normally dry land. These maps will be updated every six hours. Managing the
message with changing information is going to be very challenging.
In addition, the National Hurricane Center will issue storm surge watch/warnings.
90% of people say that during a crisis they get most of their information from TV. But there is
uninformed opinion or diluted information coming from many other platforms. There are now
more ways to communicate but less communication! This is challenging and results from:
 Fractured system of shorter messages
 Shorter attention spans
 Average communicator has less experience
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Message-delivery pathways are less resilient - most people don’t have land line phones
that are powered by central offices
Fewer credible societal voices…and more uninformed opinions

For Katrina some people lived in neighborhoods where people had never gone outside of their
neighborhoods, so mentally they had no way to think about evacuation. Similarly in Sandy
many illegal immigrants did not want to think about dealing with authority and evacuation.
In the communications process, you need credible voices that people in those communities will
listen to.
Pets are still an issue for many in terms of evacuation. New York City Emergency Management
(NYC EM) have plans for pets in shelters. The emergency stock pile now includes cat and dog
food.

Dependencies and Interdependencies
The increasing complexity of infrastructure systems, as well as the increased reliance on
information technology, have resulted in a number of critical dependencies and
interdependencies among various systems and networks that can cause or exacerbate
disruptions. Some vulnerabilities that arise from these dependencies and interdependencies
are summarized below for several sectors.
The Financial Sector
In the financial sector a major dependency is electric power. The Financial Services Information
Sharing and Analysis Center (FS-ISAC) has 7,000 members this year, compared to 68 members
in 2004. Information sharing happens at the global level, with 38 countries.
In case of data corruption what would happen? If there is a cyber-attack and a company can’t
make payments and there is a liquidity crisis, would companies be able to close the day or start
the next day?
The Cybersecurity Operational Capability Assessment (COCA) Framework provides some
important lessons.
 Small and medium size institutions are highly interested in the request for technical
assistance process
 The 2016 cross-sector exercise simulates seven attacks with the goal of assessing
potential impacts and this had never been done with several sectors
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Topics to be explored include:
 Discovery and malware forensics
 Mutual aid (physical versus cyber)
 Request for technical assistance
 Regional coalition communications
 Crisis escalation protocols
 Reporting to senior officials
Recognizing Interdependencies in the Oil and Gas Sector
Interdependencies for the oil and gas sector include:
 People
 Power
 Water
 Telecommunications
The primary interdependency is electric power.
Business continuity: financial performance and organizational culture
Financial benefits of business continuity: How do you justify the expenditure? The justification
is that business continuity will save the day during a crisis. But business continuity does much
more, it helps us understand how the business works. It also helps institutionalize procedures,
sets recovery time objectives and improves knowledge about risks.
Those that do have more elaborate business continuity practices do better financially. This
supports the wider utility of business continuity.
Resilience implementation should be visible across the supply chain and is needed to build
trust.
A tool that can help assess the benefits of business continuity and resiliency implementation is
near miss analysis and small disruption analysis. With regard to near misses, should sharing that
be part of a contract with suppliers? The answer is yes but you have to be careful about how
you report. Too little near misses says maybe they are not looking at them the right way. Too
many near misses is an indication that we should see more incidents happening.

22

Telecommunications
The first and foremost dependency for a telecommunications company is commercial power.
After Sandy there were issues with power in several areas. A company can have two
commercial sources of power:
1. Diesel power and natural gas back-up energy systems. During Sandy a problem for
many companies was shortages in fuel availability. Some companies pay a premium
to be first in line to have fuel delivered to them. During Sandy there was an example
where a company had a person in a parking lot for two days who couldn’t deliver the
fuel due to an incompatible nuzzle.
2. Internal DC power to stay operational during a crisis.
Telecommunications companies often conduct exercises with power companies to prepare for
crisis events. These exercises include multiple risks such as heat waves and terrorism.
In 2012, a telecommunications company began a series of exercises to improve preparedness
and resilience. These exercises were aimed at training employees in emergency worker
assignments, 12 hour shifts and six days per week shifts so that the company could still deliver
the services they promise to their customers during a crisis.
In addition, telecommunications companies may also have a public safety outreach program police and fire departments and response agencies, work better together during an event.
Telecommunications companies can assist with phones, charging stations, and other
communications equipment.
Cyber security is a major issue for telecommunications companies. A telecommunications
company can be cyber attacked many thousands of times every month. Network security is a
top priority for companies in this sector. Other issues of concern include weather, domestic and
international terrorism, and tsunamis and their impact on ocean cables.
During Sandy, the facilities of a telecommunications company in downtown NYC were flooded
with 8.5 feet of water. Copper and salt water don’t mix and the impacts of the storm resulted in
some important lessons learned. Multiple points of communication makes the network more
resilient. Cell towers were developed to fit in a suit case that can be taken into an area that’s
been devastated. Another significant development is that some companies are moving toward
solar energy to charge a facility. Given the economics of solar power, it is now cheaper than
other sources of energy.
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Technology Enhanced Resilience: A Look into the Not Too Distant
Future
The Center for Urban Science and Progress (CUSP) at New York University is currently
researching a number of areas related to technology and resilience. These include:
Data curation and management: New York City and other cities are currently producing large
amounts of data but although the data are typically available they are often very difficult to
use. As a result there is a need to provide tools to analyze the data. An example is the Urban
Profiler tool, which scores data sets on how many different kinds of data they include, how
complete the data is, and provides information on the metadata so that a user can then assess
whether the dataset is of value.
Urbane Visual Interface: This is a collaboration with an architecture firm that allows a user to
understand the potential impact that new structures could have on surrounding buildings. It is
based on a LiDAR data set.
Sounds of New York: In this area, inexpensive off-the-shelf sensors are being used to
characterize sound in a community. This kind of tool has the potential to help New York City
enforce noise codes and regulations.
Temporal and Hyperspectral Imaging of Urban Lightcapes: Visual and infrared wavelengths can
be analyzed to determine energy use patterns and measure the pulse of a city. This technique
allows for a better understanding of what typical energy use patterns are for an urban area, and
for detection of deviations from this pattern. This tool could help a city to better understand
grid dynamics, monitor power consumption in units and buildings, and possibly predict outages.
Video Analytics: This technique can be used by transportation engineers to study near misses,
not just traffic accidents, and to score intersections based on near misses. This kind of analysis
can also provide valuable information about risk based on road characteristics, such as
geometry, or signage.
Future Options for Technology Use and Resilience
Information sharing and dissemination are critical to resilience. Some important trends and
factors that may help facilitate information flows include:
Convergence and acceleration: The private sector has more resources and flexibility and can
support the public sector.
Speed: Everything is getting faster, cheaper and smarter, except humans.
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New business models: New business models such as AirBnB and UBER rely increasingly on
information flow and information sharing.
Mobile device acceleration: These devices are becoming increasingly more powerful and
ownership rates have increased dramatically.
Internet of Things: Different types of devices are now connected via the Internet and this
provides a number of additional possibilities for information sharing.
Some potential barriers to a resilient future include:
• Leadership: proactive or reactive?
• Legacy IT infrastructure
• Silos (cylinders of excellence) and reluctance to share
• Cyber risks
• Pace of change
• Signal to noise ratio and the rapid expansion of data and need for monitoring
Integration may be a critical factor for resilience. For example, creating a trusted group or
community through a messaging platform is really an outstanding capability. However, the legal
team in an organization may object to that. So legal issues have to be addressed and integrated
into these solutions. Additional factors that require integration may include:
 Software for plans and assessments, situational awareness, notification systems
 Cultural challenges and the limitations these may bring to information sharing and
technology use
 Use of real-time surveys to support decision-making and resilience
 Filtering capability and social media fencing

Current Thinking and Trends on Urban Resilience: The 100 Resilient
Cities Program2
Urban resilience is the capacity of individuals, communities, institutions, businesses and
systems within a city to survive, adapt and grow no matter what kind of chronic and acute
stresses impact a city.
Acute shocks that impact resilience include earthquakes, wildfire, flooding, sandstorms,
extreme cold, hazardous materials accidents, severe storms, terrorism, disease outbreaks,
infrastructure failures, heat waves, riots and civil unrest. Chronic stresses such as water scarcity
may also affect resilience.

2

For more information about 100 Resilient Cities visit: http://www.100resilientcities.org/#/-_/
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Seven qualities of resilience include:
 Reflective
 Resourceful
 Robust
 Redundant
 Flexible
 Inclusive, and
 Integrated
Resilience relies on the ability to learn and act by conceiving systems and assets that can
withstand shocks and stresses as well as using alternative strategies to facilitate rapid recovery
based on city-wide needs and coordinated actions.
Four key dimensions of city resilience are:
 Leadership and strategy
 Health and well-being
 Infrastructure and environment
 Economy and society
100 Resilient Cities aims to address two issues:
 Cities are complex ecosystems
 Existing solutions do not scale or reach cities efficiently
Having a resilience strategy in place can help cities in many ways. For example, Norfolk, Virginia
is increasingly at risk for flooding due to climate change. Despite this increasing risk, Moody’s
has kept its credit rating stable and cited the work of the 100 Resilient Cities officer as a factor
in their decision.
The 100 Resilient Cities program works with cities around the world through Chief Resilience
Officers, and supports their resilience strategies. Ideally, the CRO is an integrator with other
compatible initiatives. In India, for example, this may be with the 100 Smart Cities initiative.

Terrorism Abroad and at Home
We spent many years trying to understand al-Qaeda and now we have ISIS. In terms of
recruitment, there are some important differences between these two organizations.
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With ISIS, recruits are American citizens. These include women, as well as converts to Islam, not
just individuals originally from Muslim countries. Among recruits, going abroad to fight is a big
attraction. ISIS also gives us a way to understand the bigger issue of alienation.
ISIS in Europe was built on a criminal element in a very organized way. The threat of foreign
fighters here in the U.S. is much less than in Europe.
What do you do given the circumstances? A missing piece, in the U.S. as opposed to other
countries, is the lack of a civil society mechanism that can take care of individuals that are
becoming alienated and failing off. There is a need for a diversionary program. If someone sees
a 14 or 16 year old talking about joining ISIS, how can they help that individual get through
those years when they are vulnerable? The U.S. is still in the infancy of creating diversionary
programs. The issue is broader than Muslims and has to do with disconnect and alienation.
Al-Qaeda is kind of like a big franchise, they do things in a very organized way. They’ve suffered
many losses but they are still there. They have a lot of money and they are technologically
advanced. They are constantly planning. They are quiet and structured and they are interested
in big impacts.
ISIS is completely different. It has a structure. They are masters of social media. Their message
is for their followers to kill anyone and say it was for ISIS. Their followers typically want to
belong to something and find meaning. Recruits may feel that if ISIS wants them to do
something that means they want them to be a part of something bigger and that resonates
with a lot of people.
There are increasing cyber risks since ISIS may be starting to realize that they can shut down
things via computer networks, and as such they can do harm from anywhere.
The difference in time between when a switch went off and a terrorist decides to act is often
very small and this is very challenging for intelligence agencies and law enforcement. The FBI
has changed its strategy to address the risks posed by these terrorist groups. Unlike before, the
FBI now wants to share information. With domestic terrorism there is a huge spectrum of
potential perpetrators and there is a need for sharing information with communities and
cooperating with them. Forums such as this one are very important in terms of pushing for
more collaboration between the private and public sectors. In order to address these risks we
need to constantly evolve.
It’s also critical to think about individuals who feel they are left out. Corporate America has a lot
of power to make people’s lives better and every program that helps vulnerable individuals can
have a very positive impact.
27

Next Steps
Participants were asked what topics and actions would be valuable to discuss or address in
collaborative efforts, including future events and meetings. These were some of the comments:









Cyber, cyber, cyber
Integrating cutting-edge big data analysis and metrics into monitoring and risk scoring
that can help organizations plan
Improve communications prior to extreme weather events to support evacuation efforts
and to make sure that what is communicated is in line with what the science can
support
Identifying the signal in the midst of rapidly growing noise - quantity of data versus
useful data
Crisis response escalation guidelines
Better communication with public; there is a huge difference between notifying people
and communicating with people; we don’t have a national network to communicate
with the public during an emergency and the biggest roadblock in managing
emergencies is communicating with the public
Factors that can lead to a more resilient health care system

In terms of what the Metropolitan Resilience Network can focus on, participants mentioned the
following:
 Provide text and email alerts
 Use the platform to also engage medium and small enterprises
 Share analytics to improve communication
 Hold a strategic planning session that would have more group interaction
 Create a library with forum presentations and resources for MRN member reference
 Include the freight and water sectors in these discussions
 Continue to hold forums such as this one so that members of the private and public
sectors can share their different perspectives and concerns and incorporate them into
their plans
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Forum Agenda

Urgent Threats Forum:
Imminent Threats, Their Impacts & Strategies to Address Them
International Center for Enterprise Preparedness – New York University

Tuesday, June 7 – Wednesday, June 8, 2016

Location:
New York University School of Law
Furman Hall, Lester Pollack Colloquium
245 Sullivan Street, 9th Floor, New York, NY
(between Washington Square South and West 3rd Street)
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About The Global Resilience Network
The Global Resilience Network is a unique community of global corporations and their senior
leadership who have responsibilities to address operational risks (both threats & opportunities)
for their organizations on a worldwide basis and see the value of public-private collaboration to
address the increasingly uncertain global environment. The Network is hosted by and is a core
initiative of the International Center for Enterprise Preparedness (InterCEP) at New York
University.

About The Metropolitan Resilience Network
The Metropolitan Resilience Network is an innovative public private initiative enabling more effective preparation for,
response to and recovery from the range of disruptions that
increasingly impact the metro-New York region. The
Network enables businesses, government and other
stakeholders to collaborate and bring together a range of
capabilities and resources to address shared risks. The
Network is hosted by InterCEP and championed by the Port
Authority of New York and New Jersey.

About the International Center for Enterprise Preparedness (InterCEP)
New York University's International Center for Enterprise Preparedness (InterCEP) maintains a
global outreach as the first academic center dedicated to organizational agility and
resilience. Founded in 1831, New York University is a global institution and the largest private
university in the United States. The University includes 14 schools and colleges, occupies six
major centers in Manhattan and has facilities worldwide.
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Urgent Threats Forum:
Imminent Threats, Their Impacts & Strategies to Address Them
Tuesday, June 7 – Wednesday, June 8, 2016
Lester Pollack Colloquium, Furman Hall, New York University
245 Sullivan Street (between Washington Square South & West Third Street)

Forum Agenda
Tuesday, June 7
8:00-8:15 am

Welcome & Overview of Forum:
 Bill Raisch, Executive Director, INTERCEP
 Maybelle Jadotte, Manager, Business Continuity, Port Authority of New York &
New Jersey

8:15-9:00 am

Keynote Address:
 Al Martinez-Fonts, Senior Vice President, National Chamber Foundation, U.S. Chamber
of Commerce; former Assistant Secretary for the Private Sector Office, U.S. Department
of Homeland Security

9:00-10:15 am

Roundtable 1:
The Overall Threat Landscape: A High Level Overview & Discussion of Leading Risk
Intelligence & Key Threats to your Organization
 Distilling the range of risks that leading research and other organizations have
identified including:
o World Economic Forum Global Risk Report, Mary Gardner, VP Business
Resilience, Group Risk Management, Zurich North America
o Global Risk Digest, Carlos Restrepo, Senior Researcher, International
Center for Enterprise Preparedness, InterCEP

10:15-10:30 am

Informal Discussions & Break
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10:30-11:30 am Corporate Risk Benchmarking: Comparing Key Risks with Peer Organizations
o Lightening Round Participant Introductions & Top Risks
o International Business Resilience Survey 2015, Chloe Demrovsky,
Executive Director, Disaster Recovery Institute International (DRII)
11:30-11:45 am Informal Discussions & Break
11:45-1:00 pm

Roundtable 2:
Global Infectious Disease: A Bracing Look at an Evolving & Devastating Threat

Peter Katona, MD, Clinical Professor of Medicine, UCLA

1:00-2:30 pm

Luncheon

1:15 pm

Luncheon Keynote Address: Potential Futures for Syria & the Middle East

Mat Burrows, Former National Security Council Director of Analysis and
Production Staff, Current Atlantic Council Director, Strategic Foresight Initiative

2:30 – 3:00 pm

Latest Lessons Learned from April’s Quake in Japan

Kenji Watanabe, Professor, Graduate School of Social Engineering, Nagoya
Institute of Technology

3:00 – 4:00 pm

The Metropolitan Resilience Network – A Global Prototype for Public-Private
Collaboration & A Potential Global Intelligence Network in 100+ World Cities?
 Core Resilience Network Activities: The MRN is serving as standard for publicprivate collaboration with expansion to 100+ major world cities planned. Vital to
its success have been a blend of activities & resources valuable across the
spectrum of disruptions.
o Amelia Swan, Project Coordinator & Analyst, NYU INTERCEP



Real Time Situational Awareness in Global Cities: Central to MRN efforts is the
unique Metro-Ops platform which is providing a common operating picture and
collaboration platform for its public and private sector members.
o Parker Coyne, Project Coordinator & Analyst, NYU INTERCEP



Using Urban Data for Bigger Insights: Understanding Interdependencies for
Prediction of Imminent Disruptions: Identifying, organizing, synthesizing and
analyzing data on historical patterns of performance and function of both
physical assets and organizations, when subject to manmade or natural
extremes, offers opportunities to better understand the interdependencies
among the various lifeline systems in cities. The objective is to highlight potential
innovations for better understanding the cascading effects and develop a
capacity for predicting and better managing future disruptions.
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o

Masoud Ghandehari, Associate Professor, NYU Tandon School of
Engineering & Center for Urban Science & Progress (CUSP)

4:00 – 4:15 pm

Informal Discussions & Break

4:15 – 5:15 pm

Roundtable 3:
The Latest Cyber Vectors & Their Potential Impacts on Your Organization

Randy Trzeciak, Director of the Insider Threat Center, Carnegie Mellon

5:15 – 6:15 pm

Day One Closing Cocktail Reception

Wednesday, June 8
8:00-8:15 am

Opening Remarks:
 Bill Raisch, Executive Director, INTERCEP



8:15 - 9:00 am

Gerard McCarty, Director, Emergency Management, Port Authority of New York
& New Jersey

Keynote Address: Securing Critical High Value Assets
Tom Belfiore, Chief Security Officer, Port Authority of New York and New Jersey


9:00-9:45 am

Latest Outlook for Severe Weather: Coastal Storms/Hurricanes & Other Threats

Bryan Norcross, Senior Hurricane Specialist, The Weather Channel

9:45 – 10:00 am

Informal Discussions & Break

10:00 - 11:30 am Roundtable 4:
Dependencies & Interdependencies: The Known & Unknown
● Financial Services & Power: Lessons Learned from Recent Exercises, Greg Gist,
FS-ISAC & Northeast First
● Petroleum Industry: Dependencies Looking Backward & Forward, Suzanne
Lemieux, Senior Policy Advisor, American Petroleum Institute
● Supply Chains: Understanding the Vulnerabilities, Arash Azadegan, PhD,
Director, Department of Supply Chain Management, Rutgers Business School
● Communications: Existing Dependencies, with a focus on Wireless, Todd Biebel,
Manager of Business Continuity / Disaster Recovery, Verizon Wireless

11:30 – 11:45 am Informal Discussions & Break
11:45 – 1:00 pm

Roundtable 5:
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Technology Enhanced Resilience: A Look into the Not Too Distant Future
● Recap of Core Resilience Network Capabilities
& Near Term Priorities



An Opening Menu of Future Options for the Global Resilience Network (GRN):
The NYU Center for Urban Science & Progress (CUSP) is developing a world class
set of capabilities in urban informatics that it is using to understand and improve
cities. In collaboration with the GRN, this could be applied to the international
network of public-private collaborations across 100 or more major world cities.
o Mike Holland, Executive Director, NYU CUSP



Two Technologists Explore Further Possibilities: Swan Island Networks has been
collaborating with INTERCEP and its Metropolitan & Global Resilience Networks
in the development of its situational awareness platform. Two of its principals
have substantial experience in the technology and will use that lens to tease out
potentials with the wider group.
o Pete O’Dell, CEO, Swan Island Networks
o Dave Jones, CTO, Swan Island Networks

1:00-2:30 pm

Luncheon

1:15 pm

Luncheon Keynote Address: Current Thinking and Trends on Urban Resilience
 Michael Berkowitz, President, 100 Resilient Cities, Rockefeller Foundation

2:30-4:00 pm

Roundtable 6:
Terrorism Abroad & At Home: Latest Terrorist Threats and What to Expect on the
Horizon
● Gregory Ehrie, Special Agent in Charge of the Intelligence Division, Federal
Bureau of Investigation (FBI)
● Karen Greenberg, Director, Center for National Security, Fordham University

4:00-4:30 pm

Forum Summary and Next Steps
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