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DATA HOARDING’S ARCHNEMESIS:
INFORMATION GOVERNANCE
In this data-driven instant gratification world, we expect to have answers and
information at our fingertips. After all, the smartphones in our pockets have more
computing power than was in the first space shuttle. Considering how much data
is at our disposal, it’s safe to assume we can access the information we need,
when we need it. Growing exponentially, our digital universe is estimated to
reach 44 zettabytes by 20201.
Organizations, whose lifeblood is information, are struggling to keep up with
all this data. Explosive data growth rates of 39%2 per year are overtaking
many companies. Compounding the problem is the unrealistic expectation that
everything needs to be saved. Most organizations are data hoarders – keeping
everything, just in case it might come in handy at some point in the future. We’ve
seen what happens to hoarders, and it’s not pretty. Their stuff starts to trap and
paralyze them, figuratively and sometimes even literally.
The reality is most of this organizational data sits around, never to be used again.
According to the Data Genomics Index, 41% of all the data organizations are
storing hasn’t been modified in three years. 12% is ancient, which means no
one has touched it in over 7 years. All that data makes it hard for organizations
to pinpoint what they actually need in their mountains of data and can end up
costing them a lot. According to Gartner, a terabyte (TB) of storage costs $2520
per year3. That’s a significant amount of money when looking to store hundreds to
thousands of TBs of data.
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YOUR ORGANIZATION'S DATABERG

The problem is most organizations don’t know which data is necessary
for storage, and what can safely be deleted. The Global Databerg
Report found that out of all the information organizations are storing,
the majority (52%) is “Dark Data”4. This means, organizations don’t
know what it is or what it is used for; they have no idea whether it is
important to the business or completely useless.
As a result, it’s virtually impossible to make any decisions around what
to do with the data. There’s no way to know if it is redundant, obsolete
or trivial (ROT) data that can be deleted, or if it is business critical
or regulated data that must be handled and stored a certain way to
protect it and ensure compliance (e.g. with regulations, such as the
General Data Protection Regulation, HIPPA, SOX, PCI, etc.). To reduce
the costs and risks associated with all this information, you need
visibility into what you are storing and the ability to proactively manage
your information footprint. You need an information governance
(IG) strategy.

http://www.emc.com/leadership/digital-universe/2014iview/executive-summary.htm
2
Data Genomics Index, 2016, Veritas, http://datagenomicsproject.org/data-genomics-report-2016.html
3
In 2014, http://www.hubstor.net/3-estimates-on-in-house-storage-costs/
4
The Databerg Report: See What Others Don’t, https://www.veritas.com/product/information-governance/global-databerg
1
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THE FACTS BEHIND THE FACTS
The Information Governance Initiative defines IG as “the activities and
technologies that organizations employ to maximize the value of their information,
while minimizing associated risks and costs.” It consists of a combination of
tactics, processes and technologies that enable organizations to manage their
information throughout its lifecycle to support their organization’s strategy,
operations, regulatory, legal, security, and environmental requirements.
Sounds great, right? IG certainly can be, but getting a handle on your information
footprint and achieving good data management is not as easy as flipping a switch.
We were curious, however, if it could be?
With that in mind, we set out to discover who was doing IG well and what they
were doing. We wanted to understand what made a difference? What made some
people successful at IG and others less so? Was there a “right” combination of
tactics, processes and technologies that set organizations on the path
to success?
This eBook reveals the findings of that original research. We surveyed 481
organizations across 22 industries, ranging from smaller enterprises (24%)
to medium (30%) and large (46%) organizations. We targeted the folks
who are most familiar with their organization’s IG strategy and implementation,
who typically held IT, Legal or Security positions. We asked them a series
of questions to try to identify commonalities between the world’s leading
Information Governance (IG) practitioners and the top tools and tactics they
were using. Here’s what we learned.
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WIDESPREAD ADOPTION
A whopping 94% of organizations have a formal IG program, with 48% of participants indicating their organizations plan to
spend more on IG in 2016. The top reasons participants give for investing in IG are to (in rank order):
1. Manage risk: In response to threats to data, which have been elevated to the board room in recent years, organizations are
looking to proactively manage where their data is stored and how it is being accessed.
2. Demonstrate regulatory compliance: To support data privacy initiatives and demonstrate adherence to strict requirements/
regulations around how data must be handled and stored (where, for how long, etc.).
3.

Implement best practices: IG is becoming a well-established best practice designed to help organizations extract value out
of their data, making it easy to find and use information when it’s needed and to support business objectives.

Another driver that underlined many of the responses was cost reduction. Organizations are looking to minimize the complexity
and costs (both operational and infrastructure) associated with managing and storing their data.

No

Yes

Don’t
know

94%

48%

Yes

No

Do you have a formal IG program?
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Will you spend more on IG in 2016?
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TESTING METHODOLOGY
To figure out what organizations are using to implement their IG strategies, we
identified and then tested 18 different tools and 14 different tactics. The goal
of our questioning was to try to understand the degree to which these tools and
tactics have been adopted and how effective the organizations felt they were.
We hoped this would give us a sense, from a best-practices perspective, where
organizations were placing the majority of their dollars and what was working,
so those with limited resources could hone in on where to invest.
FILE
ARCHIVING

EMAIL
ARCHIVING

DATABASE
ARCHIVING

87%

86%

81%

Most Adopted Tools

ISSUING
POLICIES

Most Adopted Tactics

88%

SELF TAGGING
OF CONFIDENTIAL
DATA

87%

TRAINING

84%

It turns out, however, that everything we tested had over a 60% adoption
rate. While this shows that organizations are trying a wide variety of tools and
technologies and piloting a number of different approaches to support their IG
strategies, it doesn’t do much to help narrow the field for those organizations
who can only do one or two things. So, we dug further to try and identify which
tools give you the biggest bang for your IG budget.
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THREE ATTRIBUTES THAT DEFINE
HIGH-PERFORMANCE
We segmented survey participants into two buckets, based on the selfreported effectiveness of their overall IG program. The split between high
performers, who are successful at achieving their IG objectives, and low
performers, who are less successful, was pretty even - approximately 60%
were low performers and 40% were high performers. Disparities between
the two groups emerged when we looked at what they are doing.

1

Top performers are relying on certain tools and tactics a lot more than low
performers – there was more than a 30% delta between nine of the tools
and tactics these groups are using to implement their IG strategies. Some
commonalities between these tools and tactics emerged, allowing us to identify
three overarching best practices that are being employed by high performers:

2
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HIGH-PERFORMERS
ARE MORE ADEPT AT:

Valuing their information: High performers are able to evaluate their
information to understand its worth and identify any potential risks it poses
to the organization. They use tools and tactics to conduct:
•

File assessments: To understand what type of data they are storing.
There is a 43.3% delta between the percentage of high performers
who have adopted file assessment tools and the percentage of low
performers who are using them.

•

ROT assessments: To determine which data sets contain information
that can be deleted; 43% delta.

•

File Analysis: To collect information on the data’s usage;
36.3% delta.

VALUING THEIR 					
INFORMATION

USING AUTOMATION
AND INTEGRATION

3

PERFORMING 						
ONGOING MONITORING
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Risk scoring: To understand which data would present the biggest risk if
lost or misplaced; 33.4% delta.
Data evaluations: Seeing their information as a financial asset and 		
identifying its value to the business; 32.6% delta.

2. Using automation and integration: high performers have adopted tools and 		
tactics that allow them to automate and integrate workflows and manage their
data lifecycle from end-to-end:

3.
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•

IG Platforms: To bring together archiving capabilities, file analysis,
eDiscovery, etc. in a single pane of glass. There was a 38.5% delta in
adoption between higher performers and low performers

•

Information Lifecycle Management plan for unstructured data: To
ensure they can incorporate unstructured data (in emails, PowerPoints,
texts, social, etc.) within their overall data management; 35.3% delta.

Performing ongoing monitoring: High performers stay on top of their data,
with tools and tactics that allow them to continuously monitor and identify any
changes to their data. This enables them to spot outlier activity and rapidly
move to mitigate any problems before they can become significant issues. They
have the tools to identify:
•

Policy violations: To pinpoint activities that break corporate/privacy/
security policies that could put the organization at risk or make them
non-compliant. There is a 33.8% delta between high performers and low
performers who have adopted these capabilities.

•

Irregular behavior: To identify unusual user behavior that could
potentially indicate a threat or malicious insider activity; 32.9% delta.

HIGH-PERFORMERS
ARE MORE ADEPT AT:

1

VALUING THEIR 					
INFORMATION

2

USING AUTOMATION
AND INTEGRATION
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PERFORMING 						
ONGOING MONITORING
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HIGH-PERFORMERS ACHIEVE
OVERSIZED OUTCOMES
When we looked at an organization’s ability to achieve their IG outcomes, on a
five point scale (with one indicating they are not effective and five indicating
they are highly effective), we saw a sizeable performance delta between high
performers and low performers. Overall, high performers outperform low
performers by 49.2%.

HIGH-PERFORMERS ARE MORE EFFECTIVE
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39%

Deleting No-Value Data

38%

Determining the Value of an individual Piece of Data

36%

Controlling Enterprise Data Growth

35%

Automating Information Governance Workflows
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Their aptitude for valuing and monitoring their data helps high performers make
decisions that put them in a better position to protect sensitive/regulated data
and ensure resources are not wasted on information that has no business value.
There was a 38.6% performance delta between high and low performers when
it came to being able to effectively delete no value data; a 37.6% delta in their
ability to determine the value of an individual piece of data; a 35.9% delta
around controlling enterprise data growth; and a 35.1% delta when it came to
automating information governance workflows.
High performers rated the highest, 4.58 out of 5, in their ability to successfully
determine who owns data across the organization. It makes sense because if high
performers are able to value their data, have the right automated workflows in
place, and can spot outliers, it means they have a keen sense of where their data
is and who owns it. They also are in a better position to make decisions regarding
their information lifecycle management, with a 33.7% delta in performance
between high and low performers.
Ability to Effectively Mitigate Risk
Going back to the fact that managing information risk is a primary driver for IG
investments, we wanted to see how effective participants felt their organizations
are at mitigating risk. In general, high performers are 21.5% more effective.
On a scale of 1 to 5, with 5 being the organization’s ability to effectively achieve
the outcome, low performers never even cross the 4 threshold for any of the risk
vectors investigated (i.e., Productivity, Financial, Reputational, Legal, Regulatory).
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KEY TAKEAWAYS
REMEMBER THAT HIGH-PERFORMERS:

1

VALUE THEIR INFORMATION

2

AUTOMATE AND INTEGRATE WORKFLOWS

3

MONITOR DATA TO SPOT OUTLIER ACTIVITY

Information governance is a mainstream strategy, as organizations recognize they need to change their data hoarding ways.
The risks and costs are simply too high to ignore. That said, with all the different tools and tactics out there, it can be hard to
figure out what to do.
Organizations need to focus on the technologies and approaches that will yield the most impactful results. Taking cues from
high-performers, they should beef up their ability to understand the value of their information, automate and integrate their
workflows, and continuously monitor their data. As a result, they will have the visibility they need into their information footprint to
better control data growth and costs, improve productivity, and reduce risks.
Ready to become a high performer? For more information on what you can do to improve your IG implementation and make the
most of your data, please visit www.veritas.com/infogov.
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