January 7, 2019

Ms. Kristen Mortimer

c/o Regulatory Policy Division
Bureau of Industry and Science
U.S. Department of Commerce
Room 2099B

1401 Constitution Ave, NW
Washington, DC 20230

Re: Comment on Advanced Notice of Proposed Rulemaking Regarding Review of Controls for Certain
Emerging Technologies (Agency/Docket No. 180712626-8840-01).

Dear Ms. Mortimer,

Thank you for the opportunity to respond to the Advanced Notice of Proposed Rulemaking (ANPRM) on
the review of export controls for certain “emerging and foundational technologies.” Engine is a policy
organization representing American startups who are advancing technology every day. The next great
products using artificial intelligence, machine learning, autonomous vehicles, drones, augmented reality,
or advanced computing technology will undoubtedly be created by American startups. Therefore, the
definition of “emerging technologies” that are essential to our national security is one that needs to be
carefully crafted as to not hamper innovation. Additionally, we urge the Bureau of Industry and Security
(BIS) to find a narrowly tailored solution, implemented in a transparent and multilateral manner, that
specifically addresses national security concerns.

1. The American Startup Ecosystem and Export Controls

About Engine

Engine is a non-profit technology policy, research, and advocacy organization that bridges the gap
between policymakers and startups. Engine works with government and a community of thousands of
technology startups across the nation to support policymaking that promotes the development of
entrepreneurship. The thriving U.S. startup ecosystem is responsible for some of the most innovative
products and services as well as the majority of net job growth in the U.S. In order to create an
environment for technological innovation to flourish, Engine works with lawmakers to create policies that
decrease regulatory burdens that threaten American startups.

The Economic Importance of Startups

While there is no universally accepted definition of a “startup” company, startups share some generally
recognized characteristics that are important to consider when looking at proposed regulations. First,
startups are companies in their early stages of operations, searching for a repeatable and scalable
business model that can achieve growth unconstrained by geography. Second, generally recognized



metrics for startups include being in operation for less than five years, having less than 100 employees,
and having less than $100 million in annual revenue. And finally, startups are designed to scale very
quickly, and can change business models multiple times." All of these factors allow startups the flexibility
and potential to become large businesses, but without clear guidelines and access to global markets,
many startups will fail before they can reach their full potential.

Technology startups are a vital and growing part of the American economy and the U.S. should take
measures to ensure that technology companies continue to develop here. In 2015, the technology
industry provided roughly 6.7 million jobs in the U.S., a total workforce that exceeds many other important
sectors such as construction, finance and insurance, motor vehicle manufacturing, and food
manufacturing.? Technology sector jobs have grown consistently since the Great Recession, with five
straight years of growth from 2009 through 2015.% Notably, at a time when wage stagnation is so
prevalent in the U.S., technology sector jobs pay significantly higher wages compared with average
private sector wages: average annualized wages for the U.S. technology industry were $105,400 in 2015,
more than double the average wage for all other private industries that year.* Technology jobs also have
a ripple effect across the economy. According to research, the creation of one high tech job is projected to
create 4.3 other jobs in a local economy.® Overall, tech sector jobs lead to much greater job creation in
the wider economy than other sectors and are vital for the success of America.

The key difference between a startup and a traditional small and medium-sized enterprise (SME) is the
potential to grow exponentially. Traditional SMEs rarely seek to build a business beyond an existing
customer or geographic base, and even fewer set out to disrupt entire industries. But for startups, growth
is not limited by national boundaries and most aspire to build global solutions and design world-changing
innovations. To do that, startups need to rapidly scale their businesses in areas of technology that are not
yet fully developed and rarely constrained by geography. Therefore, exports are a key component to
future growth.

Why Startups Care about Export Controls

The U.S. is the world’s preeminent hub for technology startups in part because American startups have
been incredibly successful at rapidly penetrating international markets at early growth stages. Moreover,
startups are almost always in export-based industries, which helps America’s competitiveness.® According
to 2017 U.S. Bureau of Economic Analysis data, technology-based industries exported $600 billion in
goods and services and generated $2 trillion in gross output.” There are several contributing factors to the
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exporting success of American technology startups, including low barriers to entry, ease of technology
adoption across cultures, zero-to-low tariffs on most product categories, and minimum regulatory
requirements.

However, starting a company is always an extremely risky proposition and almost half of all startups fail
within their first five years.® The reasons for failure are as unique as the startup itself, but there are a few
factors the government should consider. First, for many startups there is hesitation to engage with the
federal government as it is often viewed as a barrier to the business goals of fast-growing companies.
Second, startups are incredibly sensitive to increased bureaucracy since additional regulatory barriers
can derail growth, decrease investment, and force companies to invest in lawyers, rather than business
development. Finally, export controls and other regulations often lag a step or two behind the times which
means many startups in cutting-edge technical fields have not been subject to export controls and could
freely export without significant restrictions. Therefore, any new export controls need to be carefully
considered and narrowly tailored as to not harm America’s startups.

2. The Potential Impact on Startups by the ANPRM

Technological innovation typically moves at a much quicker pace than policymaking. Therefore, it is
important for the government to react to new innovations with a full understanding of the technologies at
issue and the consequences of the proposed regulations. Since the passage of the Export Control
Reform Act of 2018 (ECRA) startups have been worried about increased regulatory barriers for
developing new technologies. Most of this anxiety comes from the uncertainty surrounding regulatory
outcomes and an ignorance of the export control system. For many American startups, as long as they
were not designing a product for a military application, and no encryption or cryptographic technology was
involved, new ideas developed in the U.S. were simply unaccounted for under Export Administration
Regulations (EAR). However, with the passage of ECRA, and particularly Section 1758, BIS has the
ability to fundamentally alter several industries where startups are thriving.

We understand the importance of export controls to promote our national security interests, but want to
help BIS find a way to balance the needs of innovators and startups as well. We will first look at how
“emerging technologies” should be defined and then the factors BIS should consider when implementing
controls.

A. Defining “Emerging Technologies”

Under ECRA, “emerging and foundational technologies” are those essential to the national security of the
U.S. and are not now described on one of the lists of technologies the U.S. controls for export.
Understanding that many startups are working on developing technologies that could have dual-use
purposes with national security implications, it is important to examine what “national security” means and
then examine what is “emerging,” particularly in relation to artificial intelligence and machine learning.

i. National Security Implications

“National security” in the ANPRM is defined as technologies that are “potential conventional weapons,
intelligence collection, weapons of mass destruction, or terrorist applications, or could provide the United
States with a qualitative military or intelligence advantage.” This list is further limited by ECRA section
1752(1) which states that the United States should “use export controls only after full consideration of the
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impact on the economy of the United States and only to the extent necessary (A) to restrict the export of
items which would make a significant contribution to the military potential of any other country or
combination of countries which would prove detrimental to the national security of the United States; and
(B) to restrict the export of items if necessary to further significantly the foreign policy of the United States
or to fulfill its declared international obligations.” Section 1752(3) further states that “the national security
of the United States requires that the United States maintain its leadership in the science, technology,
engineering, and manufacturing sectors... Such leadership requires that United States persons are
competitive in global markets.”

Section 1752(3) aligns closely with the Administration’s National Security Strategy (NSS) which states
that to protect our national security, the government must enact policies that promote growth and
innovation.® NSS states that a “strong economy protects the American people, supports our way of life,
and sustains American power. American workers thrive when they are free to innovate... [and] operate in
markets free from excessive regulation and unfair foreign trade practices.” Therefore, it is important to
consider the impact export regulations could have on global competitiveness. To sustain market
dominance in technological advancement, any definition must protect the freedom for startups to
innovate. Economic security is an essential component of national security.

Any “emerging technology” definition must limit the export controls to technology that is required for
“development, production, use, operation, installation, maintenance, repair, overhaul, or refurbishing of
specific and identifiable potential convention weapons, intelligence collection applications, weapons of
mass destruction, or terrorist applications.” While we need to protect our national security, the regulated
technology must be providing the U.S. a specific and identifiable military or intelligence advantage. If
dual-use technologies are over-regulated there will be significant impact on the development of
commercial uses of many of these products.

i. Emerging Technologies

By their very nature, startups are in the business of creating emerging technologies. In order to promote
innovation, any definition of “emerging” must be explicit and narrowly tailored. If the scope of the controls
is too broad or vague, the regulations will stifle growth, drive up costs, impede research, and motivate
domestic businesses to move overseas. There are three factors to consider when looking at crafting a
definition of “emerging technologies.”

First, technologies should not be defined as an “emerging” if they are available, or otherwise being
developed, in foreign countries. If competitors or end-users are able to procure an item in another
country, export controls will be ineffective when trying to limit the proliferation of emerging technologies to
foreign countries.

Second, BIS should not regulate technologies that are already within the scope of existing multilateral
controls. Multilateral controls are a far more effective way to protect our national security than a unilateral
export control. Emerging technologies should only be subject to export controls if it is likely that they will
be considered acceptable and consistent with the standards of multilateral regimes.

Third, in deciding whether to identify a technology as “emerging” and imposing controls on exports, ECRA
section 1758(a)2(B) requires the Administration take into account the effect export controls imposed may
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have on the development of technologies in the U.S. Technology should not be identified as “emerging” if
the export controls would harm domestic research and investment into the identified technology. BIS
should not impose any regulation without fully considering the impact on the U.S. economy and potential
high-growth industries.

iii. Artificial Intelligence and Machine Learning (Al/ML)

The most troublesome piece of the ANPRM for startups was the inclusion of AI/ML in the list of
“representative technology categories.” Unfortunately, the U.S. government still lacks a commonly
agreed upon definition for the technology in a regulatory environment even though academics and
researchers have been exploring Al/ML for decades.'® However, startups are not waiting for a definition
from the government. Recent advances in computing power, Internet connectivity, cloud computing, and
access to data have made AI/ML a part of our everyday lives, delivering benefits to consumers and
businesses through applications and techniques like smartphone speech recognition, e-commerce
recommendations, and spam filtering. Additionally, entire industries are adapting Al/ML in areas including
precision agriculture, health care, energy consumption, cybersecurity, and financial fraud prevention.

Given this broad scope of potential applications, it should be no surprise that AI/ML investment is at an
all-time high and continues to rise as the technology matures.!" Despite fears that China will outpace the
U.S. in Al, the vast majority of Al startups globally are based in the U.S. with more than 650
venture-backed U.S. companies developing Al systems.'? Policymakers should keep this tremendous
potential in mind when approaching Al/ML. Without narrowly tailoring the definition of emerging
technologies, it’s difficult to imagine how an export control regime would limit AlI/ML exports without
significantly reducing all U.S. exports, competitive advantage, and innovation.

B. How Should BIS Control the Export of Dual-Use Technologies to Protect Startups

The success of U.S. startups depends on access to global markets, leveraging a globalized supply chain,
low regulatory burdens, and reliance on talent from around the world. For American startups to continue
to grow their businesses and create jobs, the implementation of export controls needs to be narrowly
tailored to focus on core technology, transparently applied, multilateral, and limited to national security
concerns.

i. Narrowly Tailored to Focus on Core Technology

In order to scale a startup, the company must be able to clearly operate within the boundaries of the law.
Studies show that investors are less likely to fund companies where regulations are inconsistent or
ill-defined.” To increase innovation, the scope of the controls must be narrowly tailored to specific, clearly
identifiable national security threats. Broad or vague controls will stifle growth, drive up costs, impede
research, and motivate domestic businesses to move technology development overseas. To better assist
startups, BIS needs to provide a list of the emerging technologies it wishes to control and the specific
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uses of the dual-use technologies. For example, a wide range of startups use “speech and audio
processing” technologies, but the vast majority are not doing so in a way that would harm national
security interests. Providing concrete examples can help clear up any confusion.

ii. Transparency
Startups frequently avoid working with the government for fear of being caught in red-tape that could slow

down product launches and entangle a small team with a mountain of legal work. In our work with
startups, however, we have found that increased transparency upfront could solve the majority of issues.
We understand that for national security reasons BIS cannot be as transparent as in other areas, but we
ask that any new controls be implemented with as much industry feedback as possible to avoid confusion.
If not, the regulations will likely deter investors and foreign business partners. Finally, any proposed
control lists should be regularly reviewed, revised, and updated with an opportunity for startups to weigh
in when appropriate.

iii. Increased Compliance Costs

The controls listed in the ANPRM will likely increase the number of license applications and other
paperwork that startups must submit to BIS and other agency officials. If enacted, BIS needs to ensure
there are resources available to startups to decrease burdens or delays caused by increased regulations.
In a globally competitive world, waiting on bureaucratic decisions can significantly impede a startup’s
ability to enter new markets and find investment.

lii. Need Multilateral, Not Unilateral Controls

Export controls imposed unilaterally, especially on items widely available from foreign sources, are
ineffective to prevent end-users from acquiring those items. Therefore, unilateral enforcement runs a
serious risk of making American startups less competitive internationally. Any export controls imposed by
BIS should be coordinated with multilateral export control regimes to be effective.

iv. Limited to National Security Concerns, Not Trade Policy

Export controls are blunt instruments and should be limited to reducing the proliferation of certain
technology specifically for national security concerns. If additional export controls are seen as a tool to
influence trade policy or increase trade protectionism, startups could be negatively impacted globally.
There are numerous other tools the government has at its disposable to address trade policy challenges
such as sanctions, trade remedies, foreign direct investment controls, intellectual property theft remedies,
and counter-espionage laws.

Conclusion

Thank you again for the opportunity to comment on this process for defining emerging technologies that
are essential to our national security. The American startup ecosystem is a global powerhouse for
technological development and export controls must be limited to protect this key economic sector. We
hope to continue to work with BIS on this important topic.



