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TIMELINE OF REPORTS
A lot has happened since the public debate around encryption erupted in 2015, when the FBI sued Apple in hopes 
of  unlocking an encrypted phone tied to a mass-casualty shooting in San Bernardino, California. �at legal challenge 
was ultimately rendered moot when the FBI found an outside company that could unlock the device. But the dispute 
raised lasting questions about how far companies should go to facilitate law enforcement access to encrypted data. 
While that question continues to be debated, several academic and news reports in 2018 have added additional 
context and nuance.

A proposed framework for evaluating encryption policy proposals
February 2018

In February, a new framework for considering regulatory proposals aimed at facilitating law enforcement access 
to encrypted data was released. �e National Academies of Sciences, Engineering, and Medicine proposed a 
framework for considering encryption policy proposals that considered the potential impact on privacy, civil 
liberties of users, international law, the �nancial costs, and the e�ect on security.

Government watchdog says the FBI miscommunicated about technical capabilities around 
San Bernardino case
March 2018

In March, the Justice Department’s internal watchdog—the O�ce of the Inspector General—released a report 
about an investigation into sta� concerns that the FBI and its top o�cials did not accurately represent the 
agency’s technical capabilities when pursuing legal action to force Apple to break into the locked phone tied to 
the 2015 San Bernardino shooting. 

While the report ultimately found that the FBI’s statements in court and then-FBI Director James Comey’s 
testimony in front of Congress re�ected the high-level understanding of the agency’s capabilities, the Inspector 
General pointed to miscommunication between di�erent FBI departments as the reason that the agency 
claimed in court that it needed Apple to help it access the device. �e Inspector General’s report stoked fears 
that the FBI was using the San Bernardino case to set a legal precedent that could force companies to build 
intentional vulnerabilities into their products to facilitate law enforcement access to encrypted data.

Government working on security through encryption, but too slowly
May 2018

In May, the administration released a mandated report on cybersecurity risks across the federal government, 
which found that many agencies were failing to fully use encryption to secure data.

While 73 percent of agencies have fully implemented encryption of data in transit, less than 16 percent of 
agencies have fully implemented encryption for data at rest, and agencies have dedicated a relatively small 
amount of their budgets to encryption. Securing data, including through the use of encryption, is a “low 
priority” for federal agencies, according to the report, despite “repeated calls” from industry, privacy advocates, 
and the Government Accountability O�ce. “It is easy to see government’s priorities must be realigned,” the 
report said.
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FBI dramatically overstated the number of encrypted devices it can’t access
May 2018

�e Washington Post released a bombshell report in May that the FBI has repeatedly overstated by several 
thousand the number of encrypted devices it cannot access while conducting criminal investigations in 2017. 
As part of the FBI’s arguments about the problems encryption poses, the agency told lawmakers and the public 
it cannot access nearly 7,800 locked devices. �at number is actually between 1,000 and 2,000, according to 
the Post.

�e FBI attributed the dramatic overcount to “programming errors” that occurred because it uses three 
databases which could cause the agency to count a single phone repeatedly. An internal estimate in May put the 
number of locked devices at 1,200 but the FBI said it was conducting a larger audit to determine the actual 
number, according to the Post.

CSIS report �nds encryption outside of the top problems for law enforcement’s access to data
July 2018

A survey of law enforcement agencies at the federal, state, and local levels found that lack of access to encrypted 
data ranked lower than several other problems that law enforcement agencies face when dealing with digital 
evidence. �e Center for Strategic & International Studies report, “Low Hanging Fruit: Evidence-Based 
Solutions to the Digital Evidence Challenge,” highlighted several obstacles faced by law enforcement, including 
“di�culty identifying which [companies] have access to relevant digital evidence” and “di�culty in getting 
relevant digital evidence from [companies] once the relevant [company] is identi�ed.”

�e report also touched on the frustration that both technology companies and law enforcement feel when 
communicating, or miscommunicating, with each other. Law enforcement agents complained in the survey 
about long delays, incomplete information, and a lack of knowledge about the “magic words” that companies 
are looking for before they provide data to law enforcement. Companies complained about overly broad and 
boilerplate requests for data, as well as a lack of awareness of companies’ responsibility to protect user data and 
privacy. �e report recommended more cooperation between law enforcement and companies, including 
company training for law enforcement on what information is available.

�e report similarly highlighted an inadequacy in overall training and resources for law enforcement to access 
and use digital evidence, including technical specialists, equipment, analytical tools, and legal expertise. While 
local and state law enforcement handles the majority of criminal investigations, those agencies are the least 
equipped to handle digital evidence, according to the report. Only 45 percent of local law enforcement 
agencies surveyed have adequate resources to access and use digital evidence, and local law enforcement agents 
receive, on average, just 10 hours of digital evidence training a year. �e report o�ers recommendations to 
boost training and resources at the federal, state, and local levels.
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Ciphertext: 
After data has been encrypted, it is referred to as ciphertext. �is is a disguised way of presenting the data. 

Cryptography: 
Also known as cryptology, this is the study of using codes to secure information.

Encryption: 
�e process by which data is scrambled or converted to a format unreadable by those not authorized to 
access the data. 

End-to-end encryption (E2EE): 
Communications that are encrypted end-to-end can only be viewed by the sender and receiver. No other 
party that may see the encrypted communications along the way—including Internet service providers, 
hackers, and application providers—can decrypt the communications.

At-rest encryption: 
When data is encrypted “at-rest,” it is being stored securely in one place, most commonly on one 
device. 

In-transit encryption: 
When data is encrypted “in transit,” it is being transmitted from one party to another, usually across a 
network, and is protected so that it cannot be intercepted while it is moving. 

Asymmetric encryption: 
If encryption is asymmetric, two di�erent keys are used to encrypt and decrypt data. �is is 
commonly used in online services. 

Symmetric encryption: 
If encryption is symmetric, the key used to encrypt data is also used to decrypt data. All parties 
involved in exchanging the data agree upon the key before the data is encrypted. 

Public key: 
Asymmetric encryption (see above) uses two types of keys, one public and one private, and you need 
a pair comprising of each to successfully encrypt and decrypt data. A person’s public key can be 
shared widely to allow anyone to encrypt their communications to that person.  

Private key: 
�e closely-held key that allows a recipient to decrypt data that has been encrypted using the paired 
public key. �e key must be kept secret to preserve the security of a system of asymmetric encryption.

GLOSSARY
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Key: 
A value that is the result of complex mathematical computations. �is value tells the encryption 
algorithm how to convert from plaintext to ciphertext, and is crucial to unlocking this algorithm.

Man-In-the-middle attack: 
An attack where a third party intercepts a communication between a sender and recipient. �e third party 
might then read, or even alter, the communication before it reaches the recipient.

One-way function: 
A mathematical function that can be performed one way, but not in reverse. Unlike encrypted data, which 
can be decrypted, once data is “hashed” through a one-way function, it cannot be “unhashed.”

OTP: 
A one-time-password (OTP) is a type of key that can only be used once. 

Plaintext: 
Data that is unprotected and has not yet been inputted into an encryption algorithm, or that is the output 
of decryption. Sometimes this term is used interchangeably with “cleartext” but technically speaking, 
cleartext refers to unprotected data that is not intended for encryption. 

Session key: 
A single-use symmetric key that encrypts and decrypts communications within a single use of a 
communications service.

In the news: 
According to recent reports, the U.S. Department of Justice has asked Facebook to facilitate access 
to voice conversations taking place over its Messenger service, which uses session keys to secure voice 
calls. While Facebook is reportedly challenging the request from the Department of Justice—which 
came as part of a federal investigation into the MS-13 gang—encryption advocates worry that 
Facebook keeps the session keys for Messenger voice calls, which could be easily handed over to law 
enforcement.








