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Not just an IT issue: Why governance of
data should be on the agenda of every
board director
By Annelies Moens, Deputy Managing Director, and Natasha Roberts, Consultant,
Information Integrity Solutions Pty Ltd

• Data is an asset, and
like other assets, it
should be monitored,
its value assessed
and risks to the
asset identified and
mitigated.
• Effective governance
of data gives
organisations a
framework for
understanding
the exact nature
and extent of an
organisation’s data
assets and how to
utilise them and
protect them.
• Boards that confuse
data governance for
an IT activity, risk
missing out on the
huge benefits and
economies of data
driven business.

In the digital age, every
organisation — be it
private sector, public
sector or not-for-profit
— is a ‘data business’.
This article discusses why
directors need to engage on
governance of data and the
risks and potential missed
opportunities of failing to
do so.
Imagine for a moment that accounting
standards required organisations
to also take account of, and value,
their data assets. In adding data to
the balance sheet, many company
directors would be surprised at the
breadth of the data their companies
hold, or that those data assets (which
are often collected without payment or
at a low cost) are valuable.
In misunderstanding the value of the
data they possess, businesses may
both ignore the opportunities inherent in
those data assets and fail to adequately
protect them. They may also fail to
account for data available or accessible
but not owned by the business. Any
other asset owned by, or available
to, a business is monitored, its value
assessed and re-assessed against
factors such as depreciation and market
forces and risks to the asset identified
and mitigated.
There is something, however, about
the intangibility of data assets that
causes businesses to fail to account for
their value.1 This issue is compounded
by the fact that the valuation itself is
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difficult. Data may arrive from different
sources. It may have been collected
without payment. Traditional ways
of measuring asset value such as
‘market value’ and ‘historical cost’ may
be a poor fit for measuring the future
economic benefits of data holdings.2
Failure to fully understand the value of
data may lead boards to allocate data
management and oversight to IT and
compliance personnel thereby missing
the important role the board itself has
to play in the strategic management of
this asset.
And yet, we are in an age where data
has never been so valuable, nor the
opportunities for innovation so great,
and the risks of data breach so high.
The arrival of new business models
— such as ride-sharing, homestay
accommodation and GPS-enabled
fitness apps — and the expansion
of existing goods and services —
to include, for example, real-time
tracking of delivery or arrival times,
integration with mapping and locationbased technologies, monitoring and
optimisation of product performance via
sensors and the internet of things and
the tailoring of products and services
to user preferences — are evidence of
the wealth of opportunities that await
businesses willing and able to use their
data assets effectively.
For example, Rolls-Royce is leveraging
the value of data to move their jet
engine maintenance programme from
a focus on major engine overhauls
to instead improve the efficiency of
an airline’s daily operations — and
to operate at the ‘clockspeed of the
customer’.3 Similarly, Garmin was able
to see the value of harnessing GPS

...we are in an age where data has
never been so valuable, nor the
opportunities for innovation so
great, and the risks of data
breach so high.

technology to deliver personalised
fitness information via wearable
devices. It continued to build on data
use opportunities by expanding its
services to take advantage of the rise of
social media, allowing its device users
to choose to share fitness information
with friends and participate in a virtual
network of others engaged in similar
activities.4
Of course, at some point, opportunity
collides with risk — privacy and security
considerations are an unavoidable
part of the equation. So a key question
is ‘How do you combine traditionally
compliance-focused activities
like privacy and info-security with
traditionally strategic and revenueproducing activities like using data
to make marketing and productdevelopment decisions?’5
The answer, and indeed the missing
link, is governance of data. Converging
the different objectives of privacy,
security, business strategy, product
development and so on in a data
governance framework can be
challenging. Partly, the answer is
ensuring that governance of data
occurs or is driven at the board level.
This helps reduce the inevitable ‘siloing’ of privacy, security and business
goals and the corresponding risk that
one of those goals is inadvertently
prioritised over the others (resulting in
a business that is unconsciously risk
averse or unintentionally risky in relation
to data it holds).6 Only at the director
level, can a company get the necessary
organisation-wide view of governance

of data and align strategic business
decisions with ethical and compliance
considerations.
There is work underway to help
organisations meet these challenges
and embed better data management
and oversight. A key tool for
company boards and directors will
be the new series of governance
of data standards currently under
development by the International
Organisation for Standardisation (ISO)
and the International Electrotechnical
Commission (IEC). According to projecteditor of the upcoming standards,
Alison Holt, ‘The developing ISO/IEC
38505 series of governance of data
standards is designed to provide
guidance for boards who want to
maximise the value, whilst addressing
the risks, of participating in the digital
economy. Boards that confuse data
governance for a management activity,
risk missing out on the huge benefits
and economies of data driven business.
These standards aim to address this
common misconception and empower
boards to develop and deliver strategies
for growth.’
Effective governance of data gives
organisations a framework for
understanding the exact nature and
extent of an organisation’s data
assets and how to utilise them and
protect them. In a recent information
security survey, only 51 per cent of
organisations reported having an
accurate inventory of employee and
customer data and how that information
was collected, transmitted and stored.7
A governance framework also allows

organisations to assess the value (or
potential value) of data assets and map
information flows, so that new business
models and strategies can be evolved
potentially. Importantly, it also enables
organisations to assess new and
existing data use against ethical and
compliance considerations, to identify
and mitigate risks and to establish
controls and lines of accountability.
All too often, it is weak or non-existent
governance of data that garners
attention. And indeed, when things go
wrong, the impact on company directors
themselves is brought into sharp focus.
A serious data breach sustained by
Target in late 2013 resulted in the
resignation of Target’s CEO and CIO
— it was reportedly the first time the
head of a Fortune 500 company was
ousted due to a cyberattack.8 A similar
thing occurred when New Zealand’s
Personal Accident Insurer, Accident
Compensation Corporation, sustained
a data breach in 2011 involving
highly sensitive health information of
6,748 clients with a number of board
directors losing their positions.9 There
is also the real risk that a data breach
will significantly affect business and
shareholder value (or even result in the
closure of a business).10
However, when organisations effectively
address and mitigate security and
privacy risks through strong governance
processes, wider opportunities can be
grasped. New business models that
leverage the value of data can pose a
competitive risk to not just traditional
businesses, but whole industries.
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Governance of data is of critical
importance not only to protecting data
but also to making decisions about how
a business will use data to add value for
its stakeholders – including its suppliers
and customers. A strong governance
framework ‘governed from the top’
puts organisations in the best possible
position to harness the benefits of the
digital age while fostering an ethical and
compliance-focused corporate data
culture. Boards need to be involved.
Relegating governance of data to IT
or compliance personnel is to fail to
fully comprehend the strategic value
of data and puts organisations at a
disadvantage when navigating strategic
business decisions involving data.
Annelies Moens can be contacted
on (02) 8303 2417 or by email at
amoens@iispartners.com.
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Governance Institute Ethics Index
survey findings released
Australian public see big business,
banks and politicians as ‘unethical’.
That’s according to the findings of Governance Institute of
Australia’s inaugural Ethics Index.
The survey is the first of its kind in Australia. These findings
are vitally important for us as governance professionals. Never
before has the case been stronger for governance strategies
and solutions that enable a company to not only conduct itself
ethically, but to also evolve, grow and succeed.

Find out more about Governance Institute Ethics
Index at governanceinstitute.com.au/EthicsIndex
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