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Workshop Introduction
CVTA’s Standards Integration Review Workshop was held on 5 October 2016 in Ann Arbor,
Michigan. The workshop was intended to consider end-to-end security standards integration
for the connected vehicle ecosystem:
•
•
•

What standards are already available/in progress across the ecosystem?
Where are the gaps and opportunities for collaboration in development,
demonstration, testing of these standards?
What should we be doing to ensure that our standards suite is sufficient to enable our
ecosystem?

There were 30 attendees, which included key experts from AUTOSAR, GENIVI, IEEE, SAE, and
3GPP, along with a cross-cutting group from OEMs, Tier Ones, Security, Testing, and Privacy
specialists, Consumer Electronics firms, Infrastructure Owner/Operators, and Universities.
The event was organized in two parts. First, the group collaborated to build a picture of current
standards activities. The exercise sparked a lot of good discussion, and it was clear that there
were opportunities to improve the conversation and process around standards development in
this area. In particular, there is a lot of fragmentation as each industry sector (e.g., automotive
OEMs, telecoms, etc.) focuses on their own issues without always having the opportunity to
integrate across sectors.
Next, the group talked about ways to address these challenges, and identified a small set of
focus areas which we can build on:


Develop a System/Holistic Perspective.



Share Hazard and Risk Assessments.



Run a Cross-SDO Use Case “test”.



Develop Shared Terms and Definitions.

A more detailed summary of results from these discussions is included below. This summary is
a collection of highlights which does not necessarily represent consensus of all attendees at the
workshop. This document also includes a Resource section with materials contributed by the
participants.
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Workshop Results
Part One: Standards Activities Review
The group started with a picture of the basic V2X infrastructure on a whiteboard, starting from
basic sensors and working outwards within the vehicle, across the airlink, and to the
services/databases beyond. Each participating SDO then built on that picture to explain where
their security efforts are currently focused. The resulting picture was quite complex. A
summarized version is shown below:

Specific highlights from each SDO include:
•

GENIVI’s security efforts are focused on telematics data coming into and out of the car
which flow through the in-vehicle infotainment (IVI) middleware. This includes car to
cloud and sensor to cloud interactions. The goal is to prevent malware from coming in
and creating issues at the middleware level. Efforts include encryption and parsing, as
well as secure software updates.

•

IEEE’s activities cover a range of items, from electronic data recorders (EDR) and DSRC
communications standards to consumer device privacy and connected vehicle
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architecture. The device privacy effort is working to develop templates for standards
on access, storing and sharing of consumer IoT data. The DSRC technology standards
include digital certificate mechanisms for permissions and privacy, credential
management solutions, etc. This set of security services can be applied at any level.
•

3GPP standards focus on securing the connection into the cellular radio network from
the vehicle/device and the application servers; and between radio network
components. This includes work on replay protection, authentication, confidentiality,
privacy, tracking, etc. The PROSE standard was noted as an example of peer to peer
cellular security that is being handled by this group. For more detail on 3GPP
connected vehicle standards, see Appendix.

•

SAE security work covers a broad spectrum as well. Specific items of interest to this
discussion include: OBD port security for cars and heavy trucks, recommended
practices for designing cybersecurity into the vehicle (which are currently being
expanded at the ISO level), and performance requirements for vehicle communications
by application area. For more detail on SAE cybersecurity standards, see Appendix.

•

AUTOSAR works to standardize in-vehicle systems. A new adaptive platform for a
LINUX-based Operating System (OS) is planned for release Q1 2017 and SOA for that
platform is in the near term plan. Security efforts in AUTOSAR are currently focused
on authentication, and there are additional security features planned for Q4 2017
releases, including crypto interfaces and credential management. They are also
working on end to end protection within the vehicle.

Part Two: Opportunity Review
The group discussion highlighted the fact that, while most of the SDOs were aware of some of
the work going on in other areas, there had been limited opportunity for cross-SDO discussion
of the entire system. As a result, the initial review of standards activities generated a
substantial list of items for further discussion. These included:
•

Regulatory issues. Each SDO works with in the regulatory boundaries of its industry
sector, but these often have conflicting requirements. For example, the telecom
community must comply with federal wire-tapping rules, while the DSRC
communications system has built-in privacy to avoid identification of users. Similarly,
regulations surrounding OBD port access and vehicle data availability (e.g., right to
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repair laws) create related challenges. As these technologies come together into a
single, connected vehicle environment, these issues will have to be navigated.
•

Privacy in managed and peer to peer communications environments

•

The current lack of standards focus on detection/mitigation/resilience

•

The need to better include the transportation infrastructure owner-operators (IOOs) in
security discussions. It was noted that IOOs have to handle unique physical security
hazards (e.g., roadside equipment), in addition to public data availability rules.

•

The challenges of ensuring both data and functional security in the automotive
environment. This was tightly related to another item: security/vehicle lifecycle
management. Security management is an ongoing process, but there is currently no
way to ensure that individual vehicles are updated over time. In addition, it is
currently possible for individuals to modify major vehicle functions. Secondary and
tertiary owners have no visibility into these modifications.

•

Unintended consequences caused by lack of understanding across major system
components

•

The need for work on sensor security and associated standards.

Next Steps
During the discussion, quite a number of ideas were put forward for action, and the
participating SDOs agreed to consider how they might contribute. Four Key Opportunities
rose to the top:


Develop a System/Holistic Perspective. We need better ways for everyone to think
about the whole system when defining security solutions. The group identified a couple
of existing standards activities where this discussion might thrive, including SAE’s J3061
activity.



Share Hazard, Threat and Risk Assessments. We should share information about how
hazard assessments are handled by each group to help make sure everyone is looking at
all of the required perspectives. Both transportation system level (catastrophic) and
individual level threats are of concern. This might be initially addressed in a one day
workshop which allows key experts to compare notes. This might also fit into the J3061
work effort.
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Run a Cross-SDO Use Case “test”. We need a way to find out whether the set of
standards suite we have developed/are developing is actually successful at protecting
the end-to-end system. A key first Use Case of interest is over the air software updating
(SOTA). This topic sparked some specific discussions about how to achieve this but it is
clear that this is a major challenge, as each SDO has a unique perspective on the
requirements for such a solution, and the overall system crosses so many standards
domains.



Develop Shared Terms and Definitions. Even within the small group at the workshop,
consistent communication was an ongoing challenge. We discussed extending existing
standards activities in this area to better serve this need, particularly those activities
already underway in ISO and SAE.

This White Paper is intended to serve as a catalyst for those discussions by summarizing the Key
Opportunities for further review and action.
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Appendix A: Resources
Resources include:
•
•
•
•
•

http://www.eti-home.org/Telematics/ftp-telematics/Task%20Force/Telematics-DataDefinition-White-Paper-12-10-copy.pdf
https://www.enisa.europa.eu/topics
https://www.enisa.europa.eu/topics/iot-and-smart-infrastructures/smart-cars
https://resilience.enisa.europa.eu/carsec-expert-group
https://asrb.org/

Several participating SDOs provided more detailed views of their activity in the connected
vehicle security space – diagrams below:

Page 7

Page 8

Connected Vehicle Trade Association
PO Box 4847, East Lansing, MI 48826
www.connectedvehicle.org

Scott J. McCormick, President
OFC: 734.354.0546
CELL: 734.730.8665
FAX: 734.446.0326
Skype: scott.j.mccormick1
Whats App: Scott McCormick
WeChat: scottm1
sjm@connectedvehicle.org

Valerie Shuman, Vice President of Industry Programs
CELL: 312-972-0220
Skype: vshuman
vs@shumangroupllc.com

