


Who am |?

An ethical hacker / security researcher
Team of 60 who test ship security @pentestpartners
Several ex-ships crew on the team

Help improve cyber security for vehicles, ATMs, banks,
government, military
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A Wi-Fi tea kettle

A Wi-Fi enabled kettle, essential
for every British home

Comes with mobile app, from
which kettle can be boiled

Offers stunning time saving, at a
$100 premium over a regular non-
smart kettle
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How to hack a kettle

#1 take it apart

#2 locate chipset manuals

#4 review mobile app source code

#5 find security flaws

‘ #6 make teal
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UART WIFI TRANSPARENT MODULE

4.3.7 System parameters
4371 System password

LECHOUSCE
Table 4-34 System password
Copy Right Reserved By Elechouse Parameter name Parameter Correlative Command
System password Login Password AT+PASS
www.elechouse.com —
Description

The login password for accessing the module through WEB server or
wireless configuration.
The default setting of system is “000000" .

4372 WEB server

6246 AT+KEY
Function:
Set or query network key. What should br noted is that before using this command to
set network key,user must set the encryption mode with the command AT+ENCRY .
Format:
- AT+KEY=[1?][format] index], [key]<CR=
+0K[=format, index, key]<CR><LF><CR><LF>

PenTestPartnersLLP
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Disclosure

“It's OK” said the manufacturer

..the hack requires specialist knowledge and one
would have to be very lucky to find a user with a
wifi kettle
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Wi-Fi is trackable. Find kettles to steal Wi-Fi security key from:
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So what?
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Have you checked the separation of your on- board networks? -
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Another way: satcoms




Let’s go find some ships that could be hacked

Many ships are now
permanently connected to h R P T T
t h e i nte r n et '. Exploits *% Maps ¥ Share Search & Download Results |l Create Report

<« C | @ Secure | https://www.shodan.io/search?query=html|%3A"sailor+ 900"

TOTAL RESULTS SAILOR 900 VSAT Ku
1 : & SSL Certificate HTTP/1.1 288 OK
5 IsoTropic Networks Issued By Expires: Thu, 15 Feb 2818 @5:15:32 GMT
TOP COUNTRIES BE United States, Lake Geneva |- Common Name: Cobham SATCOM Cache-Control: max-age=0
(= |ssued To Content-type: text/html

Details Set-Cookie: tt_adm=deleted; expires=1
Transfer-Encoding: chunked

Supported SSL Versions Date: Thu, 15 Feb 2018 ©5:15:33 GMT

www.shodan.io is a search _
engine that can be used to oy oo

United States - 3 MODP Group with 160-

|- Common Name: Cobham SATCOM

bit Prime Order

find always-on devices e.g.: | = 5

United Kingdom
Albania

£ SAILOR 900 VSAT Ku

HTTP/1.1 20@ 0K

TOP SERVICES Satellite Mediaport Services Ltd. Expires: Thu, 15 Feb 2618 0:@1:46 GHT
HTTP 27 £ United Kingdom Cache-Control: max-age=e@
HTTPS 17 (S Content-type: text/html

4 Details Set-Cookie: tt_adm=deleted; expires=i

l [} ’ Qconn -
HTTP (8080) 3 Transfer-Encoding: chunked
Date: Thu, 15 Feb 2018 2@:01:46 GMT
Server: lighttpd/1.4.33

TOP ORGANIZATIONS

IsoTropic Networks 28

‘Inmarsat Solutions’

Intelsat Global Services Corporation

SAILOR 900 VSAT

o o~

Satellite Mediaport Services Ltd. & SSL Certificate HTTP/1.1 200 OK
- Italspazio S.r.L. . . B
( ° ’ Level 3 Communications Issued By Expires: Wed, 14 Feb 2@18 21:15:2@ GMT
M Abania |- Common Name: Cobham SATCOM Cache-Control: max-age=0
(S |ssued To Set-Cookie: tt_adm=xxx; expires=Thursday, @1-Jan-197@ @8:8@:@1 GMT
Details Content-Type: text/html

|- Common Name: Cobham SATCOM
Server: thttpd 2.25b

Supported SSL Versions _Eo

‘commbox’

o o
X info@pentestpartners.com é +44 (0)20 3095 0500
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http://www.shodan.io/

Another example satcom issue. KVH are not at fault here

Comms not provided [g & ot s

by KVH - vessel
owner took a 3™
party service

Vessel owner didn’t
update the software

KIVIH|

KVH INDUSTRIES

@ [#] QuickCrew - Show Active Users - Google Chrom...  — 0 X
® s tblank

First name Last name Sesseon R ']
Marvn Anaeads 10 M w23
ALCAZAREN SO OMn 3vs

() sboutblank

Firat name Last name
Yarra AN
ALCAZAREN Jom N

@ info@pentestpartners.com

€ [#] QuickCrew - Show Active Users - Google Chrom.., = 0

Sesse0n duration Remareng
$0 M 23VE
AMn qkve

& +44 (0)20 3095 0500
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KVH Indusires Norway AS recomghends web browsers Firalox and Opera for safer web browsing

Welcome to

CommBox"

Please enter your user name and password
User Name
Password

Loge

Active Craw irternet Users 2/ 20

@ KVH Industries Norway 45

« Version 1125 . System name. Dawn Horzon
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Email or Phone Password

facebook I I

Marvin Ramos Andrada (Jao) is on Facebook.

¥y
To connect with Marvin, sign up for Facebook today.

It’s so easy!

We know the vessel name, line and G R

location from AIS o . A
V'Méﬁ;lin 'Ramoin ad?’ l‘ll. L’\‘g :

(Jao)

“ V.
A=
- — Friends Photos

Uiy

¥

Videos

We know the names of the crew from the
satcom box

L About Marvin Ramos Andrada

WORK

E.R. Schiffahrt GmbH & Cie. KG
Deck Cacet - Hamburg, Germany

We know their interests from Facebook

EDUCATION

N Northwestern University
Class of 2012 - Marine Transporiation - Evanston, lllinois

TIME FOR A PHISHING ATTACK! ‘
2"&?,725;“3322“ State University, Batac, llocos Norte m

llocos Norte College Of Arts And Trades
Others with a similar name

s
We4" Laoag City

With a phish, one can compromise the
vessel network
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Let’s go one better: a real time vulnerable ship satcom tracker

By collating vulnerable
satcom unit data with live AIS
data...

...we can geo-locate
vulnerable ships in real time

Here we have a vessel with a
very outdated satcom unit
that is likely to be highly
vulnerable to attack

This is all open source data,
all we have done is link it up

* ship name: HEINO

e title: Nothing Found

* position: Nothing Found

* version: 1.28

+ satellite position: Nothing Found

+ heading: Nothing Found

* ip: Nothing Found

« lat_Ing: {"lat":"52.27068",'Ing":"-9.859787"}
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Software updates fix security problems

Satcom vendors ra rer say. We more often see security bugs hidden in generic
changelogs, e.g.:

‘we made a mistake, there’s a

“New functions in the Cable calibration. Appendix I

secur I ty p r Ob /em I nour VESSE/ Reset of event list in Diagnostic report.
satellite terminal. Event log reset without deleting config. Appendix. Il
H ere IS area / /y I m p ortant Bearings/friction test for all axis
General improvements of security for "admin" account.

software update that you W
need to apply urgently to e rocdlAdmin acia ,Z\
prevent your vessel being Nasty security flaw!
hacked’

What if we could tell you immediately if an

update is published for your satcom software?

If you saw that, you would take immediate action! How valuable would that be!
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Next research project

Could a h

to the |00

vulnerabl

What if
firmware vyourself to increase

bandwidth ;-)
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It won’t happen to me...




Why would a hacker attack my ships?

Surely it’s easier to steal from a bank
or other business?

The worst public security incidents
aren’t from hackers... yet

Maersk wasn’t hacked

Collateral damage, kids & ransomware
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UNB+UNOC: 3+SENDER ID:ZZZ:

SENDER INT ID+RECEIVER ID:ZEZ:

RECEIVER INT ID+20151128:1037+1++++1++1"
UNH+1+ORDERS:D:01B:UN"
BGM+ZZ0+P0357893+9"

DTM+2:200808131430:102"
DTHM+2:20151128:203"

FTX¥+DEL+1++INCLUDE TIME IN DELIVERY DATE"
REFF+AAN:APPTNO123445"
NAD+AA+Buyer_ Id 12345::1°

LOC+1+Buyer Place Warehouse €78::1°
CTA+PD+BuyerEmployeel234: John Smith'

/Q
* ".-ﬁluau
COM+Buyer email@BuyerCompABC.com:EM'
NAD+AA+ShipTo Id 87654::1"
LOC+1+ShipTo Id 87654::1"

CTA+PD+BuyerEmployeell34:John Smith®
COM+ShipTo Id 87654:EM'

LIN+1+1+1"

PIA+S5+ENT-934T74:BH" ' e
IMD+F++: : : Product Description' "
MEA+ARR++EA:1"
QTY+21:3:A18"
FRI+INV:3455.58"

UNS+S'
MOA+1:4406.57"
CNT+Z:2"
UNT+30+1"
UNZ+1+1"




|ﬂterf€riﬂg with Sh'pplng Containerised transport is vulnerable to

loading message interception and
modification

Switching EDI message codes can cause
misloading and out-of-trim situations

MEA+AAE+VGM+KGM:9580.7

Potential to modify BAPLIE during transfer to |—|A|\|+M;HAN DLING:306'

or on board ship & affect metacentric height

Probably easier to modify data that it is
constructed from: EDIFACT HAN+LTT-HANDLING:306'
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Causing explosions through EDIFACT manipulation?

Further manipulation of dangerous goods codes
can lead to explosions:

ATT+26+AGR:DGATT:306+XS:DGAGR:306

ATT+26+HAZ:DGATT:306+FLVAP:DGHAZ:306'F

DGS+IMD+2.1::35-10+1954+055:CEL+1+F-ES-E
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An EDIFACT cookbook for reefers
HAN+ACC:HANDLING:306'

A recipe for prawn espresso:  HAN+NOR:HANDLING:306
HAN+OSC:HANDLING:306'
HAN+OPD:HANDLING:306'
HAN+ODO:HANDLING:306'
HAN+KDR:HANDLING:306'

Similar techniques could be used to
d|ng|se illegal shipments of arms or
narcotics
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Stealing money usmg EDIFACT

IFTFCC also contains interesting information for
the hacker

Segment 0470:
FIl: Financial Institution Information
‘Bank and account numbers’

oo e 1His should be cross checked with the Bill of
L L Lading before payment, but are you certain this
= ~ | isdone?

UNT MESSAGE TRAILER
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Stealing containers?

LOC PLACE/LOCATION IDENTIFICATION

Function: To identify a place or a location and/or related
locations.

el1e 3227 LOCATION FUNCTIOM CODE QUALIFIER M 1l an..3
B2e C517 LOCATION IDENTIFICATION C 1
3225 Location name code C an. .25
1131 Code list identification code C an..3
3855 Code list responsible agency code C an..3
3224 Location name C an..256

B2ia LoC, Place/location identification
& segment to identify a locastion or country related to the
equipment, such as:
-  stowage cell
(final) place/port of discharge
transhipment place
place of delivery
country of origin/destination
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Read the legal case involving Glencore and MSC
from 2017: ~S1M of Cobalt stolen; two
containers disappeared from a terminal

Case revolved around PIN codes given to truck
driver. An inside job?

What if you could misroute containers by
manipulating EDIFACT? LOC messaging is one
way

Manipulate LOC segments of MOVINS, COPARN,
COARRI, CODECO messages etc







Serial hacking OT systems are controlled using serial
protocols, typically RS232 or 485.

Think ballast/trim control, propulsion,
steering, thrusters etc

Routing of traffic is often over ethernet
networks

Numerous devices offer |/O for serial
and ethernet, creating ‘bridges’ that the
hacker can exploit

Serial-IP convertors have had serious
security flaws
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O hacking HSMS in bulk carriers & tankers

Hull Stress Monitoring Systems are
present to prevent misloading

They typically report to a rugged PC on
the bridge

Connected to the voyage data recorder
through a serial or IP network

Tamper with the data in real time,
overstress the ship
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OT hacking

Similar loading issues can occur with
LNG carriers

Also concerns around cooling,
management of tank pressure and
fuel slosh / cofferdams

Heavy reliance on ballast pumps for
trim. Communicate |IP->CAN->RS5485
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Maybe...

...0r maybe it just creates new
security problems to solve

Private Key = Wallet
...protected by a password

Miner issues:
51% problem
Ledger disc storage problem
Bandwidth problem on ship
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Blockchain is the solution?
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Numerous crypto algorithms have been broken over
the years: RC4, MD5, SHA-1

What happens if processing power in future allows
Blockchain collisions to be found?







VDR, BNWAS & GPS hacking

Voyage Data Recorder takes data from GPS, rudder, bridge audio etc etc, stored on a rugged
Remote Storage Module

Bought a used RSM from eBay & went down a rabbit hole

Data is based on NMEA 0183 messaging: unauthenticated serial messages. Crash ships?

YpHR15$HEHDT,62.8,T*13

YpHR11] 890XXX1234567890,82,232100.06,08,12,2013%4A
YpHR12pGPZDA,232100.01,08,12,2013,0,0%6E

YprR11AIVDV,47,16,0,A,1234567890XX1234567890XXX1234567890,83,232100.06,08,12,2013%4A
YbHR1$BNALR, ,000,A,V,C1=0FF ;C2=12;C3=00*5A
YpbHR11TAIVDV,48,16,0,A, 123456 7800XX1234567800XXX1234567890,86,232100.10,08,12,2013%47
/pHR14$[PGLL,1522.5150,N,2806.4014,E,232100.01,A,A*52 |
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Hijacking the autopilot?

SGPAPA,A,A,0.10,R,N,VV,011,M,DEST,011,M%82
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Email Server rooms

Ship’s radio : Machinery spaces
Satellite Internet Physical  Network infrastructure
Handheld radios/PMR  Comms Security Social engineering
Ship to shore Access control
Ship to ship Bridge
VolP
Firewalling
Segmentation NEtW(,)rk UpdateS &
Devices Secu ”ty Remote

Where the heCk dO - &, Administration

Wired

you start? vred Crew
Email Network
Welfare

Radar
Charts/ECDIS
Route planning

N aVIgatlon Weather systems

GPS spoofing
Gyros
HMls
i stores
Electrical
PLCs Crew timekeeping

Customs and immigration
Malware resistance

; Malicious USB
Bay Planning Software A (SIPMS
Hull Stress Monitoring  Loading &

Ballast Systems  Gtg bility Payroll
UN/EDIFACT Messaging
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Tactical Advice




actical advice

Start with your remote data comms
Check that your satellite comms box isn’t on the PUBLIC internet

Check that the admin passwords have been changed from the vendor default and are now
STRONG

Check that your fleet has the latest version of satcom software and is updated each time an
update is published

Check that Wi-Fi networks on board have strong passwords and config and are isolated from
other systems
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actical advice

Check your on board networks are segregated:
Bridge, engine room, crew, Wi-Fi and business networks must be logically isolated

Secure USB ports on ship systems. If you have to update charts etc over USB, keep dedicated
USB keys for this purpose only

Demand evidence from your maritime technology suppliers that their equipment is secure

And teach your crew about security
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@thekenmunroshow
@pentestpartners
LinkedIn: Ken Munro + cyber

Blog: www.pentestpartners.com — full of useful advice for
maritime security

Start with a simple security audit of your vessel / terminal /
systems from security experts who understand shipping
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