
European Union Agency For Network And Information Security

The Cyber Security Policy Framework: NIS 
Directive and Cyber Security in Maritime
Dr. Athanasios Drougkas |  Officer in NIS
Digital Ship Conference| Athens | 8th November 



Positioning ENISA activities

POLICY
 Support MS & COM in 

Policy implementation
 Harmonisation across EU

CAPACITY    
 Hands on activities  

EXPERTISE
 Recommendations
 Independent Advice
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The maritime sector is under attack!
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… and vulnerable
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• Cybersecurity gaining more attention but still relatively low awareness and 
focus on maritime cyber security

• Emerging standards/guidelines from IMO, industry etc.

• Complexity of the maritime ICT environment including SCADA and 
emerging IoT usage 

• Fragmented maritime governance context 

• No holistic approach to maritime cyber risks and diversity between 
different actors in maritime

• Overall lack of direct economic incentives to implement good cyber 
security in maritime sector 

Cyber security in the maritime sector 
– Situational Analysis
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The Network and Information 
Security Directive
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- Identification of operators of essential services

- Minimum security measures to ensure a level of security 
appropriate to the risks

- Incident notification to prevent and minimize the impact of 
incidents on the IT systems that provide services

- Make sure authorities have the powers and means to assess 
security and check evidence of compliance for OES

Obligations for MSs on OESs
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MS shall define the criteria for the identification of operators of 
essential services and identify the OES among the following: 

• Inland, sea and coastal passenger and freight water transport companies 
(Annex I to Regulation (EC) No 725/2004)

• Managing bodies of ports (point (1) of Article 3 of Directive 2005/65/EC), 
including their port facilities (point (11) of Article 2 of Regulation (EC) No 
725/2004), and entities operating works and equipment contained within 
ports.

• Operators of vessel traffic services (point (o) of Article 3 of Directive 
2002/59/EC)

Identification of OES in the water 
transport sector



Working groups under the NISD

Cooperation Group
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Security Measures for OES
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August 2016 - Entry into force

February 2017 6 months Cooperation Group starts its tasks

August 2017 12 months Adoption of implementing on security 
and notification requirements for DSPs

February 2018 18 months Cooperation Group establishes work 
programme

9 May 2018 21 months Transposition into national law

November 2018 27 months Member States to identify operators of 
essential services

May 2019
33 months 
(i.e. 1 year after 
transposition)

Commission report - consistency of 
Member States' identification of OES

May 2021
57 months
(i.e. 3 years after 
transposition)

Commission review

NIS directive - TIMELINE
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• Guidelines on maritime cyber risk management (IMO)

• Maritime cyber risk management in safety management systems (IMO)

• The Tanker Management and Self Assessment - TMSA (OCIMF)

• The Guidelines on Cyber Security Onboard Ships (BIMCO, CLIA, ICS, 
INTERCARGO, INTERTANKO, OCIMF and IUMI)

• The European Union Maritime Security Strategy (EUMSS)

• Cyber Security Awareness (AMMITEC)

• Recommendations on cyber safety for ships (IACS)

Other maritime regulations, 
guidelines and standards
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Next Steps for Maritime Security in 
ENISA
• Implementation of the NIS Directive

• Stakeholder Engagement (MARSEC, 
SAGMAS, Associations, Industry etc.)

• Collaboration with DG MOVE and EMSA

• Raise awareness via workshops and 
meetings

• Cybersecurity aspects of maritime

• Guidelines & Standards (e.g. IMO)
• Regulatory framework
• Assets / Threat landscape
• Good Practices

• 2019 Study on Port Cybersecurity (TBC)
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The ENISA TRANSSEC Group is 
looking for Experts!

Share your expertise and 
contribute to promoting 
cybersecurity in maritime!

https://resilience.enisa.europa.eu/transport-security 
Join us:
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SAVE THE DATE!!

Lisbon 23rd of January 2019

1st Transport Security Conference 



PO Box 1309, 710 01 Heraklion, Greece

Tel: +30 28 14 40 9710

info@enisa.europa.eu

www.enisa.europa.eu

Thank you 


