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Foreword

Anna Maria D’Hulster

Secretary General,  
The Geneva Association

Information and communications technology (ICT) has become an essential contributor 
to our daily lives. Not only is it the engine of trade and of the global financial system, 
but it is also a vital component of our most critical infrastructure. In simple terms, the 
networks that provide our water, food, electricity, communications and transportation are 
all dependent on ICT. 

The advent of user-generated content on the Internet, so-called Web 2.0, is also creating 
vast pools of (individual) specific data, some of which are highly sensitive, not least because 
they comprise financial, behavioural, health and other personal information. These data are 
a rich source of insights on individual and collective attitudes and behaviours and can be of 
tremendous value to both commercial and public institutions who are now harvesting and 
storing this data. 

With our reliance on ICT and the value of this data come risks to its security, integrity and 
failure. This cyber risk can either have a natural cause or be man-made, where the latter 
can emerge from human failure, cyber criminality (e.g. extortion, fraud), cyberwar, and 
cyber terrorism. Currently, cyber risk is still in its infancy, but it has the power to constrain 
the forward momentum of technology and adversely impact the world economy.      

The development of a cyber insurance market is still at an early stage. While protection 
against cyber risk represents a tremendous new market and an opportunity for the 
insurance industry, it also creates a number of challenges to insurability. These include 
its potential high complexity and interdependencies, the potential extreme events it 
can cause, high uncertainty with respect to data availability and modelling approach, 
and ongoing technological change. However, anecdotally it is not only the challenge of 
insurability but also the demand for products that is hampering the market’s development. 
Either way, the successful development of a cyber risk insurance market is an important 
goal for the further development of society.  

In 2016, The Geneva Association established a new research programme on Cyber and 
Innovation. The programme provides inter alia a platform for industry discussion on cyber 
risk and insurance and will seek to develop and inspire research and insights that support 
its development. This report is the first of the programme and is intended as a ‘primer’ 
on cyber risk and cyber risk insurance for different stakeholders (academia, the insurance 
industry, governments and policymakers as well as the wider public). By providing an 
overview of the main areas of research and the key studies conducted in the field to date, 
and by making some initial recommendations about the potential role of insurers and 
governments in addressing cyber risks, this report lays the groundwork for discussion and 
future research on the development of the cyber risk and the cyber insurance market.
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1. Motivation and Aim of the Paper

In spite of its increasing relevance for businesses today, 
research on cyber risk is limited.1 Many papers have been 
devoted to the technological aspects, but relatively little 
research has been published in the business and economics 
literature. The existing articles emphasise the lack of data 
and the modelling challenges (e.g. Maillart and Sornette 
2010; Biener, Eling and Wirfs, 2015), the complexity and 
dependent risk structure (e.g. Hofmann and Ramaj, 2011; 
Ögüt, Raghunathan, and Menon, 2011) or adverse selection 
and moral hazard issues (e.g. Gordon, Loeb, and Sohail, 
2003). More recent research is concerned with potentially 
huge losses from worst-case scenarios such as the 
breakdown of critical information infrastructure (e.g. World 
Economic Forum, 2010; Ruffle et al., 2014; Lloyd’s, 2015b; 
Long Finance, 2015). In short, existing studies highlight 
challenges in the risk management and insurability of cyber 
risks.

The aim of this paper is to establish a database on studies, 
articles and working papers on cyber risk and cyber risk 
insurance.2 Based on this, we provide insurance practitioners 
and academics a high-level overview of the main research 
topics and future research directions in the field. The focus of 
the analysis will be on the business and economics literature 
in the risk and insurance domain. In order to provide a 
structured discussion of the relevant literature, we structure 
our analysis around three research clusters and 10 key 
questions (see Figure 1). 

The paper begins by summarising the existing knowledge on 
cyber risk and cyber insurance. Here we provide a structured 
review of the existing literature considering seven main 
research questions, starting with the definition of cyber risk 
followed by a review of the cyber insurance market. Based 
on these results we then derive future work both from 
an academic and from a practical perspective; that is, we 
consider what the industry and the government3  could do 
in order to manage, insure, and prevent cyber risk. Moreover, 
potential research questions for academics are formulated.

1 As shown in Appendix A, research on the topic of cyber risk 
and cyber insurance has been very limited until the year 2010, 
but recently has been growing exponentially. This emphasises 
the increasing relevance of the topic both from a practical and 
academic perspective.

2 In this paper, we use the terms ‘cyber risk insurance' and ‘cyber 
insurance’ interchangeably.

3 Our view on the government includes all potential activities by 
public authorities including legislation, regulation, and other work 
by the authorities.

MOTIVATION AND AIM OF THE PAPER
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Table 1 (overleaf) lists the main results for the 10 research 
questions. The review outcomes for questions 1 to 7 
illustrate the immense insurability challenges, especially 
due to the lack of data and of a modelling approach, the 
risk of change and an incalculable accumulation risk. 
Based upon these results, various ways to overcome these 
limitations in insurability are discussed such as mandatory 
reporting requirements, pooling of data, or public–private 
partnerships with the government (see the answers to 
questions 8 to 10). 

The remainder of this paper is structured as follows. First, 
we briefly outline the research approach and present 
descriptive statistics on the review results (Section 2). Then 
in Section 3, we summarise the existing knowledge on 
cyber risk along the seven outlined key questions. Finally, 
we derive avenues for future work both from an industry 
and government (Section 4) and from an academic 
perspective (Section 5).

SUMMARY OF EXISTING KNOWLEDGE ON CYBER RISK AND CYBER INSURANCE

1. What is cyber risk? Definition and categorisation.
2. What are the costs and detrimental effects caused by cyber risk?
3. Where do we find data on cyber risk?
4. How can we model cyber risks?
5. Micro perspective: How should cyber risk management be organised?
6. Macro perspective: Is cyber risk a threat to the global economy and society?
7. Cyber insurance market: What is the status quo and what are the main insurability challenges?

DERIVATION OF POTENTIAL FUTURE WORK 
(PRACTICAL PERSPECTIVE)

8. What should the insurance industry do to prevent 
cyber risks and to support cyber insurance?

9. What should the government do to prevent cyber 
risks and to support cyber insurance?

DERIVATION OF POTENTIAL FUTURE RESEARCH 
(ACADEMIC PERSPECTIVE)

10. What are future research directions in the area of 
cyber risk and cyber insurance?

Figure 1: Research approach with three clusters and ten key questions
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?
   1

What is cyber risk?  
Definition and categorisation.

• Any risk emerging from the use of information and communication 
technology (ICT) that compromises the confidentiality, availability, 
or integrity of data or services. The impairment of operational tech-
nology (OT) eventually leads to business disruption, (critical) infra-
structure breakdown, and physical damage to humans and property. 

• Cyber risk is either caused naturally or is man-made, where the 
latter can emerge from human failure, cyber criminality (e.g. ex-
tortion, fraud), cyberwar, and cyber terrorism. It is characterised by 
interdependencies, potential extreme events, high uncertainty with 
respect to data and modelling approach, and risk of change.

   2
What are the costs and detrimental 
effects caused by cyber risk?

• The enormous global costs estimates (up to one trillion USD per 
year) published by software firms and consultants are rough estima-
tors that need to be critically questioned.

• The manifold detrimental effects have been analysed, e.g. using 
event studies and scenario analyses. The major part of the effects 
are indirect (reputation, loss of trust).

   3 Where do we find data on cyber risk?

• Data on cyber risk are scarce, e.g. because the victims are reluctant 
to report such events.

• Most empirical papers on cyber risk rely on data breach information 
(not loss information), but recently, first loss databases have been 
set up (NetDiligence (2014) in the U.S.; Biener et al.(2015) globally).

   4 How can we model cyber risks?

• Frequency and severity modelling of cyber risk can be done by ap-
plying extreme value theory and the peaks over threshold approach. 
Heavy tail distributions have been proposed, i.e. the power law or 
the log-normal distribution for the severity and negative binomial 
distribution for the frequency.

• The aggregation of cyber risk needs to take nonlinear dependence 
into account (typically applying copulas). The few existing model-
ling papers emphasise the immense modelling difficulties and risk of 
change. Scenario analysis is a popular tool in such situations. 

    5
Micro perspective: How should cyber 
risk management  be organised?

• There are special standards and tools for cyber risk management. 
In each step of the classical risk management process, cyber risks 
show special features.

• Institutional commitment, effective crisis management, risk 
communication with employees, customers and suppliers, and 
continuous monitoring are fundamental. Cyber risk management 
today focuses on risk mitigation, while risk transfer so far plays 
only a minor role.

    6
Macro perspective: Is cyber risk a threat 
to the global economy and society?

• A global failure of the Internet is rather unlikely, but regionally limit-
ed breakdowns have already occurred; given the globally connected 
economy and society, the potential consequences of such extreme 
scenarios on companies and individuals are massive. 

• The same holds for other cyber scenarios such as, for example, 
the blackout of energy systems. For insurers, such scenarios pose 
enormous accumulation risk and hamper insurability.

   7
Cyber insurance market: What is the 
status quo and what are the main 
insurability challenges?

• The cyber insurance market is very small at present compared to 
other lines of business, but is expected to increase significantly in 
the coming years. The U.S. is far ahead of Europe and Asia, for exam-
ple, with regard to reporting requirements.

• The main insurability problems are the lack of data, risk of change, 
accumulation risk, and potential moral hazard problems.

   8
What should the insurance industry do 
to prevent cyber risks and to support 
cyber insurance?

• To prevent cyber risks: develop standards, common language, and 
good practices; conduct scenario analysis; initiate and/or intensify 
dialogue with stakeholders; track technological development (cloud 
computing, Internet of Things, blockchain technology etc.), increase 
own analytical skills (digital forensic) and make own IT more resil-
ient.

• To support cyber insurance: develop anonymised data pools, devel-
op (re-)insurance pools, analyse existing policies and develop new 
ones.

   9
What should the government do to 
prevent cyber risks and to support cyber 
insurance?

• To prevent cyber risks: tackle cybercrime by international collabo-
ration, initiate global dialogues and conventions aimed at confining 
cyberwars, boost IT landscape resilience, introduce reporting 
requirements, support development of cyber databases, and mini-
mum standards for risk mitigation.

• To support cyber insurance: establish public–private partnership 
with government as insurer of last resort (governmental backstop 
for extreme scenarios); incentivise the development of an an-
onymised data pool; incentivise the development of traditional and 
alternative risk transfer mechanisms.

 10
What are future research directions  
in the area of cyber risk and  
cyber insurance?

• Micro perspective: conduct more research on the demand side (e.g. 
risk perception, fatalism); analyse insurability and ways to improve 
insurability (especially empirical research, e.g. data generation, 
data, analysis); analyse optimal risk management (mitigation vs 
insurance) and how much capital is needed to cover cyber risks.

• Macro perspective: conduct more scenarios analyses for meas-
urement and management of accumulation risk, analyse whether 
insurance companies can become a systemic risk with cyber 
insurance, become part of the global dialogue with stakeholders.

MOTIVATION AND AIM OF THE PAPER

Table 1: Summary of results
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2. Methodology

We implemented our research in three stages: first, we 
conducted a review on ‘cyber risk’ and ‘cyber risk insurance’ 
using a standardised search and identification process 
described in Appendix B. Secondly, we discussed the 
review results with certain Geneva Association Members' 
companies and, in this context, also provided a platform 
for studies to be added. Based upon this result, a database 
was set up and the main research findings extracted.

4 The keywords are amongst others: systemic cyber risk; operational cyber risk; underwriting cyber risk; man-made (cybercrime, denial of service 
(DoS), data breach); act of nature; risk modelling; asymmetric information; cyber insurance; regulation; accumulation risk.

In Appendix C, we have structured 211 papers by year, 
author (academic, industry), discipline (law, IT, finance / 
insurance / risk management, economics, trend studies, 
management, politics), and methodology (empirical, 
theoretical, data collection, qualitative). We have also 
classified the studies within the risk management process 
(risk identification, assessment, management (mitigation/
insurance), monitoring, and management in a broad sense) 
and used a set of selected key words.4  Figure 2 presents 
descriptive statistics on the research results. The review 
contains papers published between January 2000 and  
May 2016.

Figure 2: Descriptive statistics on the review results
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3. Summary of Existing Knowledge on 
Cyber Risk and Cyber Insurance

3.1  What is cyber risk? Definition  
and categorisation

While the extensive use of IT has increased quality of life 
and economic prosperity, it has also created new types of 
threats and increased the vulnerability of modern society. 
However, as awareness is increasing and cyber risk is 
being broadly discussed in academia and the mainstream 
media, it is not always clear what exactly is meant by 
this term. Here, we scan all references from our literature 
review for different approaches to defining cyber risk and 
systematically compare them (see Appendix D). Since our 
focus is cyber risk from an insurance perspective, we will 
advocate a definition that comprises all risks that show 
similar characteristics (e.g. with respect to distribution, 
correlation, mitigation instruments) in order to facilitate 
the modelling and management of such risks.

In general, cyber risk can be categorized according to 
several dimensions. The most obvious approach would be to 
differentiate between man-made threats and such caused 
by natural disasters. For example, floodings, earthquake 
and fire alike can cause physical damage to IT infrastructure 
such as servers and networks. On the other hand, man-
made cyber risk can be classified according to the activity 
(criminal, non-criminal, intentional, accidental), the type 

of attack (e.g. malware, insider attack, spam, DoS, botnet, 
hard- or software failure) or the source (e.g. terrorists, 
criminals, governments). The attacks depend mainly on the 
activity and are reinforced by network effects (e.g. worms). 
The vulnerability of the company then determines whether 
an attack is successful. As the vulnerability is determined 
to some extent by organisation-specific parameters such 
as technology, processes, and people, it is characterised 
by an idiosyncratic risk component, which, for an insurer, 
poses the risk of moral hazard. Due to the public-good 
character of IT security investments, i.e. the security level 
of a company depends on the security measures of other 
partners in the supply chain, companies tend to invest 
less than what would be optimal for society (Biener, Eling 
and Wirfs, 2015). Finally, regarding the consequences, 
depending on the aim of the attackers (e.g. espionage, 
sabotage, extortion, exploiting information), the attack 
might compromise the availability of IT services, and the 
integrity and confidentially of data, which in turn leads 
to monetary loss, be it reputational damage or business 
interruption (see CRO Forum, 2014) or even damage to 
humans.

The term cyber has two constitutive elements, i.e. 
it relates to electronic communication networks and 
virtual reality. Both characteristics distinguish cyber risk 
fundamentally from other types of risks. Firstly, the virtual 
reality emphasises the intangible nature of, and therefore, 
the difficulties in assessing the losses. Secondly, networks 
are closely connected to the term cyberspace, which is 
frequently used synonymously with the Internet. While the 
Internet might be the main source of cyber threats (due to 
its public domain), cyberspace describes more generally 
every network that connects IT systems (e.g. LAN, WAN). 
For example, Refsdal et al. (2015) define cyberspace from 
a rather technical perspective as ‘[…] a collection of 
interconnected computerised networks, including services, 
computer systems, embedded processors, and controllers, 
as well as information in storage or transit.’ Following that 
definition, they eventually define cyber risk recursively as 
exploitation of cyberspace. Clearly, this definition would 
not contain purely local incidents such as damage to a 
server due to flooding. Instead, as the term ‘network’ 
is constitutive, it emphasises the very nature of cyber 
risks, such as interdependencies, global scope, location 
independency and complexity. These characteristics are 
of importance since they can give rise to instability and 
systemic risk. Helbing (2013) analyses the behaviour of 

•   Any risk emerging from the use of information 
and communication technology (ICT) that 
compromises the confidentiality, availability, 
or integrity of data or services. The impairment 
of operational technology (OT) eventually 
leads to business disruption, (critical) infra-
structure break down, and physical damage to 
humans and properties. 

•   Cyber risk is either caused by natural disasters 
(e.g. floodings or earthquakes) or is man-made 
where the latter can emerge from human fail-
ure, cyber criminality (e.g. extortion, fraud), cy-
berwar, or cyber terrorism. It is characterised by 
interdependencies, potential extreme events, 
high uncertainty with respect to data and mod-
elling approaches, and the risk of change.

SUMMARY OF EXISTING KNOWLEDGE ON CYBER RISK AND CYBER INSURANCE
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such systems and argues that only small local changes can 
cascade and be reinforced throughout the whole network. 
Moreover, even if every component of a network taken by 
itself is safe, the interaction of several components can 
lead to instability and catastrophic events. Several other 
researchers use definitions that emphasise the significance 
of networks (Swiss Re, 2014; CRO Forum, 2014; Lloyd's, 
2015; Willis, 2013).

In comparison, other authors do not stress the term 
‘network’ explicitly as constitutive and use broader 
definitions. For example, Cebula and Young (2010) define 
it as ‘operational risks to information and technology assets 
that have consequences affecting the confidentiality, 
availability, or integrity of information or information 
systems’. Similarly, the National Association of Insurance 
Commissioners (2013) list identity theft, disclosure 
of sensitive information and business interruption as 
examples of cyber risk. Other researchers investigate only 
one particular type of cyber risk such as data breaches 
(Böhme and Kataria, 2006). Thus, they all concentrate 
more on the potential negative consequences and the 
value at risk. Others see the motivation of the attacker 
as relevant. For example, Mukhopadhyay et al. (2005, 
2013) concentrate only on malicious events. Related to 
that is also the terms ‘cybercrime’ or ‘cyber-attack’. Kshetri 
(2010), for example, defines cybercrime as ‘a criminal 
activity in which computers or computer networks are 
the principal means of committing an offense or violating 
laws, rules or regulations.’ Indeed, a major subset of 
cyber risks is threats caused by cybercrime (73.9 per cent 
according to Hackmageddon, 2016). A large amount of 
the literature investigates the motivation and incentives 
of cyber criminals. For example, Kshetri (2010) analyses 
the potential benefits and costs a criminal can generate by 
conducting an attack. 

A special type of cybercrime that shows specific 
characteristics is cyber terrorism. While terrorist and 
hackers use the same toolkits (e.g. DoS), their motivation 
is different and so is their potential target and their 
intended damage. As cyber criminals are motivated by 
the potential financial gain, curiosity, peer recognition 
or addiction, the cyber terrorists’ intention is to damage 
their enemy and create fear, panic, and chaos. Therefore, 
of special interest for terrorists are systems that control a 
society’s critical infrastructure such as power plants and 

traffic management systems. Although these systems 
tend to be well protected, they are vulnerable to terrorist 
attacks. As terrorists usually possess more resources than 
hackers, their attacks are more sophisticated, and they 
are able to maintain them for a longer period if required 
(Hua and Bapna, 2013). Moreover, government measures 
to deter them with severe punishment might not be very 
efficient, as their ideological reward founded in religion 
might overcompensate the potential adverse effects 
(Hua and Bapna, 2013). Whether a cyber incident is a 
terrorist act can be important since for example the U.S.  
Terrorism Risk Insurance Act provides insurers with a 
governmental backstop.

Cyber risk can also appear in the form of cyberwar where 
a hostile nation attacks the IT infrastructure of another 
nation. Targets could potentially be the government’s IT 
system in an attempt to get access to sensitive information 
or it could aim at critical infrastructure. Examples are 
the DoS attack in 2007 on governmental institutions in 
Estonia, the Stuxnet virus used to harm nuclear facilities 
in Iran in 2010, espionage, manipulation and DoS attacks 
that came along with the Arab spring in 2011, as well as 
disclosure of NSA data by Edward Snowden in 2013 
(see Biener, Eling, Matt and Wirfs, 2015). Cyberwar is 
fundamentally different from traditional war. Even a small 
country can dare to harm a bigger one, and the time and 
place of attacks are unpredictable (Clarke and Knake, 
2015). Clarke and Knake emphasise that cyberwar enables 
strikes that are possible with conventional methods such 
as poison gas emissions from chemical plants, metro 
derailments, aircraft collisions, nuclear plant shutdowns 
and the blocking of traffic. From an insurance perspective 
it is important to note that losses due to an act of war are 
usually not covered but in practice it might not be possible 
to determine whether an attack is indeed an act of war or 
something else.  

Another relevant aspect is that cyber risk can affect 
insurance companies in two fundamentally different 
ways. Firstly, since an insurance company relies critically 
on its IT infrastructure, it is highly vulnerable to cyber 
risk. This exposure is treated by regulatory frameworks as 
part of the operational risk category (operational cyber 
risk). Secondly, writing cyber risk policies seems to be an 
attractive business opportunity for insurance companies 
in an otherwise quite saturated market (underwriting 
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cyber risk). Additionally, from an insurance perspective, 
the distinction between IT and operational technology 
(OT) cyber risk is of importance (Lloyd’s (2015b)). While 
both threats emanate from cyber space, they negatively 
affect different assets. On the one hand, IT cyber risk is 
the potential violation of data and systems integrity. These 
assets might only be insured by dedicated cyber policies. 
On the other hand, OT risk refers to a situation where 
the underlying processes, (critical) infrastructures and 
supply chains are affected (including physical damages). 
Depending on the terms of the policy, conventional (non-
cyber), policies, such as general liability, might cover OT, 
but usually not IT cyber risk (see Section 3.7 for a more 
detailed discussion). It also should be noted that IT and OT 
(or alternatively the digital world and the physical world) 
are more and more converging, e.g. with the development 
of the Internet of Things.

It has to be emphasised that cyber risk might differs from 
other common risk. While most insurers have historically 
provided protection mainly for less correlated risk (e.g. 
motor insurance), cyber risks might be stronger correlated 
(e.g. Ögüt et al. 2011). The global interconnection of 
different IT systems causes geographical boundaries 
to vanish. Moreover, as the production of IT systems is 
characterised by significant economies of scale, the variety 
of products in the market is limited. Thus, if a security leak is 
spotted, it can be exploited in a multitude of systems. This 
homogeneity even applies to systems that should provide 
IT security (e.g. antivirus software). Global interconnection 
also makes it more difficult to curtail cyber risk. Eling 
and Wirfs (2016a) describe the main characteristics of 
cyber risk as follows: they are highly correlated, global, 
result in first- and third-party losses, and can be short 
tail and long tail. Eling and Wirfs (2016a) also distinguish 
among the ‘cyber risks of daily life’ (such as the usual 
hacker attack on a single company), which are insurable 
today; more problematic, however, is the risk of extreme 
scenarios, where cyber losses are not independent (leading 
to potential accumulation of risk). Another uniqueness 
of cyber risk is the risk of change. New technologies and 
regulations continuously affect the nature cyber risk. 
Finally, mitigation instruments are of high importance; in 
addition, there is high moral hazard that comes along with 
selling insurance.

3.2 What are the costs and detrimental 
effect caused by cyber risk?

Estimating the costs caused by cyber risk is difficult, 
as there is high uncertainty and no accepted source of 
information. The incentive of affected institutions not to 
communicate cyber risk incidents and limited notification 
requirements contribute their share to the information 
deficit. Some types of cybercrime may even cause no 
costs at all or cannot be quantifiable (e.g. spread of racism, 
mobbing, trading of illegal drugs). However, several 
industry contributions try to estimate overall costs, costs 
per incident, and cost per record of a data breach as 
illustrated in Table 2.

•  Estimates for the costs caused by cyber risk 
vary substantially and different estimates 
include different costs types.

•  The estimates of the global costs are enormous 
(up to 1000 billion USD per year). 

•  Most estimates are provided by software and 
consultancy firms that might be biased.

•  The manifold detrimental effects have been 
analysed, for example, by using event studies 
and scenario analyses. The major part of 
the effects are indirect costs (reputational 
damage, loss of trust, damage to operational 
technology).

SUMMARY OF EXISTING KNOWLEDGE ON CYBER RISK AND CYBER INSURANCE
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Table 2: Cyber crime cost estimates

GLOBAL COSTS
(IN BILLION USD,  
PER ANNUM)

Symantec 
(2013)

113

McAfee  
(2014)

445 
(375-575)

Kshetri  
(2010)

100-1’000

COSTS PER INCIDENT 
(IN MILLION USD)

Ponemon 
Institute (2015)

3.8

Geschonnek et 
al. (2013)

2.1

Kaspersky Lab 
(2013)

2.4

COST PER RECORD 
(IN USD)

Symantec 
(2013)

298

Ponemon 
Institute (2015) 

217

NetDiligence 
(2014)

956

COSTS BY COUNTRY (IN % 
OF GDP; MCAFEE; 2014)

U.S. 0.64

China 0.63

Japan 0.02

Germany 1.60

The annual global costs of cyber risk are generally 
estimated to be above one hundred billion USD which, 
emphasises the economic significance of cyber risk. 
However, the estimates vary quite substantially, which has 
to some extent to do with the definition applied. While 
Symantec (2013) takes only direct costs into account, 
McAfee (2014) also incorporates indirect costs such as 
the reputational costs for the hacked company. The wide 
range provided by Kshetri (2010) is based on secondary 
literature and emphasises the severe uncertainty when it 
comes to estimating cyber risk costs. The costs per data 
breach a hacked company faces show less variation and are 
estimated to be between 2.1 to 3.8 million USD. Moreover, 
the loss of each record (e.g. credit card number) causes 
costs from 217 to 956 USD. 

McAfee (2014) also provides estimates of the cyber risk 
costs for different countries. Again, the numbers show 
strong variation between different countries. When 
comparing cyber risk costs globally, one might expect 
more developed countries to have higher sensitivity to 
cyber risk threats, as their economies more strongly rely 
on IT. However, as the numbers show, the variation is 
still evident even when comparing different developed 
countries. For example, for the U.S., the costs are estimated 
to be 0.64 per cent of GDP; for Japan, however, they are 
estimated to be 0.02 per cent of GDP, and for Germany, 
an extreme 1.60 per cent of GDP. While such extreme 

5 The authors, however, explicitly say that an aggregation is not really meaningful.

differences do not seem plausible intuitively, it is difficult 
to say which part of the extreme variations illustrate real 
differences in the cyber activity (if any) and which part is 
due to differences in reporting. McAfee (2014) attributes 
this variation to different disclosure procedures. Especially 
disclosure and other IT security regulations could affect 
the numbers. Overall, it seems that the existing cost 
estimates are far from perfect. These numbers also have 
to be interpreted with caution, as most of them have been 
estimated by potentially biased security and consulting 
firms. Anderson et al. (2013) discuss methodological flaws 
of such estimates and suggest an improved alternative, 
which, however, in aggregate also yields a number in the 
hundreds of billions of U.S. dollars.5  

Anderson et al. (2013) argue that the major part of cyber 
costs are indirect losses (loss of trust—not attributable 
to an individual victim) and defence costs (e.g. antivirus 
software, insurance) rather than direct losses (e.g. theft 
of money). According to Anderson et al. (2013), the cyber 
criminals’ earnings are roughly equal to the direct costs 
only. While the direct costs may simply be a (illegal) 
redistribution of wealth, the indirect and defence costs 
could mean inefficiency and a welfare loss for all of 
society. However, another question is whether the overall 
efficiency gains (lower transaction costs, economies 
of scale) brought by information and communication 
technology (ICT) outweigh the costs caused by cyber 
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risk. In collaboration with Zürich (2015), the University 
of Denver estimated the overall benefits and costs of 
the ICT.6 Due to increasing interconnectedness, heavy 
dependency on ICT, and government-imposed restrictions 
on the Internet, the authors expect a deterioration of cyber 
security, and increasing costs and reductions in benefits. 
However, despite this trend, their projection states that the 
benefits will still outweigh the cyber risk costs by 2030, and 
they reckon in the year 2030, the net global benefit of ICT 
will be USD 160 trillion higher than the overall costs. 
Generally, it can be said that every new technology 
(e.g. cloud computing), while potentially increasing the 
efficiency (e.g. cloud computing), will come at a cost of 
higher vulnerability.

From a micro perspective, cyber risk can have severe 
consequences for companies, e.g. an insurer’s clients. 
The total costs are potentially a combination of loss 
of profits, data breach, response costs, reputational 
damage, contractual damages, and extortion costs. 
Several studies investigate the effects cyber risk incidents 
have on companies’ stock prices. For example, Cavusoglu 
et al. (2004) show in an event study that a security 
breach negatively affects a company’s stock price. 
They estimate the loss to be as high as 2.1 per cent of the 
market volume or 1.65 billion USD per security breach.7  A 
major part of the discount is explained by the reputational 
damage (Sinanaj and Muntermann, 2013). On the contrary, 
Campbell et al. (2003) as well as Hovav and Arcy (2003) 
find only limited evidence that data breaches or DoS 
attacks negatively influence the company’s stock price. 
However, Campbell et al. (2003) provide evidence that a 
breach of confidential data has a larger negative effect on 
the stock price than a beach of non-classified information 
would have; Hovav and Arcy (2003) show a negative price 
effect for companies with a business model that is heavily 
based on the Internet. Thus, the markets seem to behave 
rationally, as the discount is proportional to the expected 
loss associated with different data. Besides the sensitive 
customer data of a company, intellectual property such as 
copyrights, trademarks, industrial designs and patents also 

6 Zurich (2015) estimates that the benefits, such as a direct contribution to GDP, productivity gains, and benefits to consumers, to be 10 per cent of 
global GDP. The costs are composed of direct losses caused by the incident, opportunity costs, and investments in ICT security.

7 Interestingly, Cavusoglu et al. (2004) also show that stock prices of information security providers increase on average in value by 1.36% or 1.06 
billion USD after the announcement of another company’s security breach.

8 Clearly, after a data breach, the victim might be able to take some precautions (e.g. changing passwords). However, some information (e.g. 
addresses) cannot easily be changed and indeed, accumulate in the hands of criminals.

might be at stake. It is important to notice that the theft of 
intellectual property can also hinder innovation, research, 
development and production of the overall society in the 
long run. It has been reported that the rating agencies 
are planning to take a closer look at companies’ cyber 
exposures (e.g. Moody’s, 2015; Standard & Poor's, 2015). 
More specifically, Fitch Ratings (2016) recently warned 
that it will downgrade insurance companies that write 
standalone cyber policies too aggressively because of the 
high uncertainty this line of business contains. 

Moreover, Standard & Poor's emphasises that, because of 
the high uncertainty, insurers should not rely too heavily 
on statistical models but should instead set low coverage 
limits and stipulate strict exclusions in their cyber policies 
(Krieger, 2015). 

For individuals, the leakage of personal data is a major 
threat not only because of the potential financial losses 
but also because of the social consequence and the ‘loss 
of control’. This problem is intensified by the ongoing 
leakages leading to an accumulation  of personal8 data 
and information about vulnerabilities of potential targets 
in the hands of criminals (black markets; see Ablon et 
al., 2014). Using sophisticated data analysis techniques, 
criminals can reconstruct the individuals’ identity with only 
very little information. For example, de Montjoye et al. 
(2015) show that with only four observations about time 
and place of credit card use, 90 per cent of individuals (out 
of 1.1 million) can be uniquely identified. In conjunction 
with publicly available data via social media, these trends 
are expected to lead to an ongoing erosion of privacy 
(Wheatley et al., 2016). A growing threat for individuals is 
also cyber extortion and cyber mobbing.

SUMMARY OF EXISTING KNOWLEDGE ON CYBER RISK AND CYBER INSURANCE
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3.3 Where do we find data on  
cyber risk? 

The availability of data on cyber risk is rather scarce. 
This might be due to the fact that institutions that have 
been compromised do not disclose incidents (Symantec, 
2016). However, since 2002, U.S. entities that experienced 
security breaches are required to report the incident to 
their customer and other parties (National Conference of 
State Legislatures, 2015), which enhanced data availability. 
But even if historical data are available, the fast changing 
environment for cyber risk might render this data useless 
(CRO Forum, 2014). Some sources for aggregated cyber 
risk statistics have already been discussed in the previous 
section. In Panel A of Table 3 overleaf, we list all sources for 
aggregated data that are surveyed by the industry.

Since the studies reviewed in Panel A only report 
aggregated statistics, their value for modelling cyber risk 
better is limited. The most useful data for modelling would 
be the claims an insurer actually faces as recorded by 
NetDiligence (2014). In Panel B of Table 3, we list additional 
alternative sources of raw data potentially suitable for 
actuarial modelling.

•  Data on cyber risk is scarce, e.g. because the 
victims are reluctant to report such events.

•  Most empirical papers on cyber risk rely on 
data breach information (not loss informa-
tion), but recently, first loss databases have 
been set up (NetDiligence in the U.S.; Biener, 
Eling and Wirfs (2015) globally).
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Source Description

Panel A: Aggregated Data

Cyber Attacks Timeline Master 
Index (Hackmageddon, 2016)

Collection of information about author, target, type and country of publicly reported cyber-attacks (regularly 
updated).

2015 Cost of Data Breach Study 
(Ponemon Institute)

Survey among 350 companies in 11 countries about the total costs of data breach and the costs per each breached 
item (sponsored by IBM; updated annually).

2015 Global Cost of Cybercrime 
Study (Ponemon Institute, 2015)

Survey among 252 companies in several countries about the costs caused by cybercrime (sponsored by HP; 
updated annually)

Cyber Claims Study (NetDili-
gence, 2014)

Survey among major cyber risk insurers on claims payed out (117 in total, most of them for data breaches). Addi-
tionally they record the number of breached records per incident, the type of cost covered by the policy (e.g. crisis 
services, legal defence), the type of data exposed (e.g. personal, health and financial information) and the cause 
for the data breach (e.g. Hacker, Malware). 

eRiskHub (by NetDiligence) 9 NetDiligence is currently setting up a proprietary database where the anonymised data from all cyber claims 
studies are accessible.

Internet Security Threat Report, 
Norton Cybercrime Report 
(Symantec, 2016)

Recorded data are based on attack sensors placed all over the world. Moreover, the company maintains a data-
base on vulnerabilities.

Net Losses—Estimating the Glob-
al Cost of Cybercrime (McAfee, 
2015)

Estimates the global loss data based on several data sources (e.g. German Office for the Protection of the Con-
stitution, the Netherlands Organisation for Applied Scientific Research (TNO), China’s Peoples Public Security 
University, the European Commission, the Australian Institute of Criminology Research, and estimates by govern-
ment agencies in other countries and consulting and cybersecurity companies around the world.)

ICSA survey (by ICSA Lab) Survey among 300 companies on the infection rate by malicious codes and the associated costs (used by Herath 
and Herath, 2011).

Data Breach Investigations Report 
(Verizon, 2016)

Data on over 100,000 cyber risk incidents (incl. data breaches) for several countries contributed by security 
service providers, law enforcement, and government agencies.

Panel B: Raw Data

Biener, Eling and Wirfs (2015) Extract cyber losses from a worldwide data set of publicly reported operational losses (SAS OpRisk Global Data10) 
using a predefined search algorithm.

DataLossDB  
(by Risk Based Security)11 

Information on data breaches from 1995 until present including number of breached items per incident, involved 
organisations, data type and more (regularly updated, former open security foundation). Is considered as the 
most comprehensive source of information about data breach (used by Maillart and Sornette; 2010 and Wheatley 
et al., 2016). 

Chronology of Data Breaches 
(by privacy rights clearing house)12  

Compiles publicly reported data breaches from 2005 until present collected by a U.S. based non-profit organisa-
tion. It contains information about type of data breach, involved organisations and the number of breached items 
per incident. 4,486 entries in total. (used by Edwards et al., 2015).

National Vulnerability
Database (by NIST)13

Collects software vulnerabilities for the U.S. (used by Maillart and Sornette; 2010).

Honeynet14 Honeypot projects (e.g. Leurre.com) conducted by Honeynet, an international non-profit organisation. The 
honeypot (software or server), simulates a potential target, registers the attacks and thereby measures malicious 
activity in the Internet (used by Böhme and Kataria, 2006).

Internet Storm Center 
(ISC, by SANS Institute) 15 

Collects daily number of attacks per origin and target country (sensors register the criminal activity at different 
places.).

Cyber Data set (by Advisen) 16 Proprietary database on Cyber risk related events such as data and system breaches and security violations.

9 https://eriskhub.com, last accessed 5 May 2016.
10 https://www.sas.com/content/dam/SAS/en_us/doc/productbrief/sas-oprisk-global-data-101187.pdf, last accessed 5 May 2016.
11 http://datalossdb.org/primary_sources, last accessed 5 May, 2016. Since 2015 the data base is provided by Risk Based Security (RBS): https://www.

riskbasedsecurity.com.
12 https://www.privacyrights.org/data-breach, last accessed 5 May, 2016.
13 National Institute of Standards and Technology (NIST): https://web.nvd.nist.gov/view/vuln/search-results?query=&search_type=all&cves=on, last 

accessed 5 May 2016. http://www.us-cert.gov/cve.html
14  https://www.honeynet.org, last accessed 5 May 2016.
15  https://isc.sans.edu, last accessed 13 May 2016.
16  http://www.advisenltd.com/analytics/advisens-cyber-data set, 13 May 2016. Currently there is a growing number of specialised consulting firms 

that offer insurance companies data on cyber risk via web monitoring techniques.

SUMMARY OF EXISTING KNOWLEDGE ON CYBER RISK AND CYBER INSURANCE

Table 3: Data Sources
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•  Frequency and severity modelling of cyber risk 
can be done by applying extreme value theory 
and the peaks over threshold approach. Heavy 
tail distributions have been proposed, i.e. the 
power law or the log-normal distribution for 
the severity and negative binomial distribution 
for the frequency.

•  The aggregation of cyber risk needs to take 
nonlinear dependence into account (typically 
applying copulas). The few existing modelling 
papers emphasise the immense modelling dif-
ficulties and risk of change. Scenario analysis is 
a popular tool in such situations

3.4. How can we model cyber risks? 

Due to the poor quality of data and the fast changing 
risk landscape, there is no established method to model 
cyber risk, and not much research has been done so far. 
The poor quality of data required insurers to analyse cyber 
risk from a technical rather than a statistical point of view. 
It has also been proposed to rely stronger on scenario 
approaches (e.g. Lloyd’s, 2015b). Rakes, Deane and Rees 
(2012) argue that, especially for sparse but high-impact IT 
security breaches, it might be better to rely on an expert’s 
judgement in defining worst-case scenarios and their 
likelihood. Focusing primarily on the risk accumulation in 
an insurer’s portfolio and extreme events, RMS (2016) also 
proposes a scenario approach;17 they define scenarios such 
as cyber data exfiltration, a DoS attack, compromising of 
financial transactions, cloud provider failure, and extortion. 
The risk accumulation is simulated by letting extreme 
scenarios influence all exposures in a portfolio labelled 
with the same attributes (see the data scheme of CCRS 
(2016) and Section 4).

17 Risk Management Solutions (RMS) is one of the large catastrophe modelling agencies and they also provide solutions for cyber risk insurers. Other 
catastrophe modelling agencies are starting to offer services in the cyber risk field (see, AIR Worldwide, 2016; Cyence).

The approach allows for interdependencies between cyber 
policies written by different clients as well as between 
cyber and conventional policies. This framework provides 
a guideline for insurers to better diversify their overall 
cyber risk exposure geographically, business sector and  
size, cyber threat category, and ratings of a client’s IT 
security level.

However, Maillart and Sornette (2010) investigate 
personal data breaches such as credit card, social security 
numbers, banking accounts or medical files. They find that 
the frequency of such incidents (rate of events) have been 
(faster than) exponentially growing in the period from 
2001 to 2006 (Figure 3A overleaf). However, it seems 
that by 2006 the development plateaued out. Moreover, 
Maillart and Sornette (2010) find that the severity (number 
of breaches) per incident has an extremely heavy-tailed-
distribution (Pareto index of 0.7) and the laws governing 
its distribution have been stable over time. This empirical 
distribution function is illustrated in Figure 3B overleaf 
where the violet dots are the observations before 2006, 
and the blue dots the observations after that date. While 
personal data breaches are only one type of cyber risk, the 
authors argue that these findings are representative for 
other types of cyber risks originated in the Internet. 

Building on this work, but with an up-to-date and broader 
data set, Wheatley et al. (2016) conduct a similar analysis 
and find that the amount of breached items per incident 
have had an even more heavy-tailed distribution since 
2007 (Pareto index of 0.37 for 2015) and the breach size is 
expected to double in the next five years from an estimated 
2 billion personal items to 4 billion.
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The results show that the laws governing the properties 
of cyber risk, be it the frequency or severity, are highly 
dynamic. The fast changing technology environment 
requires continuous revisions of modelling approaches. 
Moreover, the quality of available data limits the 
improvements in modelling that can be made. Especially 
for insurance purposes, a pure number of data breaches 
is not sufficient when calculating premiums, capital or 
reserves. Instead, a price tag corresponding to the potential 
claim has to be allocated to each data breach. Finally, 
classical risk measures based on mean and variance might 
fail to be applicable, and the merits of diversification might 
vanish due to the infinite moments that characterise cyber 
risks (see Chavez-Demoulin et al., 2006).

Similarly, Edwards et al. (2015) investigate trends in data 
breaches between 2006 and 2015. However, they find 
no evidence for an increasing trend in frequency or in 
severity (number of records per incident). They argue that 
the widespread intuition that the frequency and severity 
of data breaches are increasing, might be just an artefact 
of heavy-tailed loss distributions (while severity is best 
described by the log-normal distribution, the frequency 
follows a negative binomial distribution). Moreover, 
Edwards et al. (2015) use the estimated cost per record as 
provided by the Ponemon Institute (2014, refer to Section 
3.2) in order to estimate the overall costs of data breaches 
in the U.S. The researchers estimate the cumulative cost to 
be between 3 and 55 billion USD for the next three years.

Besides modelling the marginal distribution of cyber risks, 
the second challenge is aggregating them, especially when 
they are correlated, as is the case with cyber risk. Indeed, 
correlation of cyber risks has been discussed as being 
detrimental to the development of a cyber insurance 
market. Böhme and Kataria (2006) systematically 
investigate correlations on two levels. Firstly, an event 
could affect several systems within a single entity 
(e.g. company). Secondly, there is correlation across 
different entities (e.g. an insurer’s portfolio of policies). 
Different types of risk might be characterised by different 
correlations (see Table 4).

Figure 3: Frequency and severity distribution (Maillart and Sornette, 2010)

Table 4: Correlation types (Böhme and Kataria, 2006)

GLOBAL CORRELATION

Low High

INTERNAL
CORRELATION

High
Insider attack Worms and 

viruses

Low
Hardware 
failure

Spyware/ 
phishing
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The authors build a model that shows that insurance is 
especially suited for risks that show high internal and low 
global correlation. The reason for this is that low internal 
correlation would allow the company to eliminate the risk 
by self-protection more efficiently. Moreover, a high global 
correlation is detrimental to the insurer’s diversification 
merits and would drive the charged premium up. The 
authors suggest that increasing diversity of the system 
platforms could reduce internal and external correlation. 
For example, governments could use competition laws 
to increase the diversity of available software products. 
However, that approach could also reduce compatibility 
between different systems and lower the economy of scale 
in the production process.

Due to rather complex dependencies, aggregation of 
cyber risk (of e.g. a portfolio) can be quite challenging. 
Using copulas has the advantage that they allow for any 
potential marginal distribution (what might be especially 
helpful for the diverse cyber risk class) and account for non-
linear dependencies. Böhme and Kataria (2006) suggest 
the t-copula, as it is suitable to model the correlation of 
extreme events. However, they employed the t-copula 
purely for simulation exercises and emphasise that better 
data would be required in order to estimate suitable copulas 
and parameters empirically. However, they also conducted 
empirical tests and estimate a correlation coefficient for 
global attacks (see Table 5) of only 0.03 and 0.18 depending 
on the model applied. Moreover, their estimates for the 
internal correlation coefficient is smaller than 0.1. Herath 

Table 5: Comparison of different modelling approaches

Level Frequency Severity Dependency Modelling approach

Panel A: Modelling of Correlations

Mukhopadhyay et al. (2013) Company Number of 
failures

Costs given loss Gaussian copula Copula aided Bayesian belief 
networks

Böhme and Kataria (2006) Company / 
portfolio

Number of 
attacks (beta 
binomial)

- Company: linear 
portfolio:  
t-copula 

Dependent Bernoulli trials -> Beta 
binomial
Source of correlation: attacks

Böhme (2005) Portfolio Number 
of claims 
(binomial)

- Linear correlation 
(frequency)

Correlation due to a few IT system 
providers (concentrated market)

Panel B: Total Loss Modelling

Herath and Herath (2011) Company Number 
of affected 
computers

Loss per 
affected 
computer

Archimedean copulas 
(Clayton, Gumbel)

Modelling the dependency between 
number and amount of losses.

Maillart and Sornette (2010) Global Number of data 
breaches

Number of 
records per data 
breach

Non Estimating a linear model for 
severity and frequency distributing

Edwards et al. (2015) Global Number of data 
breaches

Number of 
records per data 
breach (& costs 
per breached 
record)

Non Estimating a linear model for 
severity and frequency distribution

Wang, Q.-H., Kim, 
S.-H. (2009)

Global Partial correlation 
(2009)

Estimate the correlation of 
cyberattacks between countries.

Eling and Wirfs (2015) Global Losses per 
incident

None Extreme value theory (point over 
threshold)
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and Herath (2011) analyse losses due to virus incidents 
and find that the marginal distributions are not normal, 
and the risks are correlated in a non-linear fashion. As a 
remedy, the authors suggest using Archimedean copulas 
(Clayton and Gumbel) and conducted simulation exercises. 
Mukhopadhyay et al. (2013) use the normal copula in order 
to aggregate the number of failures (frequency) and the 
loss given default (severity) in order to derive the overall 
loss distribution on a cyber risk portfolio. To conclude, as 
more data on cyber risk become available, research should 
be aimed at improving the understanding and modelling 
techniques of the rather complex interdependent  
cyber risk. 

For the modelling of interdependencies in threats 
emanating from the Internet, the network’s characteristics 
and the type of threats are important. The relevant 
network for modelling the risks is not necessarily identical 
to the physical network. Instead, it might describe a 
network created by social media or email services. On the 
one hand, malicious codes (e.g. virus) seem to propagate 
in a way similar to the spread of pandemics (Bolot and 
Lelarge, 2009). Highly interconnected (dense) and low 
clustering networks provide an optimal environment for 
the spreading of malicious code. On the other hand, a local 
destruction of physical components, such as the breakdown 
of a submarine cable, will have more severe effects if the 
Internet’s topology has low density and high clustering. 
Thus, the same network properties can potentially increase 
the vulnerability to one threat and simultaneously enhance 
resilience to another one. As it is usually assumed that the 
Internet is a rather decentralised and dense network (e.g. 
Ahamad, 2012), pandemic-like attacks pose a bigger threat 
than to the local destruction of physical components (see 
Section 3.6)

SUMMARY OF EXISTING KNOWLEDGE ON CYBER RISK AND CYBER INSURANCE
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3.5. Micro perspective: How should 
cyber risk management be organised? 

The classical risk management process consists of five steps: 
the definition of goals, risk identification, risk evaluation/
analysis, the actual risk management (avoidance, 
mitigation, transfer, retention) and finally, the monitoring 
of risk. In each step of the classical risk management 
process, cyber risks show special characteristics. The first 
and maybe most important aspect for sound cyber risk 
management is that cyber risk management is not the 
responsibility of the IT department, but a cross-company 
risk dialogue is necessary (e.g. sensitisation, trainings 
etc.). The topic also should be embedded at the C-level.18  
Already the institutional commitment—demonstrated by 
having a person responsible for information security—is 
essential for a successful management of the risks category. 
For instance, firms with a chief information security officer 
(CISO) or a similar position installed, have lower average 
cost when a breach occurs (USD 157 per record vs USD 236 
per record for firms without strategic security leadership; 
see Shackelford, 2012).

18 The step down of Target’s CEO following a massive data breach in 2014 exemplifies that the top management might be held accountable for 
cyber incidents (http://www.forbes.com/sites/greatspeculations/2014/05/08/targets-ceo-steps-down-following-the-massive-data-breach-and-
canadian-debacle/#799cf7283f56).

19 This certificate is required for companies in order to be admitted for public procurements. A similar framework is in place in Japan and a 
proprietary framework specifically tailored for the needs of SMEs is provided by VdS (2015). Moreover, there exist industry specific standards, e.g. 
Payment Card Industry Data Security Standard (PCI DSS) and NERC’s Critical Infrastructure Protection (CIP).

20 ACGS (2014) analyses cyber risk management with the Business Model Canvas and the House of IT Quality.
21 See http://www.marsh-stresstest.eu/.

The first step in the risk management process is the 
definition of the initial situation and goals of the cyber risk 
management. By now, there exist a multitude of industry 
standards, in particular from the field of information 
technologies, which can serve as templates for cyber risk 
management, for instance, the family of ISO/IEC 2700x 
standards, the BSI-IT-Grundschutz (BSI, 2008), or the Cyber 
Security Best Practices (Allianz, 2011). There exists also the 
opportunity to certify compliance with such standards. For 
example, the U.K.’s Department for Business, Innovation & 
Skills and Cabinet Office (2014) defines, in the so-called 
Cyber Essentials scheme, an IT security standard and a 
certification of its implementation.19 Business partners 
and customers increasingly require companies to verify 
that they fulfil certain minimum IT security standards. 
Especially, companies seeking cyber coverage would need 
to have such a certificate or the insurer would have to 
conduct a similar risk assessment itself. 20

For the risk identification, assets with their corresponding 
business process that are relevant for the cyber risk 
management must be identified. Afterwards, potential 
threats, their type and potential sources must be 
determined. A detailed list of current threats is provided 
by ISO/IEC 27005. Ultimately, weaknesses, always with 
respect to assets, threats and already existing protection 
measures should be collected. A potential first indicator 
for risk identification can be provided by a cyber-risk 
self-assessment; e.g. by Marsh.21 Those tools can help to 
determine the risk exposure, and the risk awareness of 
a company, and provide indications for which risks are 
not identified yet. Whether such tools will be broadly 
accepted remains an open issue. Another aspect would be  
how an attack can be detected as quickly as possible when 
it happens.

•  There are special standards and tools for cyber 
risk management. In each step of the classical 
risk management process (identification, eval-
uation, management, and monitoring), cyber 
risks show special features.

•  Institutional commitment, effective crisis man-
agement, risk communication with employees, 
customers and suppliers, and continuous moni-
toring are fundamental. Cyber risk management 
today focuses on risk mitigation, while the risk 
transfer so far plays only a minor role.
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Risk analysis means that consequences, probabilities of 
occurrence and risk levels are estimated. A tool for the 
analysis of consequences for the business operations is the 
business impact analysis (BIA). First step in this method is 
the calculation of direct costs for particular scenarios. Via 
dependencies between different scenarios, the expected 
total loss of an incident can be estimated, thus both 
the direct costs and the indirect costs. For cyber risk is 
of particular interest, since consequences can be very 
diverse and are not restricted to pure recovery costs. The 
analysis has to incorporate also potential reputational 
effects, which might have a strong negative impact on the 
enterprise value. 

The estimation of probabilities of occurrence is one of the 
biggest challenges in this part of the risk management 
process. Since cyber risk is a relatively new risk category, 
there are not many data available for an adequate 
estimation of probability. Furthermore, cyber risk is very 
dynamic, fast moving, and is subject to significant risk of 
change, which is why statements for the future, estimated 
by statistical surveys from the past, must be viewed with 
caution. 22 

For the actual risk management there exist four 
options to handle the risk: risk avoidance, risk reduction/
mitigation, risk transfer or self-insurance. Risk avoidance 
would mean that the electronic storage of information and 
the use of information systems must be restricted. In the 
world of today, this is difficult to imagine. Risk reduction 
and mitigation seems to be more effective here. These are 
instruments to reduce the probability of occurrence (e.g. 
anti-virus software, firewalls etc.) or that mitigate the size 
of losses (e.g. emergency guidelines).23  Deciding on what 
technical IT security measures should be taken to reduce 
or eliminate cyber risk exposures as efficiently as possible 
can be a difficult task. Rakes et al. (2012) point out that 
most companies do not have a sound decision-making 
process in place. Thus, they propose a framework where 
different countermeasures are compared, based on their 
suitability in reducing cyber risk threats. Formulated as an 
optimisation problem that accounts for cost, suitability, 
and budget constraints, this framework can help to select 
the most efficient means available. 

22 See also Office of the Superintendent of Financial Institutions (2013).
23 See CIS (2016) or ASD (2014) for guidance on how IT security measures, such as access control, authorisation of devices and software, malware 

defense, and network configuration, should be used.

In general, the transfer of risk is possible by the purchase 
of an insurance contract. Unfortunately, the access to 
cyber risk insurance solutions used to be limited and the 
available coverage limits were rather low. However, as 
the market for cyber insurance is developing, the product 
range will increase and higher coverage will become 
viable. Particularly important is also the combination of 
risk reduction/mitigation and transfer. An insurer will only 
write a policy if appropriate risk reduction/mitigation 
measures are in place and the insurer was able to verify the 
effectiveness of these tools in up-front assessments. Thus, 
up-front assessments and interviews are needed in advance 
of signing an insurance contract. These assessments 
will also help to increase the awareness for cyber risk. 
In case of self-insurance, the company decides to pay 
remaining losses on its own. For this case, the firm’s equity 
capital must serve as a safety buffer and must be saved 
in advance. Besides the accumulation of equity capital, 
emergency guidelines must be established. An effective 
crisis management plan is an important prerequisite for 
dealing with cyber risk properly.

Because of the high dynamic, ongoing risk monitoring 
is a very important key in cyber risk management. The 
strategies of attacks change constantly. Thus, the risk 
management has to adjust permanently. In this context, 
thorough communication and information sharing is 
of high interest for cyber risk, not least because this 
reinforces security know-how and security awareness in 
the whole company. For a company to be able to react 
on developments appropriately, it has to adopt its risk 
management process constantly.

SUMMARY OF EXISTING KNOWLEDGE ON CYBER RISK AND CYBER INSURANCE
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In summary, we can derive the following guidelines for 
cyber risk management (see also Biener, Eling, Matt and 
Wirfs, 2015, for a more detailed discussion):24 

1.  Institutional commitment: someone from the C-level has 
to be responsible for cyber risk (e.g. the implementation 
of a CISO reduces the average costs of a data breach by 
more than 30 per cent (Shackelford, 2012)).

2.  Effective crisis management: for specific risk scenarios, 
clearly defined operating plans and responsibilities must 
be present (e.g. what happens in case of a data breach?).

3.  Risk dialogue with employees: cyber risk not just a task 
for one special department, but a cross-company risk 
dialogue is necessary (e.g. sensitisation, trainings etc.).

4.  Risk dialogue with customers and suppliers: cyber risk 
also requires a permanent dialogue with customers and 
suppliers (how is their security level? › contagion).

5.  Certification: if necessary, certification according to an 
information security standard can be an important signal 
for customers and suppliers. However, certification 
should not lead to a ‘box-ticking-mentality'.

6.  Continuous monitoring: because of rapid technological 
development, the risk management process needs to be 
adjusted constantly, since always-new sources of threat 
emerge. An efficient monitoring and verification process 
is imperative.

7.  Risk transfer: insurance can be an effective means of 
transferring cyber risk.

24 It should be noted that especially small and medium-sized businesses (SMB) are vulnerable to cyber attacks. According to Symantec (2015, almost 
two-thirds of the attacks in 2014 were directed at SMB’s, which might not be interesting to attackers in the first place, but could give a backdoor 
into other companies with more efficient security systems. SMB’s with less resources are thus a gateway to larger and better-protected companies.

Today’s cyber risk management focuses on risk control 
and prevention (i.e. self-protection and self-insurance 
measures), while risk transfer plays no role or only a minor 
one. This leads to the question: How can we organise risk 
transfer for cyber risk? Section 3.7 will elaborate on this 
question in more detail.
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3.6. Macro perspective: Is cyber risk 
a threat to the global economy and 
society?

One of the most striking questions when it comes 
to discussing cyber risk is the extreme scenario of a 
breakdown of critical infrastructure, be it due to technical 
failure or to criminal activity. In theory, this could lead 
to massive economic losses (see, e.g. WEF, 2015) and to 
a breakdown of any cyber insurance market due to the 
huge accumulation risk. Numerous scenarios have been 
developed and widely discussed among both academics 
and practitioners (see, Ruffle et al., 2014).25  But how likely 
is such an extreme event?

To the question of whether a total collapse of the Internet 
is possible, most experts respond ‘no’. This assessment is 
usually justified by the topology or the general architecture 
of the Internet; it is highly decentralised, distributed over 
many servers and devices in different places and is very 
robust and resilient (see, e.g. Ahamad, 2012 or Beckstrom, 
2012). In addition, the data are transmitted in various ways 
(mainly cable, but also satellites).

25 Worst case scenarios where IT systems, data, networks and services are affected on a large scale (e.g. critical infrastructures), are sometimes called 
‘Cybergeddon’. The scenario ‘Cybergeddon’ described by WEF (2014) features an unruly cyber space where attackers have gained the upper hand 
for good. Finally, these permanent disruptions would impair trust and individuals as well as organisations would seek to reduce their reliance on ICT.

26 A second example, which is going into the field of criminal activity, was the breakdown of the Korean Internet in December 2013. Recently, also the 
majority of the Swiss Internet for commercial use was interrupted for almost a full business day (on 24 May 2016) after a software failure.

Although many experts are convinced that a (global) 
breakdown of the Internet is unlikely, the past has shown 
that large (regionally limited) breakdowns are possible. 
For instance, individual areas have been isolated from 
the Internet. For example, in March 2013 a cut of several 
submarine cables led to an incident in which almost the 
whole African continent was separated from the Internet 
for almost a day.26  The exact cause is unclear, but it might 
be as simple as fishing nets that had become entangled in 
the cable. In most parts of Africa, not only the Internet was 
not functioning, but all transaction traffic was paralysed. 
During this time, it was impossible, for example, to perform 
foreign credit or ATM card transactions. It took a few days 
until all systems were error-free again (Hochstätter and 
Masiero, 2009). This illustrates that a break-down of the 
Internet can have a wide spread effect. 

Figure 4 shows the laid submarine cables (as of February 
2014). There are many parallel lines that are responsible 
for data exchange between the continents. Separating 
individual areas of the Internet may therefore indeed be 
possible, but a collapse of global data transmission seems 
rather unlikely in reality. According to Strickland (2010), 
there could, however, be other areas of concern for the 
Internet. Among these are damage to satellites and solar 
super storms, which again in turn would ‘only’ lead to a 
partial failure.

•  A global failure of the Internet is rather 
unlikely, but regionally limited breakdowns 
have already occurred; given the globally 
connected economy and society, the potential 
consequences of such extreme scenarios on 
companies and individuals are massive.

•  The same holds for other cyber scenarios 
such as, for example, the blackout of energy 
systems. For insurers such scenarios pose 
significant accumulation risk which will require 
detailed modelling

SUMMARY OF EXISTING KNOWLEDGE ON CYBER RISK AND CYBER INSURANCE
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Although the majority of experts considered the risk of 
total breakdown to be small, there are also opposing views 
on this. Recent research papers question the conventional 
wisdom that the Internet is robust due to its topology. 
Bashan et al. (2013) show in a network model that a failure 
of the Internet is well possible. Hochstätter and Masiero 
(2009) argue that especially IXPs (Internet Exchange 
Points, Internet nodes forming interfaces between 
different computer networks) are very vulnerable to attack 
from cyber-terrorists. Due to the dominant position of 
the router manufacturer for these IXPs, the Internet could 
even come to a standstill worldwide by attacking them in 
a larger region. Another danger can be seen in attacks on 
DNS27 servers. 

27 Domain name system, the system that allows the resolution of Internet addresses.

Although the data transfer over the Internet would still be 
guaranteed, targeted attacks could make it impossible to 
resolve domain names correctly, thus making the Internet 
useless.

In summary it can be said that a prolonged global failure 
of the Internet is considered as unlikely by most experts. 
But there is both theoretical and empirical evidence that 
at least partial failure of the Internet is possible. This is 
problematic as well, especially considering that there is 
relatively little contingency planning for such a scenario 
today. Although now many states have defined first 
national strategies to protect critical infrastructure, there 
is no real Plan B in case of a global failure. Companies and 
states should therefore discuss such a scenario in their 
emergency planning in greater depth.

Figure 4: System of submarine cables (TeleGeography, 2016)



28 www.genevaassociation.org @TheGenevaAssoc

These plans are also very important in light of the potential 
consequences of an extreme event like the breakdown 
of the Internet. For example, the World Economic Forum 
(2010) estimates that there is a 10 per cent probability of 
a critical information infrastructure breakdown within the 
next 10 years, with the financial consequences within the 
first few days alone amounting to about USD 250 billion. 
Such a scenario would stop all general communication 
such as text-messaging services or email. Cloud systems 
and online banking would no longer be available and 
the data stored on it would no longer be accessible (see 
Strickland, 2010). In addition, all websites would be offline, 
so that there would be no business anymore (e.g. with 
Amazon). In addition, the failure of the Internet could lead 
to far-reaching supply problems in industry. Manufacturing 
companies are increasingly connected with suppliers and 
customers via the Internet in order to enable efficient, just-
in-time production (see Hochstätter and Masiero, 2009). 
In addition, it would not be possible to execute capital 
market transactions on exchanges and Internet platforms 
(see Hochstätter and Masiero, 2009).

28  An alternative scenario where cyber risk could become a systemic threat is if widely applied soft- or hardware products are compromised. This 
could be the case if the global market for a certain business application is highly concentrated and business processes rely heavily on it. Building 
on experts’ judgment, Ruffle et al. (2014) draw an extreme scenario where such a systemically relevant technology is compromised. They estimate 
that such a scenario is taking place once every one hundred years and the overall global loss is estimated between USD 4.5 trillion to USD 15 
trillion. Moreover, they predict a plunge of the financial markets similarly to the financial crisis in 2008.

Besides the supply bottlenecks, the failure of the Internet 
could also have an impact on households. Smart grids, 
transporting electricity or water, would no longer 
communicate and carry out their work (Strickland, 2010). 
Blackouts and undersupply would be possible. An extreme 
example is given by Ahamad (2012), who discusses a 
scenario where electronic medical records may not be 
available through lack of Internet, and so in the worst case, 
people may die. Lloyd’s (2015b) describes a hypothetical, 
but not unrealistic (return period: 1:200-500) worst case 
scenario of a hostile cyberattack on the power grid serving 
15 U.S. states. The study comprehensively analyses the 
wide spread consequences a cyber-attack (IT risk) would 
have as its effects cascade and finally damage physical 
assets (operational technology, OT risk). Besides the direct 
damage to the power grid, the failure of health and safety 
systems would increase mortality, the shutdown of ports, 
transport systems and communication would reduce 
economic activity, and the blackout of electric pumps 
would disrupt the water supply. Lloyd’s (2015b) estimates 
the overall damage to be between USD 243 billion to USD 
1 trillion. The insurance industry would face a variety of 
claims from several business lines from property damages 
to business interruptions (not necessarily cyber risk 
policies) and the accumulated claims are estimated to 
be between USD 21.4 billion to USD 71.4 billion. Kelly et 
al. (2016) draw a similar worst-case scenario for a cyber-
attack on the UK. They estimate the overall cost, including 
a plunge in GDP, between GBP 49 billion and GBP 442 
billion for the five years following the power outage. 28

SUMMARY OF EXISTING KNOWLEDGE ON CYBER RISK AND CYBER INSURANCE
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3.7. Cyber insurance market: What is 
the status quo and what are the main 
insurability challenges?

Commercial property and liability insurance is available 
in most insurance markets worldwide.29  However, most 
property policies only cover damage to physical assets such 
as production facilities and might exclude IT cyber risk, as 
is generally the case with liability policies. Often the terms 
of contract are even silent on what cyber events exactly 
would be included (Lloyd’s, 2015b). While the customer 
might think that cyber incidents are covered, the insurer 
assumes that they are not. As this ambiguity might cause 
legal disputes, the judge’s decision discretion and the legal 
costs increase the insurers’ financial risk.30  

29 Note that the majority of the discussion on cyber insurance refers to commercial insurance. Cyber insurance for retail customers is a new field with 
only few applications and examples. For this reason the majority of the discussion in this study focuses on the commercial insurance market.

30  A NY court ruled in 2014 in the case Zürich Insurance against Sony Corp. that general liability policies do not cover data breaches ( http://www.
insurancejournal.com/news/east/2014/03/17/323551.htm)

31  See London Institute clause 380, ISO Electronic Data Exclusion (2004) and Data Breach Exclusion (2014), NMA 2912, 2914, 2915 clauses (2001). 
This approach also has its limitations especially as the digital world and the physical world are more and more converging. See the discussion in 
Section 3.1 on information technology vs operational technology.

32 According to Willis (2013b), about 20% of all financial services companies have cyber risk coverage, whereas manufacturing (2%) and healthcare 
(1%) have the lowest share of companies covered. Another market survey for the U.S. by the Harvard Business Review Analytic Services (2013) 
finds that among 152 companies, market coverage is 19%.

As a consequence, insurers seek to state more explicit 
terms of contract in two ways. Either the insurer could 
adapt its policies by explicitly excluding them in traditional 
policies and providing dedicated policies (standalone 
cyber policy)31  or it could explicitly include them and 
adjust the premiums accordingly (affirmative cyber 
policy).  Behavioural insurance models, such as prospect-
theory, could be employed in order to predict customers’ 
perception of the two different options (separate new 
policies vs expanding existing policies) and provide a 
guideline (e.g. Schmidt et al., 2008).

Recently, a specialised market providing coverage for cyber 
risks has emerged, most prominently in the U.S. As yet, 
however, market coverage is small. Moreover, outside the 
U.S., insurance coverage for cyber risk is not well known 
and little used. In Europe, for example, many corporations 
are not even aware that this type of insurance exists, and 
only very few have purchased cyber risk coverage (Marsh, 
2013). Figures for the U.S. show a similarly low average 
level of coverage of about 6 per cent, but large variations 
between industries among the Fortune 1000 companies 
(Willis, 2013b).32  According to Betterley (2015), current 
annual gross premiums for cyber insurance in the U.S. are 
USD 2.75 billion and growing 26–50 per cent on average 
per year. Advisen (2015) estimates the premium volume for 
the U.S. market in 2015 already to be in the neighbourhood 
of USD 2.4 billion. The premium volume in continental 
Europe is estimated to be around USD 192 million, but this 
figure is expected to reach USD 1.1 billion in 2018 (NAIC, 
2013). Swiss Re expects an increase of the global cyber 
insurance premium volume to USD 5.9 billion by 2023 
(Swiss Re, 2014).

•  The cyber insurance market is very small at 
present, but is expected to increase significant-
ly in the coming years. The U.S. is far ahead 
Europe and Asia, for example, with regard to 
reporting requirements. However, forthcoming 
regulations in the European Union will proba-
bly level playing fields.

•  Conventional policies (property and liability) 
are frequently silent on whether losses caused 
by cyber incidents are covered.

•  The main insurability problems are the lack of 
data, risk of change, accumulation risk, loss 
sizes, availability of risk capital, and potential 
moral hazard problems.
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Besides the low coverage of cyber risk in businesses, 
the market of cyber insurance for individuals is even less 
well-developed. There exist only very few personal cyber 
insurance products, and most people are not even aware 
of their existence. A study conducted by YouGov (2014) 
estimates that only one per cent of individuals possesses 
cyber insurance.33 However, the potential for such 
products seems to be huge, as the survey finds that 19 
per cent of the participants would be willing to buy such a 
product. The study does not survey what individuals would 
be willing to pay for cyber insurance.

In summary, the cyber insurance market is very small 
at present, but expected to increase significantly. The 
U.S. market is much more developed than its European 
counterpart, partly because the U.S. have had reporting 
requirements for cyberattacks in place for several years 
with relatively heavy fines for violations (SEC, 2016). 34  The 
new regulations have considerably increased the awareness 
of cyber risk and increased the demand especially for 
liability (third party) cyber coverage. The U.S. market is 
thus mainly dominated by third party coverage, whereas 
the few policies that already exist in Europe focus more on 
first party coverage. Now, however, discussions about the 
introduction of reporting obligations are taking place in the 
European Union. These new regulatory approaches might 
be an important driver in the development of the European 
cyber insurance market.

33  Generally, individuals not only buy less cyber risk coverage, but they also care less about IT security. YouGov (2014) finds that only half of all 
surveyed individuals have IT security measures in place.

34  See also the new regulatory initiative in NY that, among others, requires financial institution to notify the supervisor of any cyber incident, 
conducting a cyber risk assessment, and defining a cyber security policy (New York state department of financial services, 2016).

35  See, e.g. Marsh (2012). Sometimes, reputational losses (e.g. NAIC, 2013; Ponemon Institute, 2013) and regulatory fines (e.g. Betterley, 2013; 
Ponemon Institute, 2013) are also covered by cyber insurance policies.

Owing to the new and evolving nature of the market, 
products and coverage change rapidly, and exclusions 
as well as terms and definitions vary significantly among 
competitors. Another distinctive aspect of cyber insurance 
is that the risks faced by corporations are often unique to 
a specific industry or even to the company itself, requiring 
a great deal of customisation in policy writing. Company 
size, size of the customer base, web presence and the type 
of data collected and stored are important determinants 
of cyber insurance policy terms and pricing. Typical cyber 
insurance policies in the third party field are privacy 
liability, network security liability, intellectual property, 
and media breaches.35  First party coverages are in the field 
of crisis management, business interruption, data asset 
protection and cyber extortion.

Biener, Eling, and Wirfs (2015) discuss cyber risk beyond 
the background of Berliner’s (1982) insurability criteria. 
The results outline the reasons for today’s relatively 
small market. In the following, we discuss the three most 
problematic aspects of insurability. The first insurability 
problem is that the independence and predictability of 
losses is not given for cyber risk; thus, risk pooling might 
not always work appropriately. Pooling risks is further 
complicated by the fact that the risk pools for cyber risk 
are still small; the smaller the portfolio, the more difficult 
it is to achieve the full benefits of diversification. Another 
problem can be seen in the unpredictability of loss 
exposure, since losses are difficult to measure because of 
a lack of data. Moreover, even if there are data available, 
it is questionable whether or not historical data are a 
meaningful indicator for the future, due to the dynamic 
nature of cyber risks and thus the risk of change.

SUMMARY OF EXISTING KNOWLEDGE ON CYBER RISK AND CYBER INSURANCE
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A second significant problem in cyber insurance is 
information asymmetry. Companies that have experienced 
a serious cyber-attack are more likely to buy insurance 
(Shackelford, 2012), thus resulting in adverse selection. 
The insurers in the market try to alleviate adverse selection 
effects by screening (e.g. up-front audits), self-selection 
(e.g. questionnaires in the underwriting process), and 
signalling (e.g. certificates for IT-compliance). In addition, 
there is moral hazard (i.e. the change of behaviour after 
purchasing insurance). One example is the insured’s 
lack of incentive to invest in self-protection measures 
following the purchase of insurance, if full coverage is 
offered. Insurers use instruments such as screening (e.g. 
audit) and risk sharing (e.g. deductibles, cover limits) to 
reduce moral hazard. Despite these manifold instruments, 
information asymmetries still pose a significant problem 
for the insurability of cyber risks. For instance, because of 
complex interrelations in modern IT systems, firms might 
be vulnerable to cyber risk even though they have invested 
in self-protection. Thus, the benefit of self-protection 
investments in one company highly depends on the 
investments in other, connected firms. This might amplify 
moral hazard problems, because incentives for self-
protection might be reduced even further. In addition, the 
lack of loss data aggravates a risk-adequate classification 
of policyholders, thus exacerbating the adverse section 
problem. This problem might become less relevant when 
data resources increase.

36  The German Association of Insurers (GDV) is already working on non-binding cyber policies templates (see http://www.gdv.de/2015/06/mehr-
schutz-gegen-hacker/).

A third essential problem for the development of an 
insurance market are coverage limits. Policies tend to cover 
only limited maximum losses (USD 10 to 500 million, 
see, Biener, Eling, Matt and Wirfs, 2015; Finkle, 2015), 
and contain several exclusions (e.g. self-inflicted losses, 
accessing unsecure websites, or terrorism). Potential 
extreme scenarios (sometimes called ‘Cybergeddon’; 
see Section 3.6) can thus not be well covered by existing 
insurance policies. Additionally, there might be indirect 
effects of cyber losses that cannot be measured and thus 
are not covered (e.g. reputational losses and their impact 
on stock prices). Another problematic aspect of coverage 
limits is the complexity of the policy. Given the large 
number of exclusions and the dynamic nature of cyber 
risk, there is uncertainty about what the cyber policy 
actually covers. Worse yet, the policies in the market have 
no agreed-upon terminology, which makes the offerings 
very difficult to compare. Whether the cover limits are 
the result of a shortage on the supply side or insufficient 
demand is an open question.

Numerous problems with the insurability of cyber risk 
impede the development of a cyber insurance market. At 
the same time, we need to consider the time dimension. 
Today the cyber insurance market is in its early stages, 
but as market development continues, the risk pools will 
become larger and more data will be available. Several 
new competitors have entered the market and more are 
planning to do so. This will increase insurance capacity, 
competition and push prices down. Additionally, it will 
lead to a more uniform terminology and standardisation 
of products36.  In light of our discussion, it might be also 
important to establish standards with regard to definitions, 
coverages and pre-coverage risk assessment, all of  
which will help to reduce some of the problems of insuring 
cyber risk. 
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4. Derivation of Potential Future Work 
(Practical Perspective)

Based on these results of the Section 3, we now discuss 
potential areas of future work both from a practical as well 
as from an academic perspective. First, we consider what 
the insurance industry and what the government might do 
to prevent cyber risk and to support cyber insurance. We 
focus the discussion on the role of the insurance industry 
and government, but also acknowledge the important 
role of other fields (e.g. IT security) in developing the 
topic of cyber risk and cyber insurance. These aspects are  
partly discussed in some places, but are not the main focus 
of the paper.

37  Table 6 is limited to international initiatives; not listed are the manifold national initiatives both in the private and public sector, e.g. by the 
Homeland of Security in the U.S., the Association of British Insurers (ABI) in the U.K. or the Monetary Authority of Singapore (MAS).

Table 6 provides an overview of international initiatives 
on cyber risk and cyber insurance and illustrates that 
many supranational organisations both from the industry 
as well as on the governmental side are now actively 
developing cyber risk as part of their strategic agenda37.  
The discussion in the next two subsections reflects both 
the results from Section 3 as well as the discussions 
within these international initiatives. As such, many of the 
recommendations are already actively implemented.

Table 6: Overview on international initiatives on cyber risk and cyber insurance

Institution Contribution

International Association of Insurance Supervisors  (IAIS) Issues Paper on Cyber Risk to the Insurance Sector

Global Federation of Insurance Associations (GFIA) GFIA Ad Hoc Working Group on Cyber

Organisation for Economic Co-operation and Development (OECD)
OECD project on cyber risk insurance; Working Group for Privacy & 
Security in Single digital market

Chief Risk Officer (CRO) Forum
Cyber resilience—The cyber risk challenge and the role of insurance (CRO 
Forum, 2014); Concept Paper on a proposed categorisation methodology 
for cyber risk (CRO Forum, 2016)

The Geneva Association (GA) Cyber Stocktaking Initiative

Federal Financial Institutions Examination Council (FFIEC) Cybersecurity Assessment Tool

Committee on Payments and Market Infrastructures (CPMI)  
and International Organization of Securities Commissions (IOSCO, 2015)

Guidance on Cyber Resilience for Financial Market Infrastructures

World Economic Forum (WEF) Global Risk Report

European Union Agency for Network and Information Security (ENISA) Evaluation framework for Cyber Security Strategies

International Risk Governance Council (IRGC) Task Force on Cyber Risk

Cambridge Centre of Risk Studies (2016)
Data scheme for the identification, quantification, and reporting of cyber 
risk

Office of Compliance Inspections and Examinations (OCIE) OCIE’s 2015 Cybersecurity Examination Initiative

European Commission (2016)
Cooperation, information exchange, education, and establishment of 
public–private partnership

Singapore's Nanyang Technological University (NTU) and partners (Asia 
Insurance Review, 2016)

Cyber Risk Management (CyRiM) Project: aims to improve protection of 
the public, private and household sectors against cyber-attacks.

DERIVATION OF POTENTIAL FUTURE WORK (PRACTICAL PERSPECTIVE) 
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4.1. What should the insurance 
industry do to prevent cyber risks and 
to support cyber insurance?

One of the current problems in the management of cyber 
risk is the lack of standards, a common vocabulary and 
best practices. The insurance industry should globally 
work together with other stakeholder to collecting and 
spreading such information. One first idea would be to 
publish methods (standards and good practices) for cyber 
risk assessment. An element, for example, could be to 
provide a common scheme to classify cyber-related loss 
events (see AIR Worldwide, 2016 and Risk Management 
Solutions, 2016). Besides the management of ‘daily life’ 
cyber risks, extreme scenarios seem to be of special 
concern. Here the insurance industry should further 
intensify the analysis of extreme loss scenarios in order to 
get a better sense of the loss severities and frequencies. 
Risk management approaches for complex crises, that is, 
methodologies, models or tools for mastering complexity 
are needed. Such approaches are useful not only for the 
insurance industry itself, but also for their clients (i.e. 
other industries) and society as a whole. In this context, 
one important activity could also be for the insurance 
industry to initiate or further intensify the dialogue on 
cyber risk with the relevant stakeholders. One important 

38 There are manifold other points that might be included in the discussion on new technologies. Among these are the use of big data and digital 
forensics, i.e. the further automation of forensic methods, the ability to analyse and correlate large data sources and also the forensic analysis of 
novel technologies (cloud, IoT etc.).

stakeholder, for instance, could be the government. The 
insurance industry should support the government in the 
preparation of national cyber risk strategies.

Another aspect on the technical side is the continuous 
tracking of technological developments. This is especially 
important given that new technologies might accelerate 
cyber risk. One example is cloud computing and the 
question of how to protect the cloud. The integrity 
and confidentiality of outsourced data can be highly 
questioned. Moreover, as the Internet of Things develops, 
another technical question is how to prevent attacks on 
autonomous systems like smart grids (both in private 
households as well as in industry). The Internet of Things 
will increase the vulnerability of operational technology 
(OT) as discussed in Section 3.1. Another example is block 
chain technology, e.g. in the context of bitcoin technology, 
which is increasingly being used by Fintechs, but also 
by traditional banks. In general, it seems that there is 
high dependence on a few platform providers (e.g. cloud 
service providers like Amazon, Google, and Microsoft) 
and software firms (like Microsoft, Oracle, SAP etc.). The 
failure of one of these will impact millions of people and 
organisations simultaneously. From a risk management 
point of view, one important question is thus what 
architectural improvements of a company’s IT system 
might increase resilience to cyber risk.38

Regarding cyber insurance, an anonymised data pool 
might be the easiest way to intervene in the insurance 
market. Common knowledge can be easily collected, 
standards could be more easily established, and—most 
importantly—data can be collected. The implementation 
will thus reduce uncertainties with respect to data and 
with respect to modelling. An anonymous data pool could 
be developed as a public–private partnership, that is, the 
industry can self-create and manage the pool. However, 
before setting up the data pool, the government has to 
set the legal framework, especially regarding competition 
law, since combining data might breach existing laws. First 
types of such pools already begin to exist in the U.S. in the 
context of cyber liability insurance, although the samples 
are relatively small (e.g. NetDiligence, 2015, reports 160 
data breach insurance claims).

•  The insurance industry should work together 
globally with other stakeholders in order to 
develop standards, common language, and 
good practices. 

•  The industry should establish anonymised data 
pools and develop (re-)insurance pools. 

•  Insurers should conduct scenario analysis, 
track technological development (cloud com-
puting, Internet of Things, block chain technol-
ogy etc.), improve own analytical skills, make 
own IT more resilient, revise existing policies 
and develop new ones.
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The implementation of a data pool might be connected 
with the creation of an insurance pool (e.g. LongFinance, 
2015; Eling and Wirfs, 2016b). This approach could 
resolve the problems related with relatively small 
insurance portfolios and diversification issues. One major 
advantage of such an insurance pool is the opportunity 
to accumulate risks of the same type in one portfolio and 
thereby guarantee the critical size needed to benefit from 
diversification effects. Essential to achieve those benefits 
is the introduction of a fair sharing mechanism among the 
pool members (e.g. Fragnelli and Marina, 2003; Ambrosino 
et al., 2006; or Kraut, 2014). Furthermore, in insurance 
pools, the insurance market’s resources, for instance 
capital, knowledge and experience, can be bundled and 
allow the underwriting of heavy risks, something that the 
single pool member would not be able to do (e.g. Reichel 
and Schmeiser, 2015). Aside from risk sharing, the main 
advantage of a pool is the sharing of data and expertise in 
order to better understand and calculate risks. The creation 
of a pool for cyber risk has already been discussed for the 
U.K. in the context of a reinsurance pool (Long Finance, 
2015). According to Long Finance (2015), three factors 
make the pooling of cyber risks necessary: (1) the insurance 
industry lacks the capacity to cover a catastrophic cyber 
event; (2) existing cyber coverage will only cover a small 
portion of losses (e.g. associated with data breaches, 
network disruption), leaving a significant portion of risks in 
the economy uninsured; and (3) the U.K. government is not 
yet able to back up potentially unlimited liabilities in the 
event of a catastrophic cyber event that could threaten the 
whole country’s economy. Hence, they suggest a public–
private partnership, where the insurer’s retention levels 
and the pool’s funds must be exhausted before the state 
enters the risk transfer as a reinsurer of last resort. The U.K. 
has already adopted such schemes for other risk categories 
(e.g. Pool Re for terrorism and Flood Re for natural 
catastrophes; see Long Finance, 2015). Alternatively, the 
insurance industry could also increase the underwriting 
capacity by defining different layers and splitting the 
claims between several primary and reinsurers.

However, from an economic point of view, the introduction 
of an insurance pool constitutes a severe intervention into 
the free markets that can be justified only with the presence 
of severe market failures in the absence of intervention. 
A lack of insurability is an example of the kind of market 
failure that might justify an intervention. It remains, 
however, an empirical question whether the existing risk 
capacity is so small that a strict intervention like pooling 
can be justified. Some market participants rather argue 
that the existing risk capacity is already sufficiently high so 
that a pooling to increase capacity is not really needed. 

Finally, the insurance industry should work together with 
other stakeholders to raise awareness of cyber risk and 
educate clients on how to deal with it. It could define risk 
management practices that clients need to comply with in 
order to buy cyber policies. The industry could even provide 
clients with tools helping them to protect against cyber 
risks as has been done for other lines of business. Moreover, 
it is also important that insurers build up the required IT 
security knowledge or tap the competence of specialised 
firms. Sales and risk management need to acquire specific 
technical IT knowledge in order to understand cyber risk 
sufficiently. It might even be advisable to hire people 
with an IT background for such positions. Moreover, the 
distribution channels (brokers) might need to be reviewed 
and adapted to the specific challenges cyber insurance 
poses. For example, some brokers are actively developing 
their own policies and asking the markets to accept them. 
The dynamic nature of cyber risk may prove this to be an 
undesirable practice. Brokers are not evaluating the risk 
from an aggregation perspective within the cyber market or 
across commercial insurance products. Biener, Eling, Matt 
and Wirfs (2015) mention that the lack of understanding, 
both on the demand and supply side, is one of the main 
limitations of the cyber insurance market.

DERIVATION OF POTENTIAL FUTURE WORK (PRACTICAL PERSPECTIVE) 
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4.2. What should the government do 
to prevent cyber risks and to support 
cyber insurance?

As a major share of cyber risk losses is caused by cyber 
criminality, governments could reduce cyber risk threats 
by imposing more severe punishments and increasing 
the resources for law enforcement. As the technological 
environment is continuously changing and the attacks 
get more sophisticated, it is especially important that 
investigative authorities are equipped with sufficient 
resources in order to keep up. However, as cyber criminality 
is not restricted by national boundaries, purely national legal 
frameworks are likely to remain rather ineffective. To some 
extent it is the country with the weakest legal system and 
the highest cyber criminality that determines the global 
cyber threat level. Therefore, international collaboration, 
such as some minimal criminal law standards, the exchange 
of information and interstate rendition, is urgently needed. 

Governments also need to be prepared for acts of cyberwar. 
Many countries’ answer to this emerging threat has been 
to build up their own cyberwar teams, be it as a means of 
passive or even active defence. It is estimated that more 
than 100 countries maintain special cyberwar forces (NZZ, 
2014). This shows that some kind of digital arms race is 

39 Peiter Zatko (Mudge) proposed a testing procedure for software that can be used to produce a security rating (The Intercept, 2016).

already under way that might be rational from each country’s 
perspective but, globally, it is a waste of resources and causes 
welfare losses. Countries might even use conventional 
warfare as a response to cyberwar attacks. This development 
is also reflected in the Tallinn Manual on the International 
Law Applicable to Cyber Warfare (Schmitt, 2013), which 
tends to lowers the hurdles for cyber-attacks being classified 
as an act of war. As such, not only the use of preventive 
military strikes would be legitimated, but also excessively 
collection of data, surveillance and espionage. Instead of 
these responses, we think international dialogues aimed at 
cyber disarmament  and conventions and codices in order 
to restrict the use of cyber weapons as has been done for 
weapons of mass destruction should be promoted. 

As cyber losses are frequently caused by vulnerabilities of 
or failures in soft- or hardware components, regulation 
could also be directly aimed at technology firms. Expanding 
the product liability for IT products would be one way to 
improve their quality and safety. Another approach could 
be to require minimal standards for the testing procedure 
before the product’s roll-out.39  However, as illustrated in 
this paper, the problem might not only be faulty products 
but that only a very few products are widely applied. This 
homogeneous IT landscape might allow risk to spread and 
cause systemic risk. Increasing diversity of IT solutions could 
be a way to increase overall resilience (see Böhme, 2005). 
Competition laws and authorities should include these 
considerations in their decision-making.

Governments might introduce reporting obligations to 
prevent cyber risk and to promote the development of the 
cyber insurance market. The reporting obligations could 
eventually be enforced with penalties. Every manager 
gets the incentive to do the best to prevent cyber risk, 
because in the event of a cyber-attack significant market 
discipline from investors, analysts and customers can be 
expected. Reporting obligations in the European Union 
already passed legislation, and we believe other countries 
should also discuss the introduction. It remains an empirical 
question whether reporting obligations might cause the 
same trigger effect as in the U.S. cyber insurance market 
(considering differences in legal systems, risk culture etc. 
when comparing Europe and the U.S.), but we believe  
that it is more likely to foster the development of the 
insurance market.

•  To prevent cyber risks: tackle cybercrime by 
international collaboration, initiate global 
dialogues and conventions aimed at confining 
cyberwars, boost IT landscape resilience, 
support development of cyber databases, in-
troduce reporting requirements and minimum 
standards for risk mitigation.

•  To support cyber insurance: consider public–
private partnerships with the government as 
insurer of last resort (governmental backstop 
for extreme scenarios); incentivise the devel-
opment of an anonymised data pool; facilitate 
the development of traditional and alternative 
risk transfer mechanisms.
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In a similar direction, governmental institutions could 
support the establishment of cyber risk databases. An 
example is the National Vulnerability Database (NIST) in the 
U.S. that collects reported software vulnerabilities. Similar 
repositories could be built for malware or security breaches. 
A central institution would be able to provide quickly relevant 
information on new developments so that people responsible 
for IT risk management can act in time. As mentioned above, 
people might not be fully aware of the threat of cyber risk. 
Therefore, governments should conduct campaigns in order 
to improve education and raise awareness. For example, the 
Swiss intelligence service is currently running a campaign in 
order to increase the awareness of high tech companies and 
research institutes with regard to cyber espionage.  

Another measure could be the definition of minimal 
standards for risk mitigation. Minimal standards for risk 
mitigation will reduce incentives for moral hazard, which 
is one of the main insurability challenges of cyber risk. 
Furthermore, it might help to provide a minimal level of 
security, which then reduces contagion, and in doing so, 
mitigates problems with dependence of losses. A regulatory 
intervention like this could be justified on economic grounds, 
given that cyber security is a public good with positive 
externalities.

40 Although a cyber cat bond seems to be a construct for the future, recently there are first discussions and transactions that are also related to 
cyber. See several articles on www.artemis.bm or the recent Credit Suisse operational risk cat bond.

The government also has an interest in improving the 
insurability of cyber risks in order to protect the economy 
from harmful scenarios that could endanger economic 
well-being. The subsidisation of traditional risk transfer 
mechanisms could also be interesting for a governmental 
intervention measure. Without intervening directly, the 
government might provide incentives for private risk transfer 
mechanisms. One example could be to support the private 
insurance industry with the implementation of an insurance 
pool. The government could motivate the industry to 
set up an insurance pool for a limited time period or for 
selected aspects of cyber risk, such as extreme scenarios. 
Furthermore, the state could incentivise the introduction 
of capital market solutions by emitting cyber cat bonds 
for selected risks.40 Again, we emphasise that we do not 
postulate that all the measures need or can be implemented, 
but they might be fruitful directions for discussions between 
the stakeholders to improve the insurability of cyber risks.

DERIVATION OF POTENTIAL FUTURE RESEARCH (ACADEMIC PERSPECTIVE)
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Regarding future research, one aspect to note is that the 
existing research in the risk and insurance domain mainly 
focuses on the supply side aspects of insurability. The 
demand side, however, has not yet been subject of much 
research. More could be done, e.g. analysing the risk 
perception of customers both in commercial and in retail 
business. One interesting behavioural element in this con-
text is the latent fatalism many people show with respect 
to cyber risk (‘it will not happen to me’; ‘my data are not 
interesting enough’). Identifying the underlying drivers of 
this perception and increasing awareness might help to 
increase the demand for cyber risk insurance. It might also 
be interesting to compare risk perception and risk aversion 
in the field of cyber risk insurance with other types of insur-
ances or other types of risks (e.g. from the capital market).

In general, more empirical research is needed, both on the 
demand and the supply sides. What risk characteristics 
(e.g. correlation) determine whether insurance or self-pro-
tection is economically more efficient risk management 
tool for cyber risk? What capital standards are needed for 
cyber risk, both for own cyber risk and for underwriting 
cyber risk? Also, the link between new technologies and 
insurance will give rise to research questions. For example, 
what should liability insurance look like in the context of 
self-driving cars or in the context of the Internet of Things? 
How will the economy and society change in light of ongo-
ing globalisation and digitalisation? More specifically, what 
does it mean for the insurance idea to provide solidarity 
and a community of good and bad risks? What if, for ex-
ample, the true risk profile is fully known to the insurance 
company and the policyholder (as in pay-as-you-drive or 
pay-as-you-live concepts)?

Regarding the macro perspective, more scenarios for 
measurement and management of accumulation risk are 
needed. Another question related to the macro perspec-
tive is whether the sales of cyber insurance could create 
a risk between different companies. As cyber risk tend to 
be globally correlated, the underwriting sides of different 
insurers tend to be affected simultaneously. Finally, also 
the academic community should be part of the global 
dialogue on how to prevent cyber risk and how to promote 
cyber insurance in order to provide their point of view in 
the discussions.

5. Derivation of Potential Future 
Research (Academic Perspective)

•  Micro perspective: conduct more research on 
the demand side (e.g. risk perception, fatal-
ism), analyse insurability and ways to improve 
insurability (especially empirical research, e.g. 
data generation, data and scenario analysis), 
analyse optimal risk management (mitigation 
vs insurance) and how much capital is needed 
to cover cyber risks, collaborate more with 
other stakeholders globally.

•  Macro perspective: conduct more scenarios 
analyses for measurement and management 
of accumulation risk, analyse the systemic risk 
potentially emerging from cyber risk under-
writing, become part of the global dialogue 
with stakeholders.
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Appendix A: Increasing relevance of 
cyber risk and cyber risk insurance

Year ‘Cyber Risk’ ‘Cyber Risk Insurance’ ‘Cyber Insurance’

2000 7 0 6

2001 19 4 12

2002 19 3 10

2003 35 6 24

2004 31 10 21

2005 59 7 39

2006 63 8 51

2007 83 8 28

2008 82 6 33

2009 88 5 52

2010 120 4 57

2011 157 5 64

2012 187 11 76

2013 275 27 106

2014 364 29 152

2015 494 44 199

Table A1: Google Scholar citations as of 28 February 2016

Appendices
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Figure A1: Google Scholar citations as of 28 February 2016

Note: Papers that contain the words ‘cyber risk’ or ‘cyber 
insurance’ do not necessarily discuss this topic as main 
field, but also might cover it as a side aspect.
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Appendix B: Search and Identification Strategy

•     We search for the terms ‘cyber risk’, ‘cyber risk 
insurance’ and ‘cyber insurance’ in the journal databases 
EBSCOhost (Business Source Premier and EconLit) and 
ABI/INFORM Complete. In addition, we searched for the 
terms in the Social Science Research Network (SSRN) 
and via Google Scholar.

•     We review journal issues from January 2000 to 
December 2015 of the following journals: Journal of 
Finance, American Economic Review, Journal of Risk 
and Insurance, Insurance: Mathematics and Economics, 
The Geneva Papers on Risk and Insurance—Issues and 
Practice, and The Geneva Risk and Insurance Review. 
Other journals from the field of risk and insurance are 
also reviewed (Journal of Insurance Regulation, Risk 
Management & Insurance Review, ASTIN Bulletin, North 
American Actuarial Journal, European Actuarial Journal).

•     We review all working papers from the annual meetings 
of the American Risk and Insurance Association (ARIA) 
for 2011, 2012, and 2013, the 2010 and 2015 World Risk 
and Insurance Congress, and other relevant conferences 
in the fields (EGRIE, APRIA).

•     We reviewed citations in relevant studies to identify 
additional relevant material.

The search and identification strategy described here has 
been used in various projects and articles (see e.g. www.
casact.org/rpp2).
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APPENDICES

Appendix C: List of Cyber Risk Literature

ID Title Author(s) Year Journal
Vol-
ume

Issue/
No.

Pages URL
Author /  

publication
Academia  
discipline

Methodology Risk Management Our Keywords
Keywords from 

the paper

1
If most of your revenue is from e-com-

merce, then cyber-insurance makes sense
Luzwick, P. 2001 Comput. Fraud. Secur. 3  16-17

http://www.sciencedirect.
com/science/article/pii/

S1361372301030160
Industry Management Qualitative

Risk Management 
(Mitigation / 
Insurance)

2 Convention on cybercrime Council of Europe 2001 online
https://rm.coe.int/CoERMPub-

licCommonSearchServices/
DisplayDCTMContent?documentId
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Risk Management 

(broad sense)
Regulation

3
Cyber-risk management: technical and 
insurance controls for enterprise-level 

security

Siegel, C.A., Sagalow, T.R., 
Serritella, P.

2002
Information Systems 

Security—Security 
Management Practices

http://www.tandfonline.com/doi/
abs/10.1201/1086/43322.11.4.2002

0901/38843.5
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IT Security
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Risk management guide for information 

technology systems
Stoneburner, G., Goguen, A., 

Feringa, A.
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National Institute 
of Standards and 

Technology. Special 
Publication

800 30  
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A framework for using insurance for 
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The economic cost of publicly announced 
information security breaches: empirical 

evidence from the stock market
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Loeb, M.P., Zhou, L.

2003 J. Comput. Secur. 11 3
431–
448

http://iris.nyit.edu/~kkhoo/
Spring2008/Topics/Topic10/

EconCostPubliclyAnnouncedSecuri-
tyBreaches-EmpStockMrkt2003.pdf
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Finance / 
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/ RM
Empirical Risk Monitoring
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The impact of denial-of-service attack 

announcements on the market value of 
firms
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Creation of a global culture of cyberse-

curity, Resolution 57/239 adopted by the 
General Assembly

United Nations (UN) 2003 online    
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cybersecurity/docs/UN_resolu-

tion_57_239.pdf
Industry Economics Qualitative

Risk Management 
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Regulation
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The impact of denial-of-service attack 

announcements on the market value of 
firms

Hovav, A., & D'Arcy, J. 2003
Risk Management and 

Insurance Review
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A model for evaluating IT security 

investments
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Raghunathan, S.
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yin/paper/investment.pdf
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Risk Management 
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The effect of internet security breach 
announcements on market value: Capital 
market reactions for breached firms and 

internet security developers
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Raghunathan, S.

2004 Int. J. Electron. Comm. 9 1
69–
104
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ect_2020_-_Scenarios_for_the_Fu-
ture_of_Cybercrime.pdf

Industry Trend studies Qualitative Risk Identification  
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Digital security risk management

for economic and social prosperity OECD 2015 online
http://www.oecd.org/sti/ieconomy/

digital-security-risk-management.pdf
Industry Economics Qualitative

Risk Management 
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152 Cyber-security risks in the supply chain
UK National Computer 

Emergency Response Team
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https://www.cert.gov.uk/wp-content/
uploads/2015/02/Cyber-security-

risks-in-the-supply-chain.pdf
Industry Management Qualitative

Risk Management 
(broad sense)
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Infrastructure

153
Partnering for cyber resilience—towards 

the quantification of cyber threats
World Economic Forum 

(WEF) 
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http://www3.weforum.org/docs/
WEFUSA_QuantificationofCyber-

Threats_Report2015.pdf
Industry

Finance / 
Insurance 

/ RM
Qualitative Risk Assessment Risk Modelling

154 A quick guide to cyber risk Lloyd’s 2015 online

https://www.lloyds.com/news-
and-insight/news-and-features/

emerging-risk/emerging-risk-2015/a-
quick-guide-to-cyber-risk

Industry Management Qualitative
Risk Management 

(Mitigation / 
Insurance)

Cyber Insurance

155 Cyber core data requirements Lloyd’s 2015 online
http://www.lloyds.com/news-and-
insight/risk-insight/emerging-risks-

team/cyber-core-data-requirements
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Finance / 
Insurance 

/ RM
Qualitative Risk Identification Risk Taxonomy
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Market bulletin: cyber-attack: managing 

catastrophe-risk and exposures
Lloyd’s 2015 online

https://www.lloyds.com/~/media/
files/the%20market/communications/
market%20bulletins/2015/11/y4938.

pdf

Industry
Finance / 
Insurance 

/ RM
Qualitative Risk Monitoring  

157

The Internet of Things is already here, 
but who bears the risks? A model to 

explain coverage disputes in a world of 
interconnected, autonomous devices

Haas, A., Haas, M., & 
Weinert, M. 

2015 Working paper
http://www.wriec.net/wp-content/

uploads/2015/07/6J3_Haas.pdf
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Finance / 
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/ RM
Theoretical

Risk Management 
(Mitigation / 
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Modelling
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cyber insurance, 
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bearing, startups

158
Drive-bys, spear-phishing and Trojans—

the changing face of cyber security 
Wüest C. 2015

Swiss Re Centre of 
Global Dialogue

http://media.cgd.swissre.com/
documents/Cyber_security_Wuest_

RDM_September11.pdf
Industry

Finance / 
Insurance 

/ RM
Qualitative Risk Identification   

159 Has ‘big data’ become ‘too big’?` AXA 2015 online
https://www.axa.com/en/spotlight/

story/big-data
Industry

Finance / 
Insurance 

/ RM
Qualitative Risk Identification

New Technol-
ogies

 

160 Cyber risk: thread and opportunity Hartwig & Wilkinson 2015
Insurance Information 

Institute 
   

http://www.iii.org/sites/default/files/
docs/pdf/cyber_risk_wp_final_102015.

pdf
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Finance / 
Insurance 

/ RM
Data collection Risk Identification Data Breach
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Cyber war: the next threat to national 

security and what to do about it?
Clarke, R. A. and Knake, R. K. 2015 Strategic Analysis 39 4

458-
460

http://www.tandfonline.com/doi/full/
10.1080/09700161.2015.1047221

Industry Politics Qualitative Risk Identification Cyber War

162
Unique in the shopping mall: on the 

reidentifiability of credit card metadata
De Montjoye, Y. A., Radaelli, 

L., & Singh, V. K.
2015 Science 347 6221

536-
539

http://science.sciencemag.org/
content/347/6221/536

Academia IT Empirical Risk Identification  

163 Technology: bitcoin Lloyd’s 2015 online    

https://www.lloyds.com/~/media/
files/news%20and%20insight/

risk%20insight/2015/bitcoin%20%20
final.pdf
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Qualitative Risk Assessment
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ogies
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Risk nexus: overcome by cyber risks? 

Economic benefits and costs of alternate 
cyber futures

Zürich 2015 online    
http://publications.atlanticcouncil.

org/cyberrisks
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Risk nexus: global cyber governance: 

preparing for new business risks
Zürich 2015 online  

http://itemsweb.esade.edu/wi/web/
risk-nexus-april-2015-global-cyber-

governance.pdf
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Dena Cusick 2015 White paper
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IBM 2015 Cyber Security

Intelligence index IBM 2015 online  

https://essextec.com/wp-content/up-
loads/2015/09/IBM-2015-Cyber-Secu-
rity-Intelligence-Index_FULL-REPORT.

pdf

Industry IT Empirical Risk Assessment
Cyber Attachs, 
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168
The Internet organised crime threat 

assessment
EUROPOL 2015 online

https://www.europol.
europa.eu/content/internet-organ-
ised-crime-threat-assessment-ioc-

ta-2015

Industry Politics Qualitative
Risk Management 

(broad sense)
Cybercrime

169 Cyber risk handbook 2015 Marsh & McLennan 2015 online  
http://www.curie.org/sites/default/

files/2015Cyber%20Risk%20
Handbook-10-2015.pdf
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Finance / 
Insurance 

/ RM
Qualitative

Risk Management 
(broad sense)
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Information security and cyber liability 

risk management
Advisen & Zürich 2015 online  

http://www.advisenltd.com/
wp-content/uploads/2015/10/
information-security-cyber-li-
ability-risk-management-re-

port-2015-10-16.pdf

Industry
Finance / 
Insurance 

/ RM
Qualitative

Risk Management 
(Mitigation / 
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Cyber 
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Survey, 
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OCIE’s 2015 Cybersecurity Examination 

Initiative

Office of Compliance 
Inspections and Examina-

tions (OCIE)
2015 online  

https://www.sec.gov/ocie/announce-
ment/ocie-2015-cybersecurity-exam-

ination-initiative.pdf
Industry Politics Qualitative

Risk Management 
(Mitigation / 
Insurance)

 

172 The cyber insurance multi-year plan PwC 2015 online  
http://pwc.blogs.com/north/2015/03/
the-cyber-insurance-multi-year-plan-.

html
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Finance / 
Insurance 

/ RM
Qualitative

Risk Management 
(broad sense)

Cyber Insurance
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Cross sector—global: cyber risk of growing 

importance to credit analysis
Moody's 2015 online  

https://www.moodys.com/registerin-
fo.aspx?registerButtonclicked=true&-

from=Doc_Reg
Academia Management Qualitative Risk Assessment Rating

174 Cyber risk and corporate credit Standard & Poor's 2015 online  
http://www.maalot.co.il/publications/

OAC20150708094842.pdf
Industry Management Qualitative Risk Assessment Rating

175
Topics risk solutions: reputations under 

attack
Munich Re 2015 online

https://www.munichre.com/
site/templeinsurance/get/docu-

ments_E1131510054/mroc/assetpool.
templeinsurance/Documents/3.%20

Publications/302-08554_en.pdf
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Insurance 

/ RM
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Risk Management 
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Insurance)
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Insurability, 

Cyber Insurance

176
S&P: US-Versicherer haben Cybersparte 

im Griff 
Herbert Frommes 

Versicherungsmonitor
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http://versicherungsmonitor.
de/2015/06/sp-us-versicherer-ha-

ben-cybersparte-im-griff/
Industry

Finance / 
Insurance 

/ RM
Qualitative Risk Assessment

Rating, 
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Cyber Risk, 
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177
VdS Quick-Audit für Cyber-Security: 

Verfahren
VdS Schadenverhütung 

GmbH
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de/2015/06/sp-us-versicherer-ha-
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Risk Management 
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port-2015-10-16.pdf
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Initiative

Office of Compliance 
Inspections and Examina-

tions (OCIE)
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https://www.sec.gov/ocie/announce-
ment/ocie-2015-cybersecurity-exam-

ination-initiative.pdf
Industry Politics Qualitative
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the-cyber-insurance-multi-year-plan-.

html
Industry

Finance / 
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Risk Management 
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Cross sector—global: cyber risk of growing 
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https://www.moodys.com/registerin-
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attack
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Industry
Finance / 
Insurance 

/ RM
Qualitative

Risk Management 
(Mitigation / 
Insurance)

Reputation, 
Insurability, 

Cyber Insurance

176
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im Griff 
Herbert Frommes 

Versicherungsmonitor
2015 online

http://versicherungsmonitor.
de/2015/06/sp-us-versicherer-ha-

ben-cybersparte-im-griff/
Industry

Finance / 
Insurance 

/ RM
Qualitative Risk Assessment

Rating, 
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Cyber Risk, 
Cyber Insurance
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Verfahren
VdS Schadenverhütung 

GmbH
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ben-cybersparte-im-griff/ Industry
Finance / 
Insurance 
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Qualitative Risk Assessment

Rating, 
Underwriting 

Cyber Risk, 
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178
VdS 3473en—cyber security for small and 

medium enterprises, Requirements
VdS Schadenverhütung 

GmbH
2015 online

https://vds.de/fileadmin/vds_publika-
tionen/vds_3473_web.pdf

Industry IT Qualitative
Risk Management 

(Mitigation / 
Insurance)

Operational 
Cyber Risk, Self 
Protection, IT 

Security

179
VdS 5555en—cyber security for small and 

medium enterprises, Brochure
VdS Schadenverhütung 

GmbH
2015 online

https://vds.de/fileadmin/vds_publika-
tionen/vds_5555en_web.pdf

Industry IT Qualitative
Risk Management 

(Mitigation / 
Insurance)

Operational 
Cyber Risk, Self 
Protection, IT 

Security

180
Cyber risk: too big to insure? risk transfer 

options for a mercurial risk class
Eling M., Wirfs J.H. 2016

Institute of Insurance 
Economics I.VW-HSG, 
University of St. Gallen

http://www.ivw.unisg.ch/~/media/
internet/content/dateien/instituteun-
dcenters/ivw/studien/cyberrisk2016.

pdf

Academia
Finance / 
Insurance 

/ RM
Empirical

Risk Management 
(broad sense)

 

181
Issues paper on cyber risk to the insurance 

sector

IAIS (International 
Association of Insurance 

Supervisors)
2016 online

http://www.iaisweb.org/page/news/
consultations/current-consultations/

issues-paper-on-cyber-risks-to-
the-insurance-sector//file/60062/

issues-paper-on-cyber-risk-to-the-in-
surance-sector-public-consultation

Industry
Finance / 
Insurance 

/ RM
Qualitative

Risk Management 
(Mitigation / 
Insurance)

Cybercrime, 
Operational 
Cyber Risk, 

Regulation, Risk 
Taxonomy

182 DataLossDB 2016 online https://blog.datalossdb.org/ Industry  Data collection Risk Identification
Data Breach, 

Data Collection

183
Fact sheet: cybersecurity national action 

plan
The Withe House 2016 online

https://www.whitehouse.gov/
the-press-office/2016/02/09/

fact-sheet-cybersecurity-national-ac-
tion-plan

Industry Law Qualitative
Risk Management 

(broad sense)
Regulation

184
Cyber insurance exposure data schema 

V1.0
Cambridge Centre for Risk 

Studies
2016 online   

http://cambridgeriskframework.com/
getdocument/38

Industry
Finance / 
Insurance 

/ RM
Qualitative Risk Identification Risk Taxonomy

185
Cyber exposure data standard and 

preparer’s guide
AIR Worldwide

http://www.air-worldwide.com/
Documentation/Cyber-Exposure-Da-

ta-Standard/Index.htm
Industry

Finance / 
Insurance 

/ RM
Qualitative Risk Identification Risk Taxonomy

186
Cyber risks spill over into the physical 

world 
Zürich 2016 online

https://www.zurich.com/en/knowl-
edge/articles/2016/04/cyber-risks-
spill-over-into-the-physical-world

Industry Management Qualitative Risk Assessment
Risk Accumu-

lation

187
Recommendations for public–private 

partnership against cybercrime
World Economic Forum 

(WEF) 
2016 online

https://www.zurich.com/_/media/
dbe/corporate/docs/whitepapers/

wef-cybercrime-recommendations.
pdf?la=en

Industry Politics Qualitative
Risk Management 

(Mitigation / 
Insurance)

Regulation

188
The benefits and limits of cyber 

value-at-risk
Deloitte 2016 online

https://www2.deloitte.com/content/
dam/Deloitte/lu/Documents/risk/
lu-benefits-limits-cyber-value-at-

risk-03032016.pdf

Industry
Finance / 
Insurance 

/ RM
Qualitative Risk Assessment  

189
Ukraine attack highlights cyber-risk to 

critical infrastructure
Zürich 2016 online

https://www.zurich.com/en/
knowledge/articles/2016/03/
ukraine-attack-highlights-cy-

ber-risk-to-critical-infrastructure

Industry Management Qualitative Risk Identification
Critical 

Infrastructure
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Mitigating the inevitable:how organiza-
tions manage data breach EXPOSURES

Advisen 2016 online

http://www.advisenltd.com/
wp-content/uploads/2016/03/
how-organizations-manage-da-

ta-breach-exposures-2016-03-03.pdf
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Risk Management 
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Insurance)
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Cyber Risk, Data 

breach
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Industry Management Qualitative Risk Identification  

193
Data protection and the cloud meeting 
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Risk Management 
(Mitigation / 
Insurance)

 

195
UK: businesses don't believe they are at 
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Insurance 

/ RM
Qualitative

Risk Management 
(Mitigation / 
Insurance)

Critial 
Infrastructure, 

Systemic 
Risk, Risk 

Accumulation, 
Risk Modelling

202
Integrated infrastructure: cyber resiliency 

in society

Kelly, S.; Leverett, E.; 
Oughton, E. J.; Copic, J.; 

Thacker, S.; Pant, R.; Pryor, 
L.; Kassara, G.; Evan, T.; 
Ruffle, S. J.;Tuveson, M.; 

Coburn, A. W.; Ralph, D. & 
Hall, J. W.; Cambridge Risk 
Framework series; Centre 

for Risk Studies, Uiversity of 
Cambridge.

2016 online
http://cambridgeriskframework.com/

downloads
Academia Economics Data collection Risk Identification

Critial 
Infrastructure, 

Systemic 
Risk, Risk 

Accumulation, 
Risk Modelling

203
IRGC workshop on comparing methods 

for terrorism risk assessment with 
methods in cyber security

International Risk 
Governance Council (IRGC)

2016 online
https://www.irgc.org/event/terror-

ism-cybersecurity-workshop/
Industry

Finance / 
Insurance 

/ RM
Qualitative

Risk Management 
(broad sense)

Cyber Terrorism
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191
Companies still unprepared for mounting 

cyber risks
Zürich 2016 online

https://www.zurich.com/en/
knowledge/articles/2016/03/com-
panies-still-unprepared-for-mount-

ing-cyber-risks

Industry Management Qualitative
Risk Management 

(broad sense)
 

192
Allianz Risk Barometer Top Business Risks 

2016
Allianz Global Corporate & 

Specialties (AGCS)
2016 online

http://www.agcs.allianz.com/assets/
PDFs/Reports/AllianzRiskBarome-

ter2016.pdf
Industry Management Qualitative Risk Identification  

193
Data protection and the cloud meeting 

growing security needs
SCOR 2016 online

https://www.scor.com/images/
stories/pdf/library/SCORviews/

Sv0316-Rodgers.pdf
Industry IT Qualitative

Risk Management 
(Mitigation / 
Insurance)

New Technol-
ogies

194 Searching for stability in cyber space
Berkshire Hathaway 
Specialty Insurance

2016 Risk and Insurance
http://www.bhspecialty.com/

Cyber%20R&I%20PDF%20-%20
BHSI%20-%2004_18_2016.pdf

Industry
Finance / 
Insurance 

/ RM
Qualitative

Risk Management 
(Mitigation / 
Insurance)

 

195
UK: businesses don't believe they are at 

risk of cybercrime
Aviva 2016 online

http://www.aviva.com/media/news/
item/uk-businesses-dont-believe-

they-are-at-risk-of-cyber-crime-says-
aviva-17582/

Industry
Finance / 
Insurance 

/ RM
Qualitative

Risk Management 
(Mitigation / 
Insurance)

 

196 Environmental cyber risk White Paper XL Group plc 2016 online
http://xlcatlin.com/search?q=cy-

ber+risk&slang=en
Industry

Finance / 
Insurance 

/ RM
Qualitative

Risk Management 
(Mitigation / 
Insurance)

Critical 
Infrastructure

197 Staying ahead of emerging cyber risks XL Group plc 2016 online
http://xlcatlin.com/search?q=cy-

ber+risk&slang=en
Industry

Finance / 
Insurance 

/ RM
Qualitative

Risk Management 
(Mitigation / 
Insurance)

 

198 Technology and cyber risk liability XL Group plc 2016 online
http://xlcatlin.com/search?q=cy-

ber+risk&slang=en
Industry

Finance / 
Insurance 

/ RM
Qualitative

Risk Management 
(Mitigation / 
Insurance)

 

199
Cyber claim trend: risks go beyond data 

breaches
XL Group plc 2016 online

http://xlcatlin.com/search?q=cy-
ber+risk&slang=en

Industry
Finance / 
Insurance 

/ RM
Qualitative

Risk Management 
(Mitigation / 
Insurance)

 

200 2016 Internet security threat report Symantec Company 2016 online
https://www.symantec.com/securi-

ty-center/threat-report
Industry IT Data collection Risk Identification

Data Breach, 
Data Collection, 

Survey

201
Managing cyber insurance accumulation 

risk

Risk Management Solutions, 
Inc.,report prepared in 
collaboration with and 

based on original research 
by the Centre for Risk 
Studies,University of 

Cambridge.

2016 online
http://cambridgeriskframework.com/

downloads
Industry

Finance / 
Insurance 

/ RM
Qualitative

Risk Management 
(Mitigation / 
Insurance)

Critial 
Infrastructure, 

Systemic 
Risk, Risk 

Accumulation, 
Risk Modelling
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Integrated infrastructure: cyber resiliency 

in society

Kelly, S.; Leverett, E.; 
Oughton, E. J.; Copic, J.; 

Thacker, S.; Pant, R.; Pryor, 
L.; Kassara, G.; Evan, T.; 
Ruffle, S. J.;Tuveson, M.; 

Coburn, A. W.; Ralph, D. & 
Hall, J. W.; Cambridge Risk 
Framework series; Centre 

for Risk Studies, Uiversity of 
Cambridge.

2016 online
http://cambridgeriskframework.com/

downloads
Academia Economics Data collection Risk Identification
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Infrastructure, 

Systemic 
Risk, Risk 

Accumulation, 
Risk Modelling

203
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for terrorism risk assessment with 
methods in cyber security

International Risk 
Governance Council (IRGC)

2016 online
https://www.irgc.org/event/terror-

ism-cybersecurity-workshop/
Industry

Finance / 
Insurance 

/ RM
Qualitative

Risk Management 
(broad sense)

Cyber Terrorism
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204 2016 threats predictions McAfee Labs & Intel 2016 online
http://www.mcafee.com/tw/

resources/reports/rp-threats-predic-
tions-2016.pdf

Industry IT Qualitative
Risk Management 

(broad sense)
 

205 Data breach digest. Verizon 2016 online
http://www.verizonenterprise.com/

resources/reports/rp_data-breach-di-
gest_xg_en.pdf

Industry IT Qualitative Risk Identification Data Collection

206 CIS critical security controls
Center for Internet Security 

(CIS)
2016 online

https://www.sans.org/media/
critical-security-controls/critical-con-

trols-poster-2016.pdf
Industry Politics Qualitative

Risk Management 
(Mitigation / 
Insurance)

IT Security, Self 
Protection

207
 2016 data breach investigations report: 

89% of breaches had a financial or 
espionage motive,

Verizon 2016 online
http://www.verizonenterprise.com/

verizon-insights-lab/dbir/2016
Industry

Finance / 
Insurance 

/ RM
Qualitative Risk Assessment Data Collection

208
Global cyber insurance update: expanding 
threats amplify underwriting Opportunity, 

Loss Potential
Fitch Ratings 2016 online

https://www.fitchratings.com/site/
pressrelease?id=1001233

Industry Management Qualitative Risk Assessment Rating

209
CRO Forum concept paper on a proposed 
categorisation methodology for cyber risk

CRO Forum 2016 online  Industry
Finance / 
Insurance 

/ RM
Qualitative Risk Identification Risk Taxonomy

210
Pool Re should ‘evolve’ to cover cyber 

attacks and pandemics
Ralph 2016 online

http://www.ft.com/cms/s/0/0d8c-
7b5c-d734-11e5-8887-98e7feb46f27.

html#axzz4CDXs8hQY
Industry

Finance / 
Insurance 

/ RM
Qualitative

Risk Management 
(Mitigation / 
Insurance)

Insurability, Cy-
ber Insurance, 
Underwriting 

Cyber Risk, 
Cyber Insurance

211
Cyber and beyond: Insurance and risk in a 

digitally interconnected world
IBM 2016 online

https://www.all-about-security.
de/fileadmin/micropages/Studien/
Cyber_and_beyond_-_Insurance_

and_risk_in_a_digitally_interconnect-
ed_world.PDF

Industry
Finance / 
Insurance 

/ RM
Data collection

Risk Management 
(broad sense)

Survey, Cyber 
Insurance, Data 

Collection
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Industry
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Data collection

Risk Management 
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Source Definition

Mukhopadhyay et al. (2005, 2013) Risk involved with malicious electronic events that cause disruption of business and monetary loss.

Böhme and Kataria (2006) Breach or failure of information systems.

Cebula and Young (2010)
Operational risks to information and technology assets that have consequences affecting the confidenti-
ality, availability, or integrity of information or information systems.

Kshetri (2010)
A cybercrime is defined as a criminal activity in which computers or computer networks are the principal 
means of committing an offense or violating laws, rules, or regulations.

Ögüt et al. (2011) Information security risk.

The UK Cyber Security Strategy (2011)
Cyberspace is an interactive domain made up of digital networks that is used to store, modify and 
communicate information. It includes the Internet, but also the other information systems that support 
our businesses, infrastructure and services.

World Economic Forum (2012)
‘Cyber risks’ are defined as the combination of the probability of an event within the realm of networked 
information systems and the consequences of this event on assets and reputation.

World Economic Forum (2012)
‘Cyber’ refers to the interdependent network of information technology infrastructures, and includes 
technology ‘tools’ such as the Internet, telecommunications networks, computer systems, and embedded 
processors and controllers in critical industries.

Hua and Bapna (2013)
Cyber terrorism: Attacks implemented by cyber terrorists via information systems to (1) significantly 
interfere with the political, social or economic functioning of a critically important group or organisation 
of a nation, or (2) induce physical violence and/or create panic.

National Association of Insurance 
Commissioners (2013)

Defines cyber by providing typical examples: Identity theft, damage to the firm’s reputation, disclosure of 
sensitive information and business interruption.

National Institute of Standards and 
Technology (NIST, 2013)

Defines cyber space as ‘a global domain within the information environment consisting of the interde-
pendent network of information systems infrastructures including the Internet, telecommunications 
networks, computer systems, and embedded processors and controllers.’

Tallinn Manual  (Schmitt, 2013)
Cyberspace: The environment formed by physical and non-physical components, characterised by the use 
of computers and the electro-magnetic spectrum, to store, modify, and exchange data using computer 
networks.

Willis (2013)
Cyber risk can be defined as the risk connected to activity online, Internet trading, electronic systems and 
technological networks, as well as storage of personal data.

Swiss Re (2014)

Any risk emanating from the use of electronic data and their transmission. This encompasses physical 
damage caused by cyber-attacks, loss or corruption of data and its financial consequences, fraud 
committed by misuse of data, as well as any liability arising from a failure to maintain the availability, 
integrity, and confidentiality of electronically stored information—be it related to individuals, companies, 
or governments. In this context, cyber risk insurance addresses the first and third party risks associated 
with e-business, the Internet, networks and informational assets.

CRO Forum (2014)

Any risks that emanate from the use of electronic data and  their transmission, including technology 
tools such as the Internet and telecommunications networks. It also encompasses physical damage that 
can be caused by cybersecurity incidents, fraud committed by misuse of data, any liability arising from 
data storage, and the availability, integrity and confidentiality of electronic information − be it related to 
individuals, companies, or governments.

Appendix D: Definitions of Cyber Risk
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Source Definition

Institute of Risk Management (2014)
Any risk of financial loss, disruption or damage to the reputation of an organisation from some sort of 
failure of its information technology systems.

Refsdal, Solhaug, and Stølen (2015)

Definition consisting of three elements:
-A cyber-risk is a risk that is caused by a cyber-threat
-A cyber-threat is a threat that exploits a cyberspace
-Cyberspace is a collection of interconnected computerised networks, including services, computer 
systems, embedded processors, and controllers, as well as information in storage or transit.

Lloyd's (2015) Losses relating to damage to, or loss of information from, IT systems and networks.

Lloyd’s (2015a)
Definition of Cyber-Attack: exposures arising from a malicious electronic act which for the purpose of this 
bulletin we label as ‘cyber-attack’. Cyber-attack is therefore the proximate cause of loss, although the 
consequences may include property damage, bodily injury, financial loss or other forms of damage.

CRO Forum (2016)

Cyber risk [is] defined as the risk of doing business in the cyber environment. The definition of cyber risk 
covers:
•   Any risks emanating from the use of electronic data and  their transmission, including technology tools 

such as the Internet and telecommunications networks.
•   physical damage that can be caused by cyber attacks.
•   fraud committed by misuse of data.
•   any liability arising from data use, storage and transfer, and
•   the availability, integrity and confidentiality of electronic information be it related to individuals, 

companies or governments.
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