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*Updated Information: the patented EMP.Alert™ system is now IP Addressable, reports in
just milliseconds after an EMP event and can be used to trigger SolidGround™ into
protection mode within 250 milliseconds of the E1 pulse, well before the E3 Pulse arrives.
Summary – Because intentional electromagnetic attacks may be difficult to distinguish from random EMI, real time
detection of threatening fields is advisable for critical facilities. We describe a low cost approach for configuring a high
power electromagnetic field detector and central controller that can be used for detection of intentional electromagnetic
interference (IEMI) and other high peak field events such as electromagnetic pulse (EMP). The information stream can be
used to provide threat warning, threat tracking and prediction, threat location, security alerts, technician trouble-shooting
alert, and data forensics, as well as providing a deterrent to IEMI attacks.
The fundamental requirements for the RF detector class of interest derive from the need to detect and quantify an
electromagnetic illumination on critical facilities from an intentional or unintentional high power RF source. Wide
dynamic range is also a desirable characteristic, so that probing or more distant threats can be detected well below levels of
upset or damage. The basic threat levels of interest are based on the electric field values that can a) corrupt or alter
electronic circuits and data states, and b) damage or weaken electrical and electronic components in servers, computers,
SCADA controls, etc. The baseline values for these energy levels are taken from Baker, et al1 for single pulse events:
1.0 µJoules/cm2 for circuit upset/data corruption onset, and
200 µJoules/cm2 for the onset of component damage
This translates into electric fields (E-fields) of hundreds to many tens of thousands of volts per meter. The challenge then is
to select a detection antenna configuration and electronics that have the following characteristics:
- High E-field measurement capability
- Wide bandwidth (100 MHz to 10 GHz for the class of electromagnetic threats of interest)
- Wide dynamic range
- Direct and accurate E-field measurement
- Low complexity
- Avoid expensive integrators
- Low-cost commercial parts
The combination of these characteristics rules out most of the commercial EMI field probes, and also the high cost, high
accuracy MIL-STD B-dot and D-dot devices. The electro-optic (Pockel cell) devices are also unsuitable at this time due to
their development status and high cost. Recent testing has led to a proprietary “inferential” approach to high
electromagnetic field detection. Inferential refers to the fact that we are using the far field measurement of the magnetic
field of the EMP/IEMI wave, which is directly proportional to the high electric field of interest in air. The high electric
field is “shielded” from the measurement, resulting in antenna output voltages on the order of a few volts instead of
hundreds or thousands of volts with associated arcing, connector problems, noise problems, and attenuation requirements.
The major benefit is that the “inferential” antenna output can be interfaced directly into high frequency analog RF
integrated circuit electronics. This greatly reduces the cost of the entire detector system. Figure 1 shows an early
production EM InferentialDetector™ (Patents Pending).

Figure 1. Early Production EM InferentialDetector™

Block Diagram - The system contains three measurement channels. Each channel is connected to one split-shield
loop antenna. By using three antennas, one each on orthogonal axes, the magnitude of the incoming
electromagnetic field can be measured regardless of its angle of arrival or polarization. Figure 2 shows the system
block diagram, including one of the three orthogonal channels.
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The performance parameters for the system are:
•
•
•
•
•

Frequency range: 100 MHz to 10 GHz
Field strength: 100 V/m to 100 kV/m
Minimum pulse width: 10 ns
Rise time: <10 ns
Measurement interval: every 1 ms

Two main challenges were posed in achieving these parameters. The first was to maintain a flat frequency
response over this broad range so that accuracy requirements could be achieved. The second was the need to make
these measurements on very fast and narrow RF pulses, requiring good high speed front-end electronics design
discipline.
Antenna Design - Space limitations made it impractical build an antenna with a flat frequency response down to
100 MHz. Instead of building a flat antenna, we chose to build a simple antenna and equalize its frequency
response using high-speed analog RF electronics.
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The antenna selected is a split-shielded loop . This antenna is sensitive to magnetic rather than electric fields. Since the
electric and magnetic fields in far field locations are related to each other by the scalar impedance of free space, 377 ohms,
it is a simple matter to calculate the electric field from the measured magnetic field. The split shield around the loop shields
the loop from electric fields, so that only the magnetic field is measured.
We use a small shielded loop antenna because our experience has shown that B field measurements are usually more
accurate and repeatable than E field measurements. The loop, since it is balanced, is less affected by the presence of other
conductive material in its environment because the common-mode impedance to ground does not affect its sensitivity.
What is perhaps somewhat surprising is that a balun is not required to convert the balanced loop to a single-ended signal.
Extensive experience with these types of antennas, such as the Beehive Electronics model 100A, has shown that very low
surface currents are present on the outside of the shield; the common mode impedance of the outside of the shield is high
enough to reduce these currents to a very low level.
These types of antennas are typically built from a length of coaxial cable. In our case, they are built more precisely using
RF printed circuit technology. The ‘coaxial’ section is made using a stripline transmission line. Ground continuity
between the two ground planes is created by using closely spaced (d<<λ) plated-through holes (Figure 3).
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The entire antenna array is shown in Figure Transmission
4. The loop antennas
areSection
embedded in the tips of the printed circuit board. The
Line Cross
Figure 2 so that the axis of each antenna is orthogonal to the other
dielectric antenna mount is designed to align the three antennas
two.

Figure 4. Triad Antenna Assembly

Equalizer - A small loop offers a very predictable frequency response at low frequencies; it is effectively a highpass filter
with a 20 dB/decade slope. This response is well-behaved until the loop reaches its self-resonant frequency. We
compensate for this frequency response by cascading it with a low pass filter. The filter’s -20 dB/decade slope, in theory,

perfectly cancels the antenna’s opposite slope and results in a flat frequency response. Given our desire for a flat frequency
response up to 10 GHz, careful tuning of the filter is required since we are pushing the limits of surface mount technology.
Pulse Response - The measured RF pulses can be as narrow as 10 ns. At the output of the logarithmic demodulator, these
are converted into longer DC pulses with the same peak characteristics. The DC pulses are sampled at a 1 kHz rate by the
microprocessor, and displayed on a PC using a one second peak sample basis.
Another approach would have been to use a high speed analog-to-digital converter (ADC) running at several hundred
megasamples per second. In that case, digital hardware could search the data stream for the peaks of the incoming values.
This approach is viable, but is expensive, power-inefficient, and complex. For these reasons, we chose to sample at a much
slower rate. This allowed us to use the on-board ADCs on the microprocessor itself to digitize the data. At this slower rate,
all the data manipulation can be performed in firmware instead of requiring a field programmable gate array.
Peak Detector - Our approach requires analog peak detectors to capture the peak value of the demodulated DC pulses and
hold them long enough for the ADCs to capture them. One of these peak detectors is shown in Figure 5. When designing
peak detectors, there is always a tradeoff between the fast rise time required to capture fast pulses and the long hold time
required for the ADC to measure the output. Fast rise time requires a small sampling capacitor to hold the peak voltage;
larger capacitors cannot be charged quickly enough to capture a short pulse. However, a small capacitor can only hold a
small amount of charge. As a result the capture voltage rapidly droops due to leakage current in the capacitor, Schottky
diode, or buffer. Our solution was to use a two-stage peak detector. The first peak detector is high-speed - it uses a 68 pF
capacitor. This is small enough that the peak detector has a rise time of approximately 5 ns. This peak detector droops
quickly as a result of the small capacitance value. Following this peak detector is a second, slower, peak detector that has a
long hold time. This peak detector uses a 0.033 µF hold capacitor. The second peak detector would never be fast enough
to catch our 10 ns pulses, but the first peak detector holds the pulses long enough for the second peak detector to capture
them. The unique combination of two sampling stages gives the fast rise time required, yet holds the peak long enough for
the ADC to measure its output.
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Reset - It is common practice to use a reset switch in a peak detector, viz. after a measurement is complete, the
switch is closed and the hold capacitor is discharged. While the switch is closed, the peak detector cannot capture
pulses and is effectively blind. If a large, short duration RF burst arrives while the peak detector switch is closed,
the peak detector would miss the burst, i.e. the system would not be aware that the burst occurred. Our solution is to
use a 10MΩ bleeder resistor as shown in Figure 5, instead of a typical switching circuit. The resistor discharges the
capacitor, but very slowly. Over the course of the 1 ms measurement interval the droop is insignificant.
Detector Packaging – The above discussion describes the antennas and electronics for the InferentialDetector™.
These have been packaged as illustrated in Figure 6.

Figure 6. InferentialDetector™ Packaging

The housing is machined out of a solid block of T-6061 aluminum. The walls of the RF tight cavity (on the left in
Figure 5) are maintained at ¼ inch or greater, including around blind tapped bolt holes to attain high (>90 db)
shielding for the electronics and copper to fiber conversion. The fiber optic output is fed through a waveguide
beyond cutoff to a junction box which also contains the EMP power filter for the incoming 24 V dc power to
eliminate conducted susceptibility to high external fields. This detail is shown in Figure 7.

Figure 7. InferentialDetector™ J-Box Detail

All housing pieces are black anodized before final assembly, with appropriate masking to provide good conductivity
to the gasketing material. The RF-tight cavity is sealed with RF gasketing material, and both the RF cavity and the
J-box are environmentally sealed, including the dielectric antenna dome.

System Implementation – The above discussion of the detector design describes a single device that measures
electric fields as high as 100 kV/m, including very fast rise time transients associated with EMP and IEMI weapons,
and provides continuous output information in the form of the peak field magnitude seen during each one second
sample period. The serial data output is provided over a single fiber capable of providing simultaneous input and
output using different wavelengths (1310/1550 nm). This fiber data transmission makes the data flowing into and
out of the RF protected volume impervious to high electromagnetic fields in the sensor vicinity. The single string
data flow is shown in Figure 8.

Figure 8. Single String Data Flow

The system architecture is designed to monitor multiple sites for abnormal electromagnetic field activity, with the
capability to monitor multiple detectors at each site. During each one second sample period, the peak detector
output is compared with a preselected threshold. If the threshold is exceeded, a warning alarm appears on the output
dashboard, show in Figure 9.

Figure 9. Detector Monitoring and Display Dashboard

All site detectors can be individually monitored and examined for status or detail in the event of an abnormality to
examine detail in its real time behavior, as shown in Figure 10.

Figure 10. Individual Detector Dashboard Display

In an integrated security system with electromagnetic sensing and warning capability, the EM detection feature can be
combined with additional traditional security features, such as visible and infrared cameras. Based on vector information
from the InferentialDetectors™, cameras may be pointed in the direction of a sensed electromagnetic threat. The cameras
can provide useful information about the threat even if they are destroyed by the high EM field, since their stored data can
be examined in a secure and EM-protected facility right up to the initiation time of the RF attack. Such a security system
might look conceptually like Figure 11.

Figure 11. Total Integrated EM and Video Security System

The present InferentialDetector™architecture contains only a scalar computation of the maximum EM field level at each
sample interval, since the 3 orthogonal axes of information are root-square combined to obtain the E field amplitude.

However, a more advanced version is being developed where the 3 individual axes are recorded separately to enable
determination of the Poynting vector S, whose azimuth indicates the direction to the EM source, regardless of its antenna
characteristics, using data from multiple detectors. This architecture is shown in Figures 12 and 13.

Figure 12. Non-Isotropic Source Determination of Plane Containing E Field Vector and Poynting Vector

Each detector can then determine a unit normal n which is parallel to the magnetic field vector B measured at the detector.
This unit normal defines a plane containing the E field vector and the Poynting vector at that detector. The intersection of
the planes from two detectors determines the line containing the Poynting vectors from the detectors to the EM source. The
Poynting vector plane measured by a third detector enables triangulation to determine the exact location of the source.

Figure 13. Non-Isotropic Source Determination of Planes Containing E Field Vector and Poynting Vector, and Their Intersection

If a contour map of the terrain surrounding a protected site exists, and if it is assumed that the electromagnetic threat is
ground-based, the Poynting vector plane’s intersection can be computed as shown in Figure 13 from the
ń1 X ń2 data from two detectors and that line’s intersection with the ground topography defines the source location. If no
such ground knowledge exists, the source location can still be computed from the data from three or more detectors, on a
best fit basis.
Summary – A cost effective electromagnetic threat detection approach has been developed with desirable features:
•
Very high EM field capability – 100,000+ V/m
•
Wide dynamic range up to 10 GHz
•
Useful for IEMI and EMP detection
•
Information for threat warning, threat tracking and prediction, post attack forensics
•
Data for derivation of threat location
•
Data for security alerts
•
Low bandwidth output
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