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L. VeraCrypt Setup 1.19

- *
Wizard Mode W
Select one of the modes, If you are not sure which to select, use the default mode. -
(® Install
Select this option if you want to install VeraCrypt on this system.
() Extract
If you select this option, all files will be extracted from this package but nothing will be
installed on the system. Do not select it if you intend to encrypt the system partition or
system drive, Selecting this option can be useful, for example, if you want to run
VeraCrypt in so-called portable mode. VeraCrypt does not have to be installed on the
operating system under which itis run. After all files are extracted, you can directly run
the extracted file 'VeraCrypt.exe' (then VeraCrypt will run in portable mode).
Help < Back Cancel
™ . .« . . e ..
v VeraCrypt - X
Volumes System Favorites Tools  Settings  Help Homepage
Drive  Volume Size Encryption Algorithm Type ~
=iA
| B
[
=iF
| G
==iH
)8
| ]
=K
18
=iM W
Create Volume Volurr pe Cache
Volume
A\, | bl Select File...
VeraCr ]
eracrt Newver save history Volume Tools... Select Device...
Auto-Mount Devices Dismount Al Exit
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“ VeraCrypt Volume Creation Wizard

VeraCrypt

— X
VeraCrypt Volume Creation Wizard

(®) Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for
inexperienced users,

More information
() Encrypt a non-system partition/drive
Encrypts a non-system partition on any internal or external
drive (e.qg. a flash drive). Optionally, creates a hidden volume.
() Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone
who wants to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots, Optionally, creates a hidden system.

Mare information about system encryption

< Back Mext = Cancel
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“ VeraCrypt Volume Creation Wizard

VeraCrypt

— X
Volume Type

(®) Standard VeraCrypt volume

Select thiz option if you want to create a normal VeraCrypt
volume,

i) Hidden VeraCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume. There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your
volume,

Mare information about hidden volumes

Help < Back Cancel
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VeraCrypt

“ VeraCrypt Volume Creation Wizard

VeraCrypt

Volume Location

|D=‘« v| Select File...

Mever save history

A VeraCrypt volume can reside in a file (called VeraCrypt container),
which can reside on a hard disk, on a USE flash drive, etc, A
WeraCrypt container is just like any normal file (it can be, for
example, moved or deleted as any normal file). Click 'Select File' to
choose a filename for the container and to select the location where
you wish the container to be created.

WARMING: If you select an existing file, VeraCrypt will NOT encrypt
it; the file will be deleted and replaced with the newly created
WeraCrypt container. You will be able to encrypt existing files (Jlater
on) by moving them to the VeraCrypt container that you are about
to create now.

x

“ VeraCrypt Volume Creation Wizard

VeraCrypt

Encryption Options

Encryption Algorithm

AES ~ Test
FIPS-approved dpher (Rijndael, published in 1998) that may be
used by .5, government departments and agencies to protect
dassified information up to the Top Secret level, 256-hit key,
128-bit block, 14 rounds (AES-256). Mode of operation iz XT5.

More information on AES Benchmark

Hash Algorithm

SHA-512 ~ | Information on hash algorithms

“ VeraCrypt Velume Creation Wizard

VeraCrypt

Volume Size

1 Joe

Free space on drive D:\ is 1.21 TB

Ome @®ee (OB

Please specify the size of the container you want to create.

If you create a dynamic (sparse-file) container, this parameter will
spedfy its maximum possible size,

MNote that the minimum possible size of a FAT volume is 292 KB.
The minimum possible size of an exFAT volume is 424 KB. The
minimum possible size of an NTFS volume is 3792 KB,

Help < Back

Cancel

).\S.m.d; w\z\::ﬂ JLB.E_

sl aaay -
Gua) 48 Qe all
(Asaie Ll & s
dooss o B
dale asasall Hard
VA IRYY

,‘aeai\ RYY

T ‘

¢



1\

O Y Lyl L Slgdghg pud) ilalS (o olilBla S - ) 2l Al o 5 Lia -

VeraCrypt

“ VeraCrypt Volume Creation Wizard — s

Volume Password

Password:

COrIﬁI'ITI: | ....................| |

[use keyfiles

[ pisplay password
[Juse PIM

Keyfiles. ..

Itis very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be found
in a dictionary {or a combination of 2, 3, or 4 such words). It should
not contain any names or dates of birth. It should not be easy to

& guess. A good password is a random combination of upper and lower
case letters, numbers, and spedial characters, suchas @ ~ =% +
etc. We recommend choosing a password consisting of 20 or mare
characters (the longer, the better). The maximum passible length is 64
characters.

VeraCrypt

Help < Back

Cancel

“ VeraCrypt Velume Creation Wizard — *

Large Files

(®) Yes
O Mo

Do you intend to store files larger than 4 GE in this VeraCrypt
volume?

MNote: Depending on your choice above, VeraCrypt will choose a
suitable default file system for the VeraCrypt volume {you will be
able to select a fille system in the next step).

VeraCrypt

“ VeraCrypt Volume Creation Wizard — s

Volume Format

Options

Filesystem | exFAT »~ | Cluster Default ~ [ _]Dynamic

Random Pool: —, ———%+4., %% —4, +..——, % % -,
Header Ke'yl: s s ]

Master KEY: s s s s s
Abort
Done Speed Left

IMPORTANT: Maove your mouse as randomly as possible within this
window. The langer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys. Then
dick Format to create the volume.

VeraCrypt

Randomness Collected From Mouse Movements

Help < Back

Cancel
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VeraCrypt ~

o) O sSy i =) 25 hossam.docx J8 (e olisly L“g'ﬂ\ M\ caldl) Jaas Sl o din )
(: bk Jal) dapdayy el chale caldl)

Lialal daliall daliall al &Y G jald (e sl jlias Y
w VeraCrypt — Y Mount J_} L_AQ i .. _‘u

Volurmes  Systern  Favorites Tools  Settings  Help Homepage

Drive  Volume Size Encryption Algorithm Type a

=) AL
| B2
| 1
|

| (32

| H

Ik
= 1:

| K

| |2

| M v

Create Volume Volume Properties. .. Wipe Cache
Volume

\C

WeralCrypl

| D:\mysecretfies R Select File... < ‘

Never save history Volume Tools. .. Select Device...

Auto-Mount Devices Dismourt Al Exit

(taMalli MYak/AmrD!ab¥« + +) J8 (e LUl Al dluy glall o) A< Jaa

Enter password for Dn\mysecretfiles

PES.SWI:Ird: P------------------- UK
PKCS-5PRF: | Autodetection ~ | ] TrueCrypt Mode Cancel
[ JUse PIM
[[] cache passwords and keyfiles in memory
[ isplay password
[Juse keyfiles Keyfiles... Mount Options. ..

I'My Computer & clha a8 JS5 o jadall g slall Ldle sala

« Devices and drives (4)

- L Windows (C:) . Data (D) Local Disk (1)
am T ————— J . .
oy 138 GB free of 930 GB Ty 1.20 TB free of 1.36 TB

< Metwork locations (6)

Dismount Jiai g geali pull caa i 2 ccililal) JS 3l

v



o Remember logins and passwords for web sites Exceptions..

Q Saved Logins...

Change Master Password...

v
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Browser Privacy

Forms & Passwords

v Use a master password

History

q Firefox will = Never remember history

S vie &)

Firefox will use the same settings as private browsing, and will not remember any history as you

browse the Web.

You may also want to clear all current history.

Tracking Protection

Tracking is the collection of your browsing data across multiple web sites. Tracking can be used to
build a profile and display content based on your browsing and personal information.
Use Tracking Protection to block known trackers Learn more Exceptions...

@ Always
Only in private windows

Never

LSend web sites a "Do Not Track” signal that you don't want to be tracked Learn more

Only when using Tracking Protection

® Always

Permissions

© Location X Settings...

W Camera X Settings...

§ Microphane X Settings...

E Notifications Learn more Settings...
Pause notifications until Firefox restarts

v | Block pop-up windows Exceptions...

+ | Warn you when web sites try to install add-ons Exceptions...

+ | Prevent accessibility services from accessing your browser Learn mare

Security

Deceptive Content and Dangerous Software Protection

v | Block dangerous and deceptive content Learn more
¥ Block dangerous downloads

+ | Warn you about unwanted and uncommon software

Certificates

When a server requests your personal certificate
Select one automatically

@ Askyou every time

Query OCSP responder servers to confirm the current validity of
v

certificates

Security Devices...

Change Block List...

View Certificates...
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Tar Browser
4.0.3

Congratulations!
This browser is configured to use Tor.

e are now free to browse the Internet anonymousty.
Test Tor Network Settings

| Q]

Search securely with Startpage.

What Next? " " You Can Help!

Tor iz MOT all you need to browse There are many ways you can help make the Tor
anotryroously! You tmay need to change some of Metwrorl faster and stronger:
your browsing habits to ensure your identity + Run a Tor Relay Node s

stays safe. « Voluntesr Your Services »

Tips On Staying Anonyenous \_ + Make a Donation »

The Tor Project is a US 501(c)(3) non-profit dedicated to the research, development, and
education of online anonymity and privacy. Learn more about The Tor Project »
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