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Legitimate Interest ‘Balancing Test’ Assessment Template.

(Legitimate Interest was covered in detail in our first set of guidance notes. The 
information in these notes should be read in conjunction with these earlier notes).

The General Data Protection Regulation (GDPR) sets out six lawful grounds for processing of 
Personal Data, one of which is processing under the Legitimate Interests of a Controller – 

Article 6.1 (f)

‘processing is necessary for the purposes of the legitimate interests pursued by the 
controller or a third party, except where such interests are overridden by the interests or 
fundamental rights and freedoms of the data subjects which require protection of Personal 
Data, in particular where the data subject is a child’

Furthermore, under Recital 47

The legitimate interest of a controller, including those of a controller to which the Personal 
Data may be disclosed, or of a third party, may provide a legal basis for processing, 
provided that the interests or the fundamental rights and freedoms of the data subject are 
not overriding taking into consideration the reasonable expectations of data subjects based 
on their relationship with the controller

‘Purpose’ within this context means the specific reason why the data is being processed.

An ‘Interest’ is a broad stake a charity may have in processing or the benefit that arises to 
the charity, or which society might derive from the processing. It must be real and not too 
vague. An ‘Interest’ can be considered as ‘legitimate’ if the charity can pursue this interest 
in a way that adheres to data protection and other laws. 

In practice, Legitimate Interest can only be relied upon as a Lawful Basis of processing to 
the extent that such activity is ‘necessary’. An essential part of the concept of Legitimate 
Interests is the balance between the interests of your charity and the rights and freedoms 
of the individual. Charities need to be aware that if they use Legitimate Interest rather than 
other lawful basis, individuals need to be told about those Legitimate Interests along with 
the obligation to advise individuals about their right to object. 

Charities need to be aware that regardless of the processing activity undertaken by them, 
an assessment must be made to ensure the processing meets the threshold required to 
rely on Legitimate Interest as a lawful basis. In other words, charities/NfP must: 

- Assess whether a Legitimate Interest exists

- Establish the necessity of processing

- Perform a balancing test to decide if a processing operating can rely  
on the Legitimate Interest Provision
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Legitimate Interest ‘Balancing Test’ Assessment Template.

These notes are a practical tool to help charities and Not-for-Profits (NfPs) assess whether 
they can rely on Legitimate Interests as a Lawful basis for processing Personal Data under 
GDPR. It will help in deciding whether the processing might be considered ‘necessary’ 
and meet the crucial Balance of Interest Condition, whereby charities need to ensure 
their interests are not overridden by the interests or fundamental rights and freedoms of 
individuals.

It is important for charities to document the Legitimate Interests Balancing Test whenever 
they seek to rely on Legitimate Interest even where the balance of interest is clearly in 
favour of the charity.

Balancing Test Assessment/Legitimate Interest Assessment (LIA)

A ‘Balancing Test Assessment’ helps determine whether or not your charity can rely on 
Legitimate Interest. As the assessment will be heavily reliant on the personal views of the 
person completing it, the final outcome will be subjective. Document the outcomes of the 
Assessment to serve as evidence for your charity’s decision to rely on Legitimate Interest 
or otherwise. Also ensure that you review it periodically, especially if the Assessment 
criteria changes as this could affect the outcome.

The Assessment should answer the following questions:

Part 1

- Why does your Charity process personal data?   
Cleary define the goals you are trying to achieve by processing the data.

- Does processing the data enable you to meet the lawful objectives of your charity?   
If you can answer this in the affirmative, then it is likely that such purpose is 
legitimate.

- Is the processing activity identified as a legitimate activity under the GDPR 
or relevant European or Irish legislation? If so, does the relevant legislation 
make the processing activity subject to the completion of a balancing test and 
obtaining a positive outcome?   
If this is the case, then your charity must meet those conditions before it can 
decide on Legitimate Interest:

A. In articulating how the processing activity is of Legitimate Interest, consider 
how much weight such interests carry. For example, are they compelling 
(e.g. they relate to a fundamental right, a public interest or another type of 
interest) or are they of secondary importance, in which case they will have 
less weight in a balancing test.
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B. Bear in mind also that the fact that the processing activity is central to what a 
charity does, does not in itself make it legitimate. The key here is to balance 
the reason for the processing against the potential impact on a person’s 
rights. It is also critical to be cognizant of whose legitimate interest is being 
pursued here. It is only after the reason for processing a person’s data is 
weighted against the impact on the person’s rights that a true determination 
can be made of where legitimate interest lies.

- After having determined the objective of your charity in processing the data, the next 
step is to determine whether that objective can be achieved by another means.  
 The processing would be necessary if there is no other way or if the alternative way 
of achieving the objective would be too onerous. Where however, there are several 
other alternatives to achieving the objective, then it is imperative that your charity 
chooses the least intrusive alternative. Undertaking a Privacy Impact Assessment 
(PIA) is the best way to make this determination. Clearly, if the processing is not 
necessary, then you cannot rely on Legitimate Interests as a lawful basis for the 
processing of activity.

Part 3

- Would the individual (whether in the context of donors, beneficiaries, employees, 
etc.) expect that their data would be processed?   
If so, then one can expect that such individuals have considered the impact that 
such processing would have on them, and found it acceptable. However, where 
they could have no expectation that such data will be processed, then the potential 
impact is greater and this needs to be given more weight in the balancing test.

- Is the processing in the interest of the person whose data it relates to?   
For example, would it add value to a product or service that the individual uses or is 
there a likelihood that it could inflict undue harm or distress to the individual?

- Would the processing violate or in any way undermine the individual’s ability to 
exercise their rights?   
If so, there is a higher likelihood that this will affect the balance.

- How would your charity suffer harm if the processing does not happen?

- Are the Legitimate Interests of the individual aligned with those of your charity?   
If the processing is beneficial to the individual, then it is more likely that your charity can 
rely on Legitimate Interests since their interest is aligned with those of your charity.



Legitimate Interest ‘Balancing Test’ Assessment Template.

- What is the nature of the relationship between the individual and the charity?   
For example, is the individual a beneficiary, a donor, a supplier, a volunteer etc. of 
your charity. How close is the relationship? Where there is an existing relationship 
between the charity and the individual, the individual may well expect that their 
information will be processed by the charity. Where there is no relationship 
between the individual and the charity, then there may be no expectation of the 
part of the individual that the charity would process their information, but this 
depends on the purpose of the processing.

- What kind of data is to be processed? In particular, consider whether such data 
enjoy special protection under the GDPR?   
An example of such special data will be those that relate to minors. In this regard, 
refer to the different lawful basis for processing special categories of data.

- Would the individual expect their information to be used for the purpose for 
which your charity wishes to use it (or is using it)?   
In this regard, consider the relationship between your charity and the individual 
as well as services or products being provided, including the information notices 
available and whether the individual would reasonably expect that their information 
would be used for purposes connected to the product or service. The stronger the 
expectation the greater the chances that Legitimate Interests can be relied on.

 
Part 4

- How was the personal data obtained?   
If the information was obtained directly from the individual than you should pay 
attention to your ‘fair processing notices’ i.e., your charity’s privacy notice. You 
should also consider your relationship with the individual and they expect their 
data to be used. Where these factors are positive, then you would be on a more 
favourable footing to process the information. For data that is collected indirectly, 
it is possible that a compelling Legitimate Interests, on-going relationship or other 
context exist, which necessitates the processing.

- What is the balance of power between your charity and the individual?   
For example, if your charity is in a dominant position or the individual has no choice 
regarding the processing of their information, this then negatively impacts on your 
charity’s ability to rely on Legitimate Interests. However, the rights and freedoms of 
individuals as set out in the GDPR redress this issue to an extent. Your charity must 
ensure that the rights of individuals are not negatively impacted, by considering 
how to address any imbalance of power that exists in its relationship with the 
individual.
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- Is the processing intrusive or inappropriate or could it be construed as such  
by the individual?   
While there may be valid reasons for some intrusions into the private life of 
an individual due to the relationship or special circumstances, unwarranted 
or unnecessary intrusion should be avoided. The determination of Legitimate 
Interest will be more stringent and greater consideration given to the rights of the 
individual where the degree of intrusion is high. In addition, the way the data is 
processed must be considered, for example, large scale, data mining, profiling etc.

- Did the individual get a fair processing notice? If so, how was the notice provided?   
Was it clear and did the individual understand right from the beginning what was 
the purpose of the processing? Where the processing is intrusive, unexpected or 
unusual then it is of more critical importance that the individual’s attention is drawn 
to the processing and made aware of it. This is particularly so, where Legitimate 
Interests are relied on.

- How much control does the individual have over the data being processed?   
Can they object easily? Relying on Legitimate Interest is much easier where the 
individual is given increased control over the data. Where it is inappropriate or 
impossible to give the individual control, then the charity needs to explain why.

- What risk reduction or mitigation measures can your charity put in place to avoid 
harm to an individual’s privacy?   
This is a similar concept to a Data Protection Impact Assessment (DPIA). Just as a 
DPIA helps an organisation to mitigate risk by adapting or alternating the scope of 
an activity to avoid potential privacy harm, so does a ‘Balancing Test’ enable your 
charity to adapt or modify the processing to avoid a potential privacy risk or reduce 
the impact.

Describe any safeguards and controls that your charity has in place or will put in place to 
protect individuals and respect their rights.

There are several measures that your charity can put in place to protect an individual from 
negative impacts of processing, or to reduce associated risks. These are referred to as 
Safeguards and they include a number of compensating controls that ideally, would have 
identified through a Privacy Impact Assessment (PIA) conducted in relation to the processing 
activity. These include additional layers of encryption, data minimization, multi-factor 
authentication, aggregation of data to remove identifying details, opt-out options, privacy 
by design, adding extra transparency, retention, restricted access, hashing, salting and other 
technical and organisational measures and security methods used to protect data.
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Results of ‘Balancing Test’. Based on your responses to the questions above, do you 
believe your charity is able to rely on Legitimate Interest for the processing operation? 
Explain why it can or cannot rely on Legitimate.

Examples of processing which you may find will pass the LIA are:

 •	 	Direct marketing to existing donors or supporters where consent cannot be 
relied upon/where you cannot prove that you have consent. You would of 
course still need to demonstrate the balance of interests between your own 
organisation and the data subject. A data subject could also still object and ask 
to have their personal data removed from the marketing list;

 •	 	Employee data processing for employment reasons, i.e. next of kin data for HR;

 •	 	IT and Cyber security and investigations – where a breach of your security may 
require an investigation into subscribers or members details for example; and

 •	 	Anti-Fraud or criminal investigations being carried out by state authorities.

Name:

Title:

Date:
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