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I. WHAT ARE “DIGITAL ASSETS?” 

 
A. Common Examples: 

 
1. Social media:  Facebook, Twitter, Instagram. 
2. Cloud storage services:  iCloud, Dropbox, Google Docs. 
3. Digital media:  iTunes, Google Photos, Kindle e-books. 

 
II. DIGITAL ASSETS AND ESTATE PLANNING / ESTATE ADMINISTRATION. 

 
A. Until recently, our communications were delivered by mail, photos were kept in an 

album, and documents were stored in file cabinets. 
 

B. More and more, our lives and memories are stored online or in the cloud (our “digital 
assets”). 
 

C. Laws and regulations were slow to develop in this area.  A patchwork of limited and 
often conflicting federal and state laws—as well as digital companies’ own service/user 
agreements—controlled access to our digital assets by third parties. 
 

D. This can lead to significant problems when an individual dies or loses the capacity to 
manage his or her own affairs. 

 
III. HISTORY OF LAWS RELATING TO ACCESS TO DIGITAL ASSETS. 

 
A. Access to digital assets is governed by both federal and state law, as well as by the terms 

of service/user agreements. 
 

B. Conflicts between federal law, state law, and service/user agreements are common and 
create a great deal of uncertainty for fiduciaries wanting to access digital assets. 
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C. Federal Law. 
 
1. Computer Fraud and Abuse Act (“CFAA”).1 

 
i. It is a criminal act to intentionally accesses a computer without authorization, or 

exceed authorized access, and to obtain information from such computer.2 
 

2. Stored Communications Act (“SCA”).3 
 

i. It is a criminal act to accesses electronic communications without proper 
authorization.4 
 

3. Is a fiduciary committing a criminal act by accessing a decedent’s digital assets 
without express written permission? What about a fiduciary for an incapacitated 
person? What about a fiduciary who finds passwords for the decedent/incapacitated 
person – can discovery of the passwords be considered as granting of permission? 
 

D. State Law. 
 
1. Privacy Expectation Afterlife and Choices Act (“PEAC”).5  Virginia made its first 

substantive attempt at addressing this issue with the enactment of the Privacy 
Expectation Afterlife and Choices Act in 2015.  PEAC was far from comprehensive, 
however, only allowing a personal representative access to records and content of the 
decedent’s digital accounts if expressly authorized to do so under a Last Will and 
Testament. 
 

2. Uniform Fiduciary Access to Digital Assets Act (“UFADAA”).  The National 
Conference of Commissioners on Uniform State Laws (“NCCUSL”) spent two years 
drafting the Uniform Fiduciary Access to Digital Assets Act, which was approved in 
2014.  This act aimed to provide a more comprehensive plan for fiduciary access to 
digital assets while attempting to address gaps in the current patchwork of federal and 
state laws that potentially subjected fiduciaries to criminal prosecution for 
administering digital assets.  
 

i. The UFADAA is an overlay statute designed to work in conjunction with a 
state’s existing laws on probate, guardianship, trusts, and powers of attorney. 
 

ii. The UFADAA has already been enacted in 37 states and the U.S. Virgin 
Islands, while legislation to enact the uniform act has been introduced in another 
seven states and the District of Columbia.6 

                                              
1 18 U.S.C. § 1030. 
2 Id. § 1030(a)(2).  
3 18 U.S.C. §§ 2701–2712. 
4 Id. § 2701(a)(1). 
5 Va. Code § 64.2-119 et seq. (Repealed 2017). 
6 Legislative Fact Sheet – Fiduciary Access to Digital Assets Act, Revised (2015), http://www.uniformlaws.org/ 
LegislativeFactSheet.aspx?title=Fiduciary%20Access%20to%20Digital%20Assets%20Act,%20Revised%20(2015) 
(last visited January 23, 2018). 
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iii. Endorsed by AARP, National Academy of Elder Law Attorneys, Facebook, and 

Google. 
 

iv. Virginia repealed its Privacy Expectation Afterlife and Choices Act with the 
enactment of the UFADAA, effective July 1, 2017.7 
 

E. Service/User Agreements. 
 
1. Most of us “check the box” on service/user agreements without actually reading the 

terms of the agreement. 
 

2. Often, these agreements prohibit access by a third party, even with the permission of 
the user. 
 

3. Companies have started establishing policies to address this issue, such as Facebook’s 
Memorialized Account, which allows users to elect whether to have their account 
memorialized or deleted entirely upon death.  

 
IV. VIRGINIA’S UNIFORM FIDUCIARY ACCESS TO DIGITAL ASSETS ACT. 

 
Effective July 1, 2017, Virginia’s Uniform Fiduciary Access to Digital Assets Act allows 
fiduciaries to manage digital property such as computer files, web domains, and virtual 
currency, and restricts a fiduciary’s access to electronic communications such as email, text 
messages, and social media accounts unless the user consented to such access in a will, trust, 
power of attorney, or other written record.  The Act is codified in Article 3.1 of Chapter 1 of 
Title 64.2 of the Code of Virginia (§§ 64.2-116 through 64.2-132).  
 
A. Definitions. 

 
1. Digital Asset.  An electronic record in which an individual has a right or interest.  

“Digital asset” does not include an underlying asset or liability unless the asset or 
liability is itself an electronic record.8 
 

i. Digital assets include any type of electronically stored information, such as (1) 
information stored on a user’s computer and other digital devices, (2) content 
uploaded to websites, and (3) rights in digital property.  It also includes records 
that are either the catalogue or the content of an electronic communication. 
 

2. Electronic.  Relating to technology having electrical, digital, magnetic, wireless, 
optical, electromagnetic, or similar capabilities.9 
 

3. Record.  Information that is inscribed on a tangible medium or that is stored in an 
electronic or other medium and is retrievable in perceivable form.10 

                                              
7 Act of Feb. 13, 2017, ch.2 (codified at Va. Code § 64.2-116). 
8 Va. Code § 64.2-116. 
9 Id. 
10 Id. 
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4. Information.  Data, text, images, videos, sounds, codes, computer programs, software, 

databases, or something that is substantially similar.11 
 

5. Electronic Communication.  Any transfer of signs, signals, writing, images, sounds, 
data, or intelligence of any nature transmitted in whole or in part by a wire, radio, 
electromagnetic, photoelectronic or photooptical system that affects interstate or 
foreign commerce.12 

 
6. Custodian.  A person who carries, maintains, processes, receives, or stores a digital 

asset of a user.13 
 

7. Electronic Communication Service.  A custodian that provides to a user the ability to 
send or receive an electronic communication.14 
 

8. User.  A person that has an account with a custodian.15 
 

9. Catalog of Electronic Communications.  Information that identifies each person with 
which a user has had an electronic communication, the time and date of the 
communication, and the electronic address of the person.16 
 

i. This definition is intended to cover log-type information about an electronic 
communication, such as the email address of the sender and the recipient, and 
the date and time the communication was sent. 

 
10. Content of an Electronic Communication.  Information concerning the substance or 

meaning of the communication that (i) has been sent or received by a user; (ii) is in 
electronic storage by a custodian providing an electronic communication service to 
the public or is carried or maintained by a custodian providing a remote computing 
service to the public; and (iii) is not readily accessible to the public.17 

 
11. Online Tool.  An electronic service provided by a custodian that allows the user, in an 

agreement distinct from the terms-of-service agreement between the custodian and 
user, to provide directions for disclosure or nondisclosure of digital assets to a third 
person.18 
 

i. An “online tool” is the mechanism by which a user designates an individual to 
manage the user’s digital assets after the occurrence of a future event, such as 
the user’s death or incapacity. 

 

                                              
11 Id. 
12 Id.  Has the same meaning as the definition provided in 18 U.S.C. § 2510(12). 
13 Id. 
14 Id. 
15 Id. 
16 Id. 
17 Id. 
18 Id. 
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12. Fiduciary.  An original, additional, or successor personal representative, conservator, 
guardian, agent, or trustee.19 
 

i. A fiduciary’s powers under the UFADAA are subject to the relevant limits 
established under Virginia’s existing probate, will, trust, power of attorney, or 
other fiduciary laws. 
 

ii. The legislation that enacted the UFADAA also amended Virginia’s Uniform 
Power of Attorney Act.  An agent’s authority over the content of the principal’s 
electronic communications is now among the list of “hot powers” that must be 
expressly granted in a power of attorney in order for the agent to have the 
authority to act.20 

 
B. Applicability of the UFADAA. 

 
1. The act applies to: 

 
i. A fiduciary acting under a will, trust, and power of attorney executed or created 

before, on, or after July 1, 2017; 
 

ii. A personal representative acting for a decedent who died before, on, or after 
July 1, 2017; and 
 

iii. A guardianship and/or conservatorship proceeding commenced before, on, or 
after July 1, 2017.21 

 
2. The act does not apply to a digital asset of an employer used by an employee in the 

ordinary course of the employer’s business.22 
 

C. Three-Tiered System of Priorities.  In the event of conflicting or no instructions, the 
UFADAA provides a three-tiered system of priorities: 
 
1. If the custodian provides an online tool, separate from the general terms of service, 

that allows the user to name another person to have access to the user’s digital assets 
or to direct the custodian to delete the user’s digital assets, the UFADAA makes the 
user’s online instructions legally enforceable.23 
 

2. If the custodian does not provide an online planning tool, or if the user declines to use 
the online tool provided by the custodian, the user may give legally enforceable 
directions fore the disposition of digital assets in a will, trust, power of attorney, or 
other written document.24 
 

                                              
19 Id. 
20 See id. § 64.2-1622(A)(8). 
21 Id. § 64.2-117(A). 
22 Id. § 64.2-117(C). 
23 See id. § 64.2-118(A). 
24 See id. § 64.2-118(B). 
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3. If the user has not provided instructions either through an online tool or in an estate 
plan, the terms of service for the user’s account will determine whether a fiduciary 
may access the user’s digital assets.  If the terms of service do not address fiduciary 
access, the default rules of the UFADAA will apply.25 

 
D. How Does a Fiduciary Request Access to Digital Assets? 

 
1. In order to gain access to digital assets, a fiduciary must send a written request to the 

custodian, along with a certified copy of the document granting fiduciary authority, 
such as a letter/certificate of qualification, court order, or certification of trust. 
 

2. A custodian must comply with a request for access within 60 days of receiving a valid 
request.  If the custodian fails to comply, the fiduciary may apply to the court for an 
order directing compliance.26 
 

3. Custodians who receive a request for access are immune from liability for acts or 
omissions done in good faith compliance with the UFADAA.27 

 
E. Request for Disclosure: What Must a Fiduciary Provide? 

 
A custodian shall disclose or provide access to the requested content upon its receipt of 
the required information as proscribed under the act.  While the requirements are 
generally the same, the act differentiates between requests when the fiduciary is acting as 
personal representative,28 agent,29 trustee,30 or guardian or conservator.31 
 
1. A written request for disclosure in physical or electronic form. 

 
2. For a deceased user: A certified copy of the death certificate of the user, and a 

certified copy of letter of appointment of the personal representative or a Small Estate 
Affidavit or court order. 
 

3. A copy of the user’s Last Will and Testament, trust (or certification of trust), or 
power of attorney that expressly grants the fiduciary the authority over the requested 
digital asset, or a court order granting a guardian/conservator with such express 
authority. 
 

4. A certification by the fiduciary that the will/trust/power of attorney is in effect. 
 

5. If requested by the custodian: 
 

                                              
25 See id. § 64.2-118(C). 
26 Id. § 64.2-130(A). 
27 Id. § 64.2-130(F). 
28 See id. §§ 64.2-121, -122. 
29 See id. §§ 64.2-123, -124. 
30 See id. §§ 64.2-125, -126, -127. 
31 See id. § 64.2-128. 
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i. A number, username, address, or other unique subscriber or account identifier 
assigned by the custodian to identify the user’s account, or 
 

ii. Evidence linking the account to the user. 
 
For a deceased user, it is also necessary, upon the custodian’s request, to assert that 
disclosure is reasonably necessary for the administration of the estate (either by affidavit 
of the personal representative or court order). 

 
F. Procedure for Disclosure by Custodian. 

 
Upon receipt of a request, a custodian has the sole discretion to provide a broad range of 
disclosure, including: (1) full disclosure of the user’s account; (2) partial disclosure of the 
user’s account, provided that such partial disclosure is sufficient to allow the fiduciary to 
perform the needed tasks; or (3) a copy of a digital asset that the user could have accessed 
on the date of the request.32 
 
If a request is made for some, but not all, of the user’s digital assets, and the custodian 
believes that segregating the requested assets would “impose an undue burden” on the 
custodian, the custodian need not disclose the asset.  In such a case, however, either the 
custodian or the fiduciary may seek an order from the court to disclose: 
 
1. A subset limited by date of the user’s digital assets; 

 
2. All of the user’s digital assets; 

 
3. None of the user’s digital assets; or 

 
4. All of the user’s digital assets to the court for review in camera.33 

 
A custodian is not required to disclose any digital assets deleted by the user, and the 
custodian may impose a “reasonable” administrative charge for the cost of disclosure.34 
 

G. Termination of User’s Account by a Fiduciary. 
 
A fiduciary may request a custodian to terminate the user’s account by following 
procedures similar to those for requesting disclosure by the custodian.35 
 

H. Fiduciary Duty and Authority. 
 
1. All of the legal duties otherwise imposed on a fiduciary who manages tangible 

property apply to a fiduciary under the Act, including (1) the duty of care, (2) the duty 
of loyalty, and (3) the duty of confidentiality.36 

                                              
32 Id. § 64.2-120(A). 
33 Id. § 64.2-120(D). 
34 Id. §§ 64.2-120(B), (C). 
35 See id. § 64.2-129(G). 
36 See id. § 64.2-129(A). 
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2. A fiduciary’s authority: 

i. Is subject to an applicable terms-of-service agreement; 
ii. Is subject to any other applicable law, including copyright law;  

iii. Is limited by the fiduciary’s scope of authority; and 
iv. May not be used to impersonate the user.37 

 
3. A fiduciary acting with authority to access the user’s digital assets is considered an 

“authorized” user for the purposes of federal and state laws that criminalize 
unauthorized access, including the Virginia Computer Crimes Act (§ 18.2-152.1 et 
seq.).38 

 
 

### 

                                              
37 See id. § 64.2-129(B). 
38 See id. §§ 64.2-129 (D), (E)(2). 


