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EXECUTIVE SUMMARY

Overview

While Cyber Security breaches are often in the
news, the impact of cyber security breaches
on field ministry is often kept secret. In our su -
vey of 30 key MENA ministries, we found that
mission organizations were not only experi-
encing financial loss (perhaps in the millions of
dollars), but more than 50% had staff or seek-
ers that experienced arrest or harassment,
prison, expulsion — and even death — due to
cyber security breaches. These adverse im-
pacts raise cyber risk from a technical issue to
be solved by the IT department, to an organi-
zation’s board and executive team that need to
put in place cyber risk mitigation strategies.

The survey also found that a third of respond-
ing organizations were being deeply impacted
by cyber security breaches, and did not
appear to know what to do to improve their
situation. Another third were impacted, but had
implemented a plan to improve their cyber se-
curity profile. The last third reported almost no
cyber security problems, but often lacked the
means to even detect a cyber breach.

MENA Cyber Risks

A review of the cyber risks present in the
MENA region shows that both state and non-
state actors have access to — and use — in-
creasingly sophisticated cyber attack tools. In
addition, network-wide tools that are common
in the West for monitoring terror organizations
and criminal activity (Deep Packet Inspection
and Lawful Interception Gateway) are being
deployed across the MENA region. These
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tools allow for the monitoring of all phone calls and a great deal of online activity. This
creates a very challenging environment for field ministr , when the message and mission
of an entity is opposed by a state actor.

The knowledge of the threats and actors in the region — and what actions they are most
likely to take — makes it possible to do rational Cyber Risk Assessment. A rubric is sug-
gested in the report that considers likely risks and matches that with appropriate mitiga-
tion steps. This process is designed to be flexible and allows organizations to have a
sensible level of response based on actual risks. This in turn reduces cost and complexity
of implementing a Cyber Risk Reduction program.

Cyber Risk Mitigation

A key point is that technical interventions alone will not solve cyber risk issues. Appro-
priate policies and strong cyber security training are crucial to a successful cyber risk
reduction program. In fact, addressing staff behavior is the single most important factor
in reducing cyber risk. Flexible and low-cost training tools have been identified, and the
report also includes sample policies in the areas of passwords, communication, and the
reduction of sensitive information to assist in this area.

CYBER RISK MITIGATION MODEL / STEPS

* Two Factor Authentication

**Virtual Private Network
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In the last section of the report, Cyber Risk Mitigation steps are proposed that are based
on the baseline cyber risk assessment conducted in section five These mitigation steps in-
volve policy, training and technical interventions that fulfil the Baseline Cyber Safety Profile

Cyber Response By Size of Organization

In our survey of MENA organizations, we found that roughly a third of respondents were
from small organizations, with less than 50 staff. About a third were from medium-sized or-
ganizations, with more than 50 but less than 500 people. And a third were from large orga-
nizations with 500 or more staff. Each of these different-sized organizations have specific
challenges, so the report proposes possible next steps with cost projections for each type.
We also recognize that “one size does not fit all” and that each organization must address
their unique situation and safety profile.

Small entities typically have tight budgets, highly distributed teams and little IT support. So
the report proposes new cloud-based tools and training that can be implemented in stages,
and that greatly improve the cyber security profile of an organization.

Medium-sized entities may have preexisting networks that need to be secured and a de-
tailed “cookbook” has been provided (in the appendix) that has a step-by-step procedure
on how to lock down a network. A cost estimate for implementing this has also been pro-
vided. An alternative proposal — similar to the one for small entities is also provided — along
with cost estimates.

Large entities have much more complex network architectures and often many legacy
systems. So it is not possible to recommend a single course of action that will implement
a cyber safety profile for a large organization. Howeve , the report provides a cloud-based
proposal similar to the one for small and medium sized organizations, along with cost
estimates for implementation. For those organizations with very little in the way of cyber
security, it is recommended that a Cyber Risk Assessment be conducted, and that the or-
ganization begin logging adverse impacts that are the result of cyber breaches. These two
tools can then be used to inform and prioritize next steps.

A Final Word

At every step in this study, effort has been made to simplify the process and reduce cost.
Missional organizations are often resource limited, so the question will often be asked
“Can | afford this?” As was noted earlier, some of the negative impact that organizations
reported included the loss of reputation, death of workers and seekers, and the shutdown
of programs due to cyber breaches. The cost of these adverse impacts far exceeds those
of implementing a baseline Cyber Safety Profile. Therefore, the question really becomes,
“How can | afford NOT to do this?”
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INTRODUCTION

Cyber Security in the Missional Context

It is clear that technology has strengthened the work of Christian ministries around the
world. However, missiologists and missions leaders seldom consider the full implications
of the rapid and pervasive adoption of so many electronic devices and online services,
often by workers with little understanding of the underlying technologies. This study will
focus on one aspect of the use of technology in the missional context — that of cyber
security. It is important to note that this is a “point in time” report and that the whole area
of cyber security is changing rapidly — both in terms of the types of risks and the potential
solutions to mitigate this challenge.

Cyber security is just one piece of the over-arching security context of missional work.
From the start of the Church, physical security was a recognized concern of the missional
effort. This can be seen in decisions to inform local military authorities of a plot to kill a
missionary (Paul), avoid a riot situation (in Ephesus), scatter away from places of intense
physical persecution, as well as many other situations.

Cyber security deals with unauthorized or unexpected access to data and electronic
devices. Such access can expose identities of seekers, field workers, budgets, methods,
and physical locations. This can lead to death of disciples, imprisonment, expulsion, loss
of visa status, counter movements, negative impact on organizational reputation, loss of
funding, and other negative outcomes. Another way to consider this is to look at cyber
security as a significant risk that every organization should evaluate and seek to mitigate
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When we began this study, we could find no existing data on the impact of cyber breach
on missional organizations. Additionally — while there are many sources for standards
and best practices in cyber security — the level of detail, high technical level and high cost
required to implement them appeared to have been overwhelming to many small- and
medium-sized organizations.

Therefore, we have sought to help organizations reduce their cyber risk in an approach-
able and affordable way. This report is not a comprehensive work on cyber security in all
its technical detail — such a report would be hundreds of pages long and incomprehen-
sible to all but specialists.

There are also vast differences in context and technologies employed by missional orga-
nizations. Some small organizations are totally distributed with members using personal
devices with no IT staff, much less cyber security staff. Some large organizations are
utilizing cloud-based central services, are well developed and have implemented cyber
security policies and full-time cyber security staff. We have chosen to focus most closely
on those areas that can help the least protected improve their cyber security risk profile

We have chosen to focus most closely on those areas
that can help the least protected improve their cyber

security risk profile.

The core cyber security profile we have chosen for this study are the first five Critic
Security Controls of the Center for Internet Security (CIS)), as the starting place for any
cyber risk mitigation effort.

This study is also focused primarily on the cyber risk in the MENA region — how organi-
zations can evaluate that risk and what they can do to mitigate it. However, our findings
should be applicable to mission organizations in many contexts outside the MENA region.

One question that all organizations must ask — even if they don’t want to ask it openly —
is “what is the compelling reason for us to invest a lot of resources in this problem?” For
very large corporations, it is often cheaper to deal with the adverse impacts from a cyber
security breach than to implement a comprehensive and robust cyber security plan.' In the
corporate world there is public accountability for a financial loss that comes from cyber
security breaches, so there is some ultimate accountability. However, in the mission world
— not only is there no reporting — but there are seldom any internal valuations attached to

i https://www.sans.org/security-resources/posters/special/20-critical-security-controls-55
i http://www.cbsnews.com/news/the-reason-companies-dont-fix-cybersecurity
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adverse impacts due to cyber security breaches. This can make the problem invisible to
senior leaders, boards and donors who all have an interest in — and a duty to — mitigate
organizational risk.

Since there is no existing data on the cost of cyber security breaches in missional organi-
zations, we have researched the cost for businesses as a surrogate. We also conducted
a direct survey of 30 MENA missional organizations to gather information about the
impact of cyber security breaches, attitudes and aspirations about cyber security, as well
as a snapshot of current practices. The results of this survey indicate that cyber breaches
are having a deep and costly impact on many organizations.

As all cyber risk originates from some threat source, it is important for organizations to
identify the threats they face and seek to develop a risk mitigation strategy. To aid this
process, this report provides information on known cyber risks in the MENA region as
well as a flexible risk assessment tool. While it is not possible to provide comprehensive
cyber risk mitigation guidance in this report — as each organization has many different
issues and contexts — a section has been included on basic cyber risk mitigation. The
suggestions in that section are relatively low in resource requirements, and have the
potential to greatly improve the cyber security profile of an organization that is struggling
with “where to start.” In the appendix, additional resources are provided including a list of
useful products and vendors.

It is clear from the survey we conducted with MENA ministries, that cyber security is a
very significant issue for at least two-thirds of the organizations that responded. Not only
are organizations suffering financial losses, but also the death and imprisonment of wor -
ers due to cyber security breaches. This is coupled with a sense in several organizations
of not knowing what to do to improve their cyber security situation.

This report seeks to illuminate the need, as well as provide practical information and help
for missional organizations wrestling with cyber security.

A wise man is full of strength, and a man of knowledge enhances

his might, for by wise guidance you can wage your war, and in

abundance of counselors there is victory. Proverbs 24: 5-6 ESV
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CYBER THREATS

In order to effectively protect an organization, relevant and realistic Cyber Threats and
Threat Actors must be identified. Once threats and threat actors have been identified,
Risk Assessment can be conducted and Cyber Safety Profiles developed. Then appropri-
ate mitigations can be put in place to fulfil the profil

In the survey of MENA ministries conducted for this study, a number of adverse impacts
were reported due to cyber security breaches. These included:

Death of national workers or disciples
Imprisonment of national and expat workers
Arrest of national and expat workers
Expulsion of expat workers

Shut down of programs

Loss of organizational reputation

Loss of time and resources

No gk o=

The loss of life and imprisonment of personnel is a far greater adverse impact than is
typically experienced by a for-profit compan . This type of loss actually meets the defin -
tion of genuine Cyber War.'

What was not collected in the survey was the financial impact of cyber security breaches
for missional organizations. In this study we will use data from breaches in for-profit co -
panies as a surrogate for the financial impact in missional organizations

PROBABILITY OF CYBER SECURITY BREACH

In a global study of more than 380 companies, it was determined that there was a .256
probability of a Cyber Security Breach that involved at least 10,000 data records.? In the
MENA region this was calculated at 0.31.3 Another way to state this is that between 1 in
4 and 1 in 3 organizations would experience a cyber security breach that involved 10,000
data records or more (over any 2-year period).

In the survey conducted for this report, 23 out of 30 (or 76%) of respondents reported
some type of cyber security breach. However, the time frame for those breaches was not
collected in the survey.

1 ‘Cyberwar’ Is Over Hyped: It Ain’t War Til Someone Dies
2 2016 Cost of Data Breach Study: Global Analysis, Ponemon Institute Research Report, p 21
3 2016 Cost of Data Breach Study: Global Analysis, Ponemon Institute Research Report, p 22
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FINANCIAL LOSS DUE TO CYBER SECURITY BREACH

Financial loss for cyber breach was calculated on a cost per record basis. This cost incor-
porates the total cost to the entity. This differs by industry and region. The low-end cost
was $61 per record and the high-end cost was $221 per record (over a 3-year span). For
a loss of 10,000 records, this would range from $610,000 to $2.2 million per organization.
If we model this using the eight mission organizations in the survey that had an Adverse
Impact Score of 30 or above, that would yield a range of $4.8 million to $17.6 million in
financial loss. Based on Adverse Impacts like Loss of Organizational Reputation, Shut
Down of Programs, Expulsion of Expats and Death of National Workers, it appears likely
that real financial losses experienced by missional entities could easily fall within this
range.

TIME NEEDED TO IDENTIFY & CONTAIN A CYBER SECURITY BREACH
Mean Time To Identify (MTTI) represents the average time it takes a company to identify
that they have had a cyber security breach. Currently, among for-profit companies the
MTTI is 210 days or roughly 7 months.* The Mean Time To Contain (MTTC) is 70 days.?
It is not known what the MTTI and
MTTC are for missional organiza-
tions. However, based on the low
level of spending on cyber security
by a third of the survey respon-
dents, it is likely that the MTTC and
MTTI are greater for those entities.

ORGANIZATIONAL STAFF
Organizational staff can present two
main types of threats to an organi-
zation. The first is due to negligence
and error that results in a cyber
security breach. The second is
malicious actions that seek to steal
from the organization or do harm
to the entity. This second threat is
also called an “insider threat.” This
second type of threat is consid-
Globally, at least 25% of Cyber Breaches ered targeted criminal behavior. In
are due to human error. this study we have cited data that

4 2016 Cost of Data Breach Study: Global Analysis, Ponemon Institute Research Report, p 23
5 2016 Cost of Data Breach Study: Global Analysis, Ponemon Institute Research Report, p 24
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indicates that at least 25% of cyber breaches can be directly attributed to staff actions.
There are multiple online sources that claim this to be as high as 90%9, however the bulk
of these claims were not substantiated with data. In any case, organizational staff training
and compliance is a key factor in a successful risk mitigation program.

OPPORTUNISTIC CRIMINALS

Opportunistic Criminals use a variety of un-targeted physical and cyber attacks to steal
information, equipment, funds, personal identities, hold information ransom and a range
of other criminal actions.

LAWFUL INTERCEPTION GATEWAYS (LIG)

Lawful Interception Gateways are technologies built into the telecom infrastructure that
allow telecoms to monitor, intercept, record and analyze all phone call and SMS traffic.
This technology has become standard globally and is intended to be used to counter ter-
rorism and criminal activity. However, the extensive invasive capabilities of these systems
are only limited by the legislation of any specific countr .

All MENA countries have some version of the Lawful Interception Gateway capacity.

When built out extensively, it is possible to monitor all call and SMS traffic simultaneously
and in real time. Because this monitoring can be automated it greatly reduces the “hide
in the long grass” privacy defense. Lawful Interception Gateways can be configured to
access GPS and telecom user location data — so that not only can the system monitor

a call or SMS — but it can pinpoint the location of the person receiving the call and the
person making the call (if they are both in the network). Additionally, user location data
can be accessed for people within a specific distance of either caller if they have phones.

6  http://www.prnewswire.com/news-releases/employee-errors-cause-most-data-breach-incidents-in-cyber-
attacks-300342879.html
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Systems can also be configured to report who a caller received a call from, and who that
caller telephoned after receiving a specific call, and who each of those people called after
contacted by the first calle .

SS7 GLOBAL TRACKING

SS7 is a global locator system for phones that are roaming in networks other than their
own. It allows a telecom to determine what network the phone belongs to, and whether it
has a way to bill that user for the use of the local phone network. SS7 is available to all cell
phone networks. The system can also be misused to track individuals on a global scale.”

For example, if someone from France was visiting the UAE and was “roaming,” the tele-
com in the UAE would recognize that this phone was from outside its network and would
query SS7 as to where the phone was from, and if its home telecom had a roaming agree-
ment with it. If the agreement existed, the person from France would be able to make calls
without having to buy a local SIM chip. However, once the local telecom in the UAE made
a record of the phone’s unique equipment ID number, it would be possible to query the SS7
system in the future and request location information on that phone, even if it was back in
its home network in France, or any place they were located around the globe. Therefore,
if someone on the UAE telecom network traveled to another country and even changed
their SIM card, the phone would still be trackable on the SS7 network based on the unique
hardware ID number.

DEEP PACKET INSPECTION (DPI)

[ BLUECOAT [ AMESYS [l RAYTHEON CYBERROAM [ zTE [l UNKNOWN

Countries using DPI Technology in the MENA region — DPI vendors identified for each country.

7 Webinar by Silent Circle - https://www.youtube.com/watch?v=JaxHk-QUsnE&feature=youtu.be
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Deep Packet Inspection (DPI) is a technology that allows an Internet Service Provider
(ISP) to examine in great detail all of the Internet traffic from an Internet use . All un-
encrypted traffic can be monitored, including usernames and passwords. DPI can also
be used to identify and block specific content and services. Many governments in the
MENA region are documented as having DPI technology in place. Vendors are Bluecoat,?
Amesys,® Raytheon,” Cyberroam," Narus,' and ZTE." DPI systems can be pro-
grammed to identify specific users and services automaticall , defeating in part the “hide
in the long grass” privacy defense.

THE HACKING TEAM

The Hacking Team™ is a company that specializes in producing tools that can invade a
mobile device and use it to remotely monitor the user. The software is typically undetect-
able by the device owner and gives access to all data and communication on the device,
and avoids encryption tools that allow privacy in communication. The Hacking Team typi-
cally sells their tools to governments. There are confirmed incidents of The Hacking Team
tool being used to monitor human rights advocates by governments they oppose.

Map of countries in the MENA region (highlighted in red) that are known to
have purchased The Hacking Team tools.”™

8 https://citizenlab.org/2013/01/planet-blue-coat-mapping-global-censorship-and-surveillance-tools/
9 https://malwaretips.com/threads/access-denied-crazy-internet-censorship-in-morocco.19319/

10 http://www.deepacketinspection.com/dpi/AS51140

11 https://lwn.net/Articles/506337/

12 http://www.pcworld.com/article/218142/article.html

13 Reuters News , 25 May 2012, U.S. probes China’s ZTE over tech sales to Iran

14 https://en.wikipedia.org/wiki/Hacking_Team

15 http://mashable.com/2014/02/18/controversial-government-spyware-hacking-team/#Uj7MvVCwPEqD
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MENA Cyber Threats

SUNNI, SHIA, JEWISH CYBER WAR

In the MENA region there is an active cyber war between Iran, Egypt / Saudi Arabia and
Israel.’® Initially, this consisted of website defacements and DDOS attacks of various
sites. However, it has now escalated to attacks on core infrastructure and industries. This
cyber war likely involves state and non-state actors with more than 30 non-state hacker
groups involved. While the focus of all of these resources is the other belligerents, it is
important to note that any perception that a missional group or its staff was in some way
aligned with the goals of any of the attacker’s interests, that missional group could be
subjected to a targeted attack by the other two belligerents.

ALGERIA

While there is no public record of Algeria acquiring DPI (Deep Packet Inspection) technol-
ogy, the country does have centralized systems to monitor Internet traffic and the legal
power to block websites “contrary to public order and decency.”” We did not receive
specific reports of cyber attacks on ministries by Algeria, however press and government
sources have reported attacks on websites and social media increased 300% — with over
500 cases — in 2015."® Algeria has a small but vibrant software development segment
and thus a skilled pool of people that could engage in cyber activities. There have been
numerous attacks on French websites by Algerian hackers.' The capacity of these hack-
ers was shown in 2013 with the development of the “SpyEye” financial fraud malware
package by Hazma Bendelladj. “SpyEye” was considered the most widely used financial
fraud malware package in the world.%

Currently the most likely threats are:

1. Petty theft.

2. Government monitoring of web and phone activity.

3. Website defacement and destruction if targeted by Algerian hackers.

16 http://www.bluekaizen.org/CSCAMP2012/CONFHpdfs/EbrahimHegazy/Cyber-Warfare-in-the-middle-east.pdf
17 https://freedomhouse.org/report/freedom-world/2016/algeria - see section D.

18 https://www.osac.gov/pages/ContentReportDetails.aspx?cid=19075

19 http://www.huffingtonpost.com/2015/01/13/charlie-hebdo_n_6464318.htm

20 http://arstechnica.com/tech-policy/2013/05/alleged-mastermind-behind-spyeye-botnet-tools-extradited-to-us/
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EGYPT

The national network in Egypt has had a low level of security in general, which led to wide-
spread infestation with botnets and other criminal software. In 2010, there were hundreds
of thousands of machines that were infected.?’ By 2015, the government of Egypt had
Finfishe 22 software in place,?® which is a commercial “botnet” that is used for surveillance.
In the same year, the Cyber Security Council of Egypt was formed as a national-level ef-
fort to improve cyber security. However, many groups see the CSC as a means of national
surveillance and suppression.?* It is also publicly documented that Egypt has Lawful
Interception Gateway (LIG) and DPI technology,? as well as tools from the Hacking Team.
In December 2016, Egypt began to block the use of “Signal,” an encrypted communica-
tions app at the network level.?® As part of the new Cyber Security Infrastructure, Egypt
has signed agreements to share cyber intelligence with South Korea, Oman, Malaysia,
Uganda, Tunisia, India, Tanzania and the U.S.?” With nine different terrorist organizations
operating within the borders of Egypt? (ISIS being one of them) — and thirteen hacking
groups? — Egypt presents a complex environment with many physical and cyber security
challenges.

There have been no specific reports of cyber attacks targeted at missional organizations,
however the well equipped and antagonistic government,*® as well as hostile militant
groups are viable threat actors. Currently the most likely threats are:
1. Monitoring of unencrypted email, SMS, VOIP, and phone calls.

Monitoring of unencrypted web and social media usage.

3. Untargeted malware and phishing attacks.
4. Exposure of personal information by radical Muslim hackers who operate in Egypt.
5. Petty theft.

21 https://en.wikipedia.org/wiki/Virut

22 https://en.wikipedia.org/wiki/FinFisher

23 https://citizenlab.org/2015/10/mapping-finfishers-continuin  proliferation/

24 http://www.al-monitor.com/pulse/en/originals/2015/01/egypt-cyber-security-council-privacy.html

25 http://lwww.huffingtonpost.com/timothy-karr/congress-urges-state-depa_b_82 949.html

26 http://english.alarabiya.net/en/media/digital/2016/12/21/Egypt-blocks-encrypted-messaging-app.html

27 https://www.itu.int/en/ITU-D/Cybersecurity/Documents/Country_Profiles/Egyp .pdf

28 http://thehill.com/blogs/congress-blog/foreign-policy/239566-terror-attacks-skyrocket-in-egypt-and-across-the-
globe

29 http://lwww.bluekaizen.org/CSCAMP2012/CONFHpdfs/EbrahimHegazy/Cyber-Warfare-in-the-middle-east.pdf

30 http://www.nytimes.com/2016/12/22/opinion/egypts-cruelty-to-christians.html?_r=0
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For those that are engaged in high profile activities, work amo g suspect populations, or

have drawn the attention of the government or radical groups, the following are likely threats:

1. Targeted malware and phishing attacks — which could lead to kidnapping.

2. Targeted malware and phishing attacks — which could result in exposure of a network
of contacts.

3. Targeted cyber attack on personal devices.

4. Targeted network attacks.

5. Active monitoring of all communications — phone, SMS, VOIP, Chat, email, etc.

IRAN

In April 2010, there was public evidence that Nokia sold LIG equipment to Iran that could
be used to monitor all calls and texts — especially mobile communications.®' In Febru-
ary 2014, Iran was considered to be a first-tier cyber warfare threat to the USA 32 In April
2014, Viber — the most popular chat app in Iran at the time — was shown to have stored
communications in unencrypted form,** and thus gives credence to claims by Iran of
monitoring communications on Viber.?* In September 2014, the Iranian high court issued
orders to block Viber. This occurred after there was evidence that Viber had an opportu-
nity to fix the security issues 3°

In September 2014, there were reports from a media ministry serving Iran that phone
numbers had been blocked and high-jacked. Security personnel in Iran have also imper-
sonated ministry counselors to gather intelligence on seekers that called a high-jacked
phone number.®® In August 2015, Iran was caught high-jacking two factor authentications
of a Gmail account® (two factor authentication is considered a best practice in cyber se-
curity). In Winter 2015, it was reported that Psiphon VPN service was widely disrupted in
Iran.®® At the time of the attack, Psiphon was one of the most widely used VPNs in Iran.
In Spring 2016, it was reported that a device in the West was compromised and data ex-

31 http://arstechnica.com/tech-policy/2010/03/how-nokia-helped-iran-persecute-and-arrest-dissidents/

32 http://foreignpolicy.com/2014/02/18/forget-china-irans-hackers-are-americas-newest-cyber-threat/

33 http://thehackernews.com/2014/04/vibers-poor-data-security-practices.html

34 https://www.iranhumanrights.org/2014/09/viber-company-refutes-tapping-claims-by-iranian-officials

35 http://www.al-monitor.com/pulse/originals/2014/09/iran-internet-communication-viber-whatsapp-judiciary.html
36 Personal conversation with ministry leaders

37 https://citizenlab.org/2015/08/iran_two_factor_phishing/

38 Bulletin from Psiphon Feb 2016
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filtrated that resulted in the arrest of more than a dozen people inside Iran 3 This appears
to have been a targeted cyber attack. In March 2016, the company ZTE was banned from
trade in the U.S. over selling DPI and other technologies to Iran. The investigation provid-
ed public proof of long suspected capabilities to use DPI to monitor Internet use in Iran.*°
Iran is also a major sponsor of Hamas and would be able to share information gained

via cyber breach with them.*' Additionally, Iran has a very strong hacker capability*? with
many groups aligned with state purposes.*® This has resulted in attacks on high profile
Western targets and the ability of Iran to project cyber power on a global scale.

Iran is a very well equipped and aggressive state threat actor. It has also treated missional
work and church planting as a national security threat. Any organization seeking to work
in Iran — or partner with those who work there — needs to be diligent in their cyber security
preparations. Currently the most likely threats are:

Targeted theft.

Targeted cyber attacks on personal devices.

Targeted network attacks.

Active monitoring of all communications — phone, SMS, VOIP, Chat, email, etc.
Exploits against two factor authentication.

Blocking VPN at the network level.

Arrest, imprisonment and possible torture of nationals in country that are exposed

in a cyber breach.

NS o s~ DN

IRAQ

Iraq is an active war zone with fighting between ISIS and  estern powers. The Cyber
Caliphate has emerged as a hacking group aligned with ISIS. The Cyber Caliphate is very
social media savvy and has a large number of members monitoring and engaging with so-
cial media.** They have also conducted “false flag” attacks where they produce anti-ISIS
media to attract their most ardent opponents.*® This content is delivered with exploits that

39 Personal conversation with ministry leaders

40 http://www.theregister.co.uk/2016/03/08/us_trade_ban_on_zte

41 http://www.al-monitor.com/pulse/originals/2016/06/gaza-hamas-resume-relations-iran.html

42 https://en.wikipedia.org/wiki/lranian_Cyber_Army

43 http://uk.businessinsider.com/what-its-like-to-be-a-hacker-in-iran-2016-2?7r=US&IR=T

44 http://www.al-monitor.com/pulse/originals/2015/04/irag-social-media-convey-battle-against-islamic-state.html
45 http://www.bbc.co.uk/news/technology-28418951
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allow ISIS hackers to trace the physical location of the person who accessed the media,
and then trace who the media was shared with. This information can then be used for tar-
geted kidnapping,’hit lists” (for ISIS sympathizers to kill if the person lives outside Iraq), or
cyber exploits to gather intelligence. As a pure hacking force, ISIS has received a good
deal of publicity, but a recent analysis has determined that ISIS hackers are currently
deploying standard open-source hacking tools and well-dated exploits.*® This implies that
missional workers can build a Cyber Safety Profile that will protect them against the vast
majority of ISIS hacking efforts.

The central government of Iraq has advanced cyber attack and monitoring tools.*” There
is public information that Irag has LIG and DPI technologies, as well as advanced Inter-
net surveillance and monitoring tools. They also utilize over-the-air surveillance systems
that allow for the interception, monitoring and physical tracking of cell phone calls in real
time.*® The Iraqi central government also receives cyber training and support from the
U.S. and NATO.* The most likely threats are:

1. Monitoring of unencrypted email, SMS, VOIP, and phone calls.

2. Monitoring of unencrypted web and social media usage.

3. Untargeted malware and phishing attacks.

4. Exposure of personal information by radical Muslim hackers who operate in and out-

side of Iraq.
5. Social engineering on social media with attempts to identify those opposed to ISIS.
6. Petty theft.

For those that are engaged in high profile activities, work amo g suspect populations, or
have drawn the attention of the government or radical groups, the following are likely threats:
1. Targeted malware and phishing attacks — which could lead to kidnapping.

2. Targeted malware and phishing attacks — which could result in exposure of a network
of contacts.

Targeted social media malware attacks — which could lead to kidnapping or execution.
Targeted cyber attacks on personal devices.

Targeted network attacks.

Active monitoring of all communications — phone, SMS, VOIP, Chat, email, etc.

ook w

46 Hacking for ISIS: The Emergent Cyber Threat Landscape. Flashpoint. 2016
47 https://sii.transparencytoolkit.org/search?utf8=v &utf8=v'&qg=Iraq

48 https://sii.transparencytoolkit.org/search?utf8=v &utf8=v &q=Iraq

49 http://lwww.nato.int/cps/en/natohg/news_139179.htm
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JORDAN

There are reports of Internet scams and identity theft as an ongoing concern in Jordan.%°
Petty theft and untargeted break-ins against expatriates are also reported.5' Jordan

has been attacked by elements of ISIS and there appears to be a significant ISIS pre -
ence in some areas of the country.5> There is public evidence that Jordan has DPI, LIG,
FinFisher surveillance software, and remote access tools from The Hacking Team. They
also have over-the-air surveillance systems that allow for the interception, monitoring and
physical tracking of cell phone calls in real time.5

There were no reports of cyber attacks against a missional organization by Jordan. The
government has a reputation of being tolerant of Christianity. Most incidents of persecu-
tion originate at the personal and family level.5* Currently the most likely threats are:

1. Monitoring of unencrypted email, SMS, VOIP, and phone calls.

2. Monitoring of unencrypted web and social media usage.

3. Untargeted malware and phishing attacks.

For those that are engaged in high profile activities like work among refugees, or have

drawn the attention of the government or radical groups, the following are likely threats:

1. Targeted malware and phishing attacks.

2. Targeted malware and phishing attacks — which could result in exposure of a network
of contacts.

3. Targeted cyber attacks on personal devices.

4. Targeted network attacks.

5. Active monitoring of all communications — phone, SMS, VOIP, Chat, email, etc.

50 https://www.osac.gov/pages/ContentReportDetails.aspx?cid=19208

51 Ibid

52 http://www.middleeasteye.net/news/enemy-within-jordans-battle-stop-home-grown-terrorism-481722991
53 https://sii.transparencytoolkit.org/search?utf8=v &utf8=v &q=jordan

54 https://www.vomcanada.com/jordan.htm

Revised February 14, 2017



Media Impact International

LEBANON

Lebanon does not have a central policy nor a legislative framework for cyber security.® It
is reported that Lebanon is subject to significant cyber crime % Although on the surface
Lebanon does not appear to have much cyber security capacity, there is evidence that
the country and non-state actors like Hezbollah have significant surveillance and cyber
warfare capability. In 2015, a large and long-term cyber espionage campaign was identi-
fied as originating out of Lebanon, under the control of Hezbollah " This cyber espionage
campaign was considered to be advanced and representative of a high level of internal
capability.5® There is public evidence that Lebanon has DPI, LIG, FinFisher surveillance
software, and remote access tools from The Hacking Team. They also have over-the-air
surveillance systems that allow for the interception, monitoring and physical tracking of
cell phone calls in real time.%® Petty theft, targeted theft, and kidnapping are all present
risks.®® Militant groups like ISIS, Hezbollah and at least seven other extremist groups
operate within Lebanon.®' They have specifically targeted Christian 52 in Lebanon and
many have been tortured and killed.5?

The lack of political stability, the high influx of Syrian refugees, the unrestrained presence
of militant groups with proven cyber espionage capability, and the use of very sophisti-
cated surveillance and cyber attack tools by the state, presents a very complex and chal-
lenging environment for missional organizations. Special precautions should be taken to
encrypt and compartmentalize sensitive data. The most likely threats are:

Petty theft.

2. Monitoring of unencrypted email, SMS, VOIP, and phone calls.

3. Monitoring of unencrypted web and social media usage.

4. Untargeted malware and phishing attacks — criminal.

—_—
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For those that are engaged in high profile activities — especially with refugees — or have
drawn the attention of the government or radical groups, the following are likely threats:
Targeted theft.

Targeted cyber attack on personal devices.

Targeted network attacks.

Active monitoring of all communications — phone, SMS, VOIP, Chat, email, etc.
Exposure of personal information by radical Muslim hackers to hostile militant groups.
Possible kidnapping, torture and death of nationals in country that are exposed in a
cyber breach.

I

LIBYA

The government of Libya is publicly known to have LIG and DPI Technology. During the
unrest in 2011, the government shut down the Internet for the entire country. After that
total shut down, there have been multiple partial shutdowns,® demonstrating total control
of the Internet by the central government. Additionally in 2011, ten Libyan hacking groups
were identified that were aligned with the central government, and at least one hacking
group that was engaged in cyber jihad against the West.®> This cyber jihad group was
found to be creating viruses that were used against major corporations. A wide-ranging
analysis of the national network of Libya also showed a poor state of cyber security
standards, meaning that the compromise of national systems was likely.®® This makes for
a ripe environment of botnets and other cyber attack tools. In 2016, there were reports
that in the active Libyan war zone, non-state actors were engaged in cyber espionage
against high-profile Libyans using the remote access trojan (R T) “AlienSpy.” Using a
combination of targeted phishing and social engineering, a Telegram account of a target
was taken over and used to pass malware to contacts of the target. Researchers said this
software — while not sophisticated — could allow the tracking and monitoring of individuals
for possible kidnapping and assassination.®”

64 Project Cyber Dawn v1.0, The Cyber Security Forum Initiative. P. 8

65 Ibid. p 21

66 Ibid. p 25

67 http://news.softpedia.com/news/libyan-scorpions-cyber-espionage-group-targets-high-profile-lybians-508664
shtml
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No reports have been received of direct cyber attacks on missional organizations operat-
ing in Libya. However, the most likely threats are:
1. Monitoring of unencrypted email, SMS, VOIP, and phone calls.

2. Monitoring of unencrypted web and social media usage.

3. Untargeted malware and phishing attacks.

4. Exposure of personal information by radical Muslim hackers who operate in Libya.
5. Petty theft.

For those who are engaged in high profile activities — such as work among suspect pop -

lations or ministries that have drawn the attention of the government or radical groups,

the following are likely threats:

1. Targeted malware and phishing attacks — which could lead to kidnapping.

2. Targeted malware and phishing attacks — which could result in exposure of a network
of contacts.

MOROCCO

The government of Morocco is publicly known to have LIG and DPI technologies, and

to have purchased tools from The Hacking Team.®® Conversations with local workers
indicated that the government has monitored the use of VPNs by nationals, especially in
rural areas.®® In 2010, the government of Morocco expelled scores of Christian workers.”™
Some Christian workers reported that phone calls are being monitored, SMS messages
are being hijacked, email and web usage is being monitored, and this information is used
in identifying other expat workers and national Christians.” In 2012, 2013 and 2014,

the government of Morocco used tools from The Hacking Team to gain control of mobile
phones, computers, webcams, email accounts, and social network accounts of journalists
and “civil society advocates.”? Hacking groups have also been very active in Morocco. In
2013 and 2014, there were reports of cyber attacks on the Israeli government, academic
and infrastructure sites by Moroccan hackers.” There were also ISIS-aligned radical

68 Their Eyes On Me — Stories of surveillance in Morocco, Privacy International, 2015. P 10

69 Private conversation with local worker.
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71 Debrief with Christian worker who was expelled. Unpublished paper 2010.

72 https://citizenlab.org/2014/02/mapping-hacking-teams-untraceable-spyware/

73 https://www.moroccoworldnews.com/2015/02/152136/moroccan-hackers-behind-cyber-attacks-on-israeli-
targets/
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Muslim hackers that attacked media outlets in 2014.7 After more than 100 workers were
expelled in 2010, those who attempt to work in Morocco should be using sound cyber
security practices. Currently the most likely threats are:

1. Monitoring of unencrypted email, SMS, VOIP, and phone calls.

2. Monitoring of unencrypted web and social media usage.

3. Untargeted malware and phishing attacks.

4. Exposure of personal information by radical Muslim hackers that operate in Morocco.
5. Petty theft.

For those that are engaged in high profile activities, work amo g suspect populations, or
have drawn the attention of the government or radical groups, the following are likely threats:
1. Targeted malware and phishing attacks.

2. Monitoring of encrypted email and VOIP.

3. Monitoring of encrypted web and social media usage.

4. Remote entry to computers and mobile devices, allowing access to encrypted files,
webcam and microphones on those devices.

Physical search of premises.

6. Targeted effort to circumvent VPN protections.

o

SAUDI ARABIA

Saudi Arabia conducts raids on private Christian meetings on a regular basis.” These raids
are reported to be initiated by anonymous tips, but could be the result of surveillance.”
Expats caught up in raids are expelled, while local people can be arrested, imprisoned,
tortured and killed. The government of Saudi Arabia spends more than $37 billion a year
on cyber security.”” The country has one of the most active social media environments

in the world.”® Because of its prevalence, the government is thought to employ a “Social

74 http://themoroccantimes.com/2014/09/10779/cyber-attacks-isils-new-deadly-weapon
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Media Army””® to monitor, interact with and subvert online discussions. The government
also seeks to block or monitor all VOIP traffic & All web use is monitored and many sites
are blocked.®' There is also public evidence of government capability to circumvent the
encryption of SSL connections, as well as most “secure” chat apps.®? There is public infor-
mation that Saudi Arabia has LIG and DPI technologies, as well has tools from The Hack-
ing Team for taking over mobile devices.®* The most common cyber crime in Saudi Arabia
is cyber blackmail — where compromising details are acquired through a cyber attack and
used as leverage to receive a payment.®

With a virtually unlimited budget for cyber security and top-end surveillance technology,®
as well as a close partnership with the U.S. in intelligence, Saudi Arabia presents a very
challenging environment for Christian workers. Special precautions should be taken to
encrypt and compartmentalize sensitive data. Currently the most likely threats are:
Targeted theft.

Targeted cyber attack on personal devices.

Targeted network attacks.

Active monitoring of all communications — phone, SMS, VOIP, Chat, email, etc.
Exploits against two factor authentication.

Cyber blackmail.

Arrest, imprisonment and possible torture of those in country who are exposed in a
cyber breach.

NSO o s~ DN =

SYRIA

At the time of this study, Syria is an active war zone that involves not just regional, but
global powers. The same is true for the cyber war that is being waged there. The Syrian
Electronic Army (SEA) is a hacker group that is aligned with the central government. It
has hijacked social media accounts of the opposition, gathered critical intelligence, and
changed the outcome of military campaigns. To do this it has used RAT’s (Remote Access
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Trojan) software as well as spear phishing (targeted phishing), and social engineering
techniques.®® There are reports that the SEA receives help and training not just from the
central government, but also from Russia and Iran (both of which are major cyber war-
fare powers).®” The central government, while possessing the capacity to heavily filter

or cut off the Internet, chooses to lightly filter — but heavily surveil — Internet and social
media usage, and gathering user names and passwords of Facebook accounts so that

it can access those for intelligence purposes.® There are also reports that Russia has
sent technical resources that allow it to tap into the core sub-oceanic fiber optic cable that
feeds more than 60% of the Internet access for Syria.?®

It has also been reported that surveillance technology was used to discover the IP ad-
dresses of activists opposed to the central government, and that these people were ar-
rested and tortured.®® The opposition also has a significant cyber warfare capabilit , and
some elements of that opposition received training and funding from the U.S. and other
Western powers opposed to the central government of Syria. Other elements of the op-
position — ISIS and al-Qaeda — are not aligned with any Western governments and have
their own cyber attack capabilities.

There is public information that Syria has LIG and DPI technologies, and advanced In-
ternet surveillance and monitoring tools.®' There is also evidence that they utilize satellite
phone interception and tracking technology as well. The combination of both active physi-
cal and cyber warfare — along with the involvement of major militant groups and global
cyber warfare powers — makes for an extremely hazardous and complex environment.
Currently the most likely threats are:

1.