Corporate Mobile Recycling

DEVICE TRADE-IN GUIDE

Taking the complexity out of device trade-in.

Contact: Olly Tagg
Tel +44 (0)207 404 6440

email quote@cmrecycling.co.uk
www.cmrecycling.co.uk
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Trade-in History

In 2016 Tech Data invested in mobile device specialist trade-in company
Corporate Mobile Recycling (CMR). CMR are market leaders with over 17 years
experience.

Since 2003 CMR have been specialising in the purchase, resell and recycling of mobile phones and electronic devices.
We purchase and recycle mobile devices for corporates, consumers, retail partners, charities and Police Forces. Our
industry leading and comprehensive service includes:

«  Full GDPR compliance

« Industry leading Data Erasure procedures

- Full environmental accreditation; ISO 14001 and ISO 9001
+  Secure courier collection

. Competitive pricing

«  Apple Approved recycling partner

60,000 200,000

devices purchased pcm devices processed for UK Police Forces

6 Million 17 year

consumer devices purchased partnership with Oxfam

1 Million €150 Million

consumer business devices purchased paid out to consumers




Process Summary

PR REQUEST A QUOTATION

r— Email an excel or list of your devices to:
quote@cmrecycling.co.uk

You will receive a quote within 24 hours.

LOGISTICS
+ Free courier collection will be arranged

« Shipping instructions provided
| ||| I‘l « Confirmation email with count of devices upon receipt

PROCESSING

. Devices tested

‘ ‘ ‘ « Devices data erased beyond recovery using Piceasoft

PAYMENT AND REPORTING

Quote complete email sent.
Includes reporting and invoicing details for payment.

It's really easy and
fast to receive a quote,
simply email to
get started.
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GDPR and Data Erasure

CMR’s advanced Data Erasure Service is integral to the processing of devices. Using Piceasoft and BlackBelt
Smartphone Defence, mobile devices are erased and certified by reports. This mitigates risk for you in order to recycle
devices with complete confidence and documented assurance.

S PP DEVICES ARRIVE
P ° Device can potentially contain personal, confidential and
bt : sensitive data that may not be removed by a factory reset.
° °

DATA ERASURE PROCEDURE
’ Industry leading software permanently removes data from
‘ 0 devices beyond recovery. Supports; Apple iOS, BlackBerry,

Google Android, Symbian, Windows Mobile.




GDPR and Data Erasure

INTRODUCTION

Increasingly, employees use, store and access personal data across a number of devices including personal and work
mobile phones. With the introduction of General Data Protection Regulation (GDPR)

In May 2018 businesses need to consider any personal data that an employee may have saved on work mobile phones
and other devices as well as potential customer data.

Employee personal data stored on these devices can range from photos, text messages, personal emails, all of which
would be considered as identifiable data under GDPR. This essentially means that any company mobile phones could fall
under the requirements of GDPR.

As market leaders in mobile phone trade CMR have developed a robust and fully certified data erasure process

to ensure that all customers trading in devices can be confident of compliance to GDPR and other data protection
regulations. We provide data erasure certificates for every single device that we handle, ensuring that you can provide
the necessary evidence to any regulator or auditor quickly and easily.

OUR DATA ERASURE PROCESS

SIM Cards & Memory Cards
Any SIM cards or memory cards will be removed from the Mobile Devices upon receipt and destroyed.

Mobile Devices
Data Erasure may be achieved by the following methods;

. third party data erasure tool
. manual data erasure
. destruction

Third Party Data Erasure Tool (Most devices that we receive)

Data is automatically erased by connecting a device to a third party data erasure tool such as Piceasoft or Blackbelt.
Seamless integration between CMR systems and the third party tool ensures that certified Data Erasure Certificates are
generated for each and every Mobile Device processed.

Manual Data Erasure (Older devices not compatible with the Third Party Data Erasure Tool)

Data is erased by our team manually by carrying out a full factory reset on the Mobile Device in line with the
manufacturers recommended guidelines. We have comprehensive controls in built into our system ensuring that the data
wiping is completed and have full audit trail of when the data erasure took place along with the individual that completed

it. Manual Data Erasure Certificates are generated by our system for every Mobile Device going through this process.




GDPR and Data Erasure

Destruction (Non-functional devices)

For handsets that require destruction and recycling we use our long term partner Else Recycling and Refining (ERR).

. ERR follow the same procedures as CMR with equipment being logged in on arrival and allocated a
consignment reference immediately. This enables assets to be tracked right through the process. Assets
are protected by digital CCTV system and central station monitored intruder alarm. ERR’s location is highly
discreet and minimal signage is displayed.

. In the event of total destruction, ERR shred hard drives in a MeWa shredding system, which permanently
destroys the drives, making data retrieval impossible.

. All magnetic tape media is shredded in a MeWa shredding system and then incinerated at an Energy from
Waste facility. This is the most environmentally friendly method of recycling this sensitive product.

. Customer assets remain within ERR’s domain until the data has been successfully purged 100% or the data
carrying device has been destroyed. Assets are not consigned to any third party processors.

. The data destruction solution is approved to the highest CESG level with full audit and reporting provided as
standard.

. Certification is provided for each device either through customer login access to the CMR processing portal
or upon customer request

Data Erasure Report

Report details (@ BlackBelt Dovice Report
Genarated by BlackBelt SmardFhone Defence L - hitps iy Hackbalidefence com’
Store name CMR
Address Milena BLACKBELT DATAWIPE REPORT {Android)
Report ID 65CH1670-4393-4AD4-BDAI-F5220D5C39D0 This device has been processed through BlackEelt DataWipe using Secure Erasure
Created 2017-06-28 11:11:13 UTC Generated Timestamp: 26-06-2017 11:49:55
Product PicesEraser 3.5.6366.14892

Device details

Manufacturer Apple Inc.
Model name iPhone 5 16 GB
ME! 012613005652184
Serial number FI9KPSZ3DTWF
Operating system 051032
Internal memory 1668

Erasure details
Erasure method Cryptagraphic Erase
Duration 00:05:18
Result Successful

| hereby state that the data erasure process has been carried out in accordance with the given in

P .

TG orasurs operaior Tapervizar

PicaaEraser reguistion compllancs

Device Information

Technical Information

Manufacturer: samsung
Model: GT-55830

Operating System: Android
Version: 233

IMEVMEID: 352704046057201
MSi

Device ID: 3533076 dede
Serial Number:

WiFi Address:

Device Storage: 20 GB
Memory Card Storage: Not Prasent

GSMA Check: Mot Configured

Device Wipe Information

$tart Date: Z8 June 2017
Start Time: 12:34:23
Finish Date: 28 June 2017
Finish Time: 12:37.50

Status: Succass.

Custom Fields

Device Wipe Version: 2.7.0003
DataWipe Version: 3752
OparatoriUser Name: crvuserd1
License ID: 1412135

Wipe ID: 752758

Wipe Type: Securs Erasure
Wipe Method: HUIG IS5 Baseline(UK)
Wipe Result: Passed

Internal Memory Wiped: Pass

Extornal Memory Wiped: Not Present




Environmental Credentials

The protection of the environment is central to CMR’s approach - the safe recycling of mobile devices, batteries and
accessories. In accordance with this ethos CMR has developed an Environmental Management System (EMS) adhering
to all guidelines outlined in the internationally recognised standard ISO 14001 (since inception in 2003) and ISO 19001.

. An Environmental Policy for best environmental practice

. The creation of a Register of Environmental Legislation ensuring that all our legal duties are met

. Development of an audit plan to ensure maintenance of the Environmental Management System
and identify areas for improvement

. Environmental Management Review meetings to analyse performance and set new objectives and
targets relating to CMR’s core aspects

This is to certify that the Quality Management System of:

C Mobile Ltd T/A and

3 Long Yard, Holborn, London, WC1N 3LS, United Kingdom Al

applicable to: o ) 5
This is to certify that the Environmental Management System of:
The testing, data erasure and selling of premium devices, and the wholesale of

remaining devices
has been assessed and registered by NQA against the provisions of:

C Mobile Ltd T/A and
3 Long Yard, Holborn, London, WC1N 3LS, United Kingdom

1SO 9001:2015 applicable to:

The testing, data erasure and selling of premium devices, and the wholesale of
remaining devices

has been assessed and registered by NQA against the provisions of:

This registration is subject to the company maintaining a quality management syster]
above standard, which will be monitored by NQA

1SO 14001:2015

This registration is subject to the company ing an envil
system, to the above standard, which will be monitored by NQA

te of Registration

Certificate No.
ISO Approval Date:
Reissued:

Valid Until:
Managing Director EAC Code:

S

Certificate No. 114541

N 1SO Approval Date: 28 November 2018
Valid Until: 27 November 2021
EAC Code: 29,19

Certificate of Registration

Managing Director

The se ofthe UKAS Accrediaton Mark indicats acerditation n respect of thase aclites covared by he accrediaton cerfate sumber 015 hold by NOA NOAs s trading
of NOA Certication Limited. Registration No. 09351756, Registered Office: Wanwick House, Houghton Hall Park, Houghton Regis, Dunstable Bedfordshire LUS 52X, United Kt
This certiicats s the property of NGA and must be returhed on request.
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