
5278 LOVERS LANE,

PORTAGE, MI, 49002

(269) 762-8404

SUPPORT@OCS.HELP 

ELECTRONIC GUIDE

A year in review:
Cyber Attacks



00 00

SECTION 1: 
INTRODUCTION

A Year in Review: Cyber Attacks
Let’s Start Off with Some Basic Stats

SECTION 2: 
TOP BREACHES OF 2018

Hold Your Breaches
Macy’s
Adidas
Delta Airlines/Sears/Best Buy
Under Armour

SECTION 3: 
KEEPING UP WITH THE TRENDS

Email Is Still the Quickest Way In
Cryptomining is the New Ransomware
Cryptomining
Segue

02

06

09

Table of Contents Table of Contents

SECTION 4: 
WHAT TO DO MOVING INTO 2019

Be Proactive, Not Reactive
Upgrade Your Equipment
Update Your Software
Educate Your Staff
Think Ahead
Encryption
Backup

11



A YEAR IN REVIEW: CYBER ATTACKS

2018 was a good year for most, but a good year 
means different things to each of us. For some 
it’s increasing profit, for others it’s hitting the 
growth goal. However, some success comes in 
the form of something not so positive, and that’s 
where cyber attackers live. 

This year was a big year for cyber criminals. 
Their attacks became more personalized 
and their data breaches became larger. It 
can be hard to understand how these attacks 
happened, but it is important to try. Especially, if 
you were operating your own business.

A lot of these attacks that we will mention 
are glorified ones. They’ve happened to big 
companies that we know and love, but you don’t 
really see an impact. Yes, they may be in the 
news for a couple weeks but after that thing dies 
off pretty quickly. That happens for two main 
reasons. 

One, these businesses have a lot of money. It 
can be very easy to get out of trouble if you have 
a lot of money. Two, and this is what a lot of 
people don’t believe, they were prepared. They 
took the time to develop a plan of what to do if 
this did happen and that’s exactly why they’re 
only in the news for a couple weeks. Yes, it can 
be a PR nightmare but it’s the world we live in 
now. Businesses have to understand that this 
can happen to anybody.
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03 Introduction

MY DOOM

Introduction

LET’S START OFF WITH SOME BASIC STATS

In 2016, just two years ago, there were 19 cyber 
criminals on the FBI’s most wanted list. In 2018, 
that number peaked at 46. In just two years, 
that number more than doubled and for good 
reason. As the number of attacks increased, so 
did the payouts. The 46 criminals that are/were 
on the list in 2018 have/had crimes ranging from 
$350,000 to 100 million dollars.

99% of computers are vulnerable. Regardless 
of how amazing you think your lockdown 
systems are, there are still some ways to get in. 
Adobe flash and Adobe reader are installed 
on 99% of CPUs and that’s why these programs 
are attackers’ best friends. All it takes is one 
wrong click on a website ad banner or a PDF 
attachment sent from one of your “co-workers”.

With each passing day it is becoming more and 
more difficult to identify cyber-attacks. You see, 
there are some that get on the network and 
won’t show any sign of being there. They will 
just suck up information like a parasite. That’s 
why the average time to detect a malicious or 
criminal attack takes around 170 days. When 
these attacks happen, some companies are 
hopeful to get their money back, and sometimes 
they do but most of the time they don’t. 68% of 
funds lost as a result of a cyber-attack were 
deemed unrecoverable.
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Not every cyber-criminal is halfway around 
the world. 59% of terminated employees steel 
some type of data before they leave. Most of 
the time it’s for personal gain and not to hurt 
the company as a whole. All we ask is to make 
sure you have a plan in place when it comes to 
terminating employees and their technology.

This last one is a little more of a fun fact because 
people like to know. The largest cyber-attack of 
all time resulted in a loss of $38.5 billion known 
as MyDoom.  MyDoom appears to have been 
commissioned by e-mail spammers so as to 
send junk e-mail through infected computers. 
The worm contains the text message “Andy; 
I’m just doing my job, nothing personal, sorry,” 
leading many to believe that the worm’s creator 
was paid. Early on, several security firms 
expressed their belief that the worm originated 
from a programmer in Russia. The actual author 
of the worm is unknown. To this day his identity 
remains a mystery. 
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- $35,500,000,000
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HOLD YOUR BREACHES

Before we go into the list, I want you to think 
about these names:

• Macy’s 
• Adidas
• Delta Airlines
• Sears
• Best Buy
• Under Armour

06Top Breaches of 2018

Has anyone in your business ever said 
something along these lines, “That won’t happen 
to us, we’re secure and who would want our 
information anyways?”?  To respond to the 
first part of the statement, I don’t think your 
business is more secure than Delta Airlines and 
to respond to the second part of the question. 
They don’t really care about your information; 
however, they do care about your pockets. Most 
small business owners will do whatever it takes 
to get their data back because it’s one of their 
biggest assets and attackers know that.
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DELTA AIRLINES/BEST BUY/SEARS

Delta can also be looped in with Best Buy 
and Sears who were all affected by the same 
breach. A company they were using for a 
customer support tool, [24]7.ai, was infiltrated at 
the beginning of the year and is believed that 
over one hundred thousand customers had their 
credit card information stolen. 

I hope that you are catching on to this trend by 
now; none of the three companies commented 
on the number affected.

UNDER ARMOUR

The Under Armor’s site itself was not affected 
but earlier this year in March the data from 
its MyFitnessPal app was accessed by an 
“unauthorized party”.

Under Armour stated that Credit card 
information was not released but personal 
information was, including usernames, emails, 
and passwords. However, like Adidas those 
passwords were encrypted. Also, surprise 
surprise, somebody actually had the courage 
to say how many were affected. More than 
150 million people’s information were likely 
compromised.

ADIDAS

Earlier this year in June, Adidas announced that 
an “unauthorized party” had gained access to 
customer data on their website. Adidas believes 
that the only people really affected would be the 
ones who have purchased something from the 
site directly (reassuring). 

Adidas claims that the breach lead to a leak in 
email addresses and also physical addresses. 
On top of that possible username and password 
information may have been collected. However, 
they assure that that information was encrypted. 
Adidas didn’t give an exact number of how 
many were affected or we can take a good 
guess along with a spokesperson saying “a few 
million”

MACY’S

In the middle of 2018 Macy’s confirmed the 
customer shopping online either at Macy’s.com 
or Bloomingdale’s.com between April 26 and 
June 12 could’ve had their personal information 
and credit card details exposed. 

Macy’s never released how many people were 
exactly affected, however a spokesperson for 
the company said that the attack was limited 
to a “small group of people” (yeah, sure). In 
the statement that was released, Macy’s said, 
“We have investigated the matter thoroughly, 
addressed the cause and, as a precaution, have 
implemented additional security measures. 
Macy’s, Inc. will provide consumer protection 
services at no cost to those customers. We have 
contacted potentially impacted customers with 
more information about these services.”
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RANSOMWARE

In 2016 and even 2017 Ransomware was all the 
rage. These were files usually delivered in the 
form of email that would encrypt your files and 
demand a ransom payment in bitcoin to restore 
them. 

In the end of 2016 in the beginning of 2017 IT 
professionals were confident that they had the 
answers to stop this and they did. However, 
cyber attackers are famous for one thing and 
that’s for coming up with new attacks. So, as 
soon as the IT Industry began to get their feet 
under them and learn how to combat this 
ransomware, the attackers were already on to 
their next move.

SEGUE

Where’s the Files? (Fileless Attacks)

When Malware first started, it was somewhat 
easy to spot an attack. They almost all arrived in 
the form of an .exe files attached to the emails 
that we talked about earlier. The attackers 
began to learn and grow with the users moving 
onto Adobe flash and Adobe reader and other 
locally installed applications. But now in 2018, 
files aren’t even needed.

Fileless malware is becoming more and more 
common. “Fileless attacks exploit software 
already installed on the victim’s computer 
rather than attempting to download large 
executables; for instance, they might execute in 

CRYPTOMINING

Hackers found out that they didn’t need hold 
your files hostage and make direct contact with 
you to get your money. Instead, they would get 
into your computer without you noticing and 
infect with the bitcoin mining software. Imperva 
conducted a study that 90 percent of all remote 
code execution attacks were associated with 
cryptoming.

Once again IT professionals feel like they’re 
catching up with this trend, so they’re already 
asking what’s next. 

EMAIL IS STILL THE QUICKEST WAY IN

Opening your front door and telling a robber to 
come on in and have a look around is probably 
not a good move, but if you’re a robber and 
know that somebody may let you in, that’s a 
good strategy. 

According to Verizon’s 2018 breach investigations 
report 92% of malware is still delivered by emails. 
Spam emails or as we referred to them phishing 
emails, are emails that have an attachment or a 
link that is infected with malware. 

We understand that a lot of people think of this 
is as commonsense and that you should always 
look at the sender line before clicking on email 
but there are just some days you’re not on high 
alert. 

Listen, we don’t love sending out emails telling 
our clients and even our own staff to be wary 
of every email with an attachment but it’s a 
necessity and it doesn’t look like that is going to 
change anytime soon. 
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BE PROACTIVE, NOT REACTIVE

It can be extremely difficult for a company to 
be proactive in the IT security field for a few 
reasons:

1. Cyber attacks are always changing so it’s hard  
    to make sure that your systems are up-to-       
    date secure
2. Your employees can be unpredictable
3. It’s not easy to sell top executives on IT risk   
    management

All of these are very true and understandable, 
but I want to focus on the last one for second 
by utilizing the first two points to convince your 
executives to take this seriously.

I think we can all agree that in 2018 businesses 
around the world began to understand the 
impact that their data has on their business. 
Manipulating it in new ways and using it as a 
profit center. However, as we explore the cool 
things that we can do, cyber attackers are doing 
the same thing and are usually far ahead of us. 

As they become smarter, they will attack the 
weaker links in our business. Barkly asks you 
to think of it this way, “the biggest hit to the 
company’s balance sheet will come in the form 
of enforced employee idleness as wrecked 
networks and dysfunctional computers that 
provide no means to actually do work. The 
average cost of a single cyber-attack currently 
sits at a cool $5 million, with $1.25 million—a 
quarter of the total—attributable to system 
downtime, and another $1.5 million (30 percent) 
to IT and end user productivity loss.”

UPGRADE YOUR EQUIPMENT

One of the more common misconceptions about 
technology people have, is that if they continue 
to accept software updates on their devices, 
they are doing the most to prevent attacks. This 
is not entirely accurate. True, updating software 
and programs is essential to keeping security 
features up to date, but those will only go so far 
after a while with devices such as computers, 
printers, tablets, etc. These devices aren’t meant 
to last forever. And they can only keep up with 
updates for so long. Eventually, they won’t be 
able to sustain these update requests you get 
and that’s when trouble begins. If your devices 
aren’t compatible with the newest update for a 
program or software you run daily, they become 
prone to attacks. 

UPDATE YOUR SOFTWARE

Until the time comes when your device can 
no longer keep up with the updates, you must 
pay attention to update alerts, especially for 
the operating system you use and the software 
that keeps your device clean and safe. These 
updates are created for a purpose and they are 
there to keep your information and data safe, as 
well as operate smoothly. When you update your 
OS and software, you are allowing the systems 
to maintain a better level of performance, rather 
than not updating and leaving them behind and 
ill-equipped to handle attacks. 
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EDUCATE YOUR STAFF

You are not the only person in the office using 
these devices. Your staff must know the same 
information you do in regard to Internet safety 
and password protecting, as well as being 
able to distinguish the differences between 
most of the common types of attacks such as 
phishing, trojans, viruses, etc. When the entire 
staff is trained and well versed the topic of cyber 
security and understands the role they play in 
keeping the company safe, your business is that 
much stronger.

ENCRYPTION

Encrypting data is often an overlooked step in 
the fight to combat attacks. If data does indeed 
fall into the wrong hands, you want to be sure 
that there is no way they can open the files 
or access the information even if they have it 
in front of them. This is thanks to encryption 
technology. Encryption ensures that only the 
people authorized to view information, are 
the only people actually able to. Unauthorized 
people will not be able to open encrypted data. 

THINK AHEAD

The only way to be prepared for a cyber-attack, 
is to be prepared for it. Simple. Don’t pretend 
like it could never happen to your business. If 
you stay on top of updates, password protection, 
encryption, and equipment, you’re doing pretty 
much all you can to protect the business’s data. 
But this isn’t a one-time gig. Cyber-attacks 
happen 24/7. It’s up to you to work 24/7 as 
well as far as thinking about your next move to 
make the company safe. Think about what your 
company goals are for the next 3, 5, or 10 years. 
In order to execute those goals, you can’t afford 
for anything to happen to the most sensitive 
data and information you are responsible for. 

BACKUP 

If you choose to do nothing else to your sensitive 
information, which I encourage you not to, 
absolutely back it all up on an off-site location. 
Backups are generally overlooked by many 
companies because they can physically see their 
documents and information, they believe it is 
safe under their noses. But we know now that 
this is inaccurate. Ignoring to back up data can 
cost businesses hundreds of thousands, even 
millions of dollars if the worst happens.  
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Honorable mention goes to the Internet habits 
of yourself as well as the staff. Of course, this 
goes hand in hand with receiving the right 
training and education about phishing scams 
and other potential harmful accidents people 
can make. Being cautious about clicking links 
and downloadable content online and in email, 
can save the business from a data mishap, and 
potential disaster. 

The most you can do for the safety of your 
business, is to try your hardest to keep the 
information it is responsible for protecting, as 
secure as possible. If you can stick to these best 
practices and see them through day to day, 
you’ll have the best fighting chance of fending 

is your business
ready for 2019?
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