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The company’s new ZeroReveal ML capability allows organizations to encrypt their proprietary machine 
learning models and run them against any external data source without ever decrypting the model 
itself or the results. The company also announced a recent $10m series A venture investment, bringing 
Enveil’s total funding to $15m.
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Introduction
As we noted in our initiation of coverage report on Enveil, the challenge of encryption – both at-rest 
and in-transit – is that at some point data must be decrypted to be used, and this is where data is most 
vulnerable to attack. Enveil’s answer to the ‘encryption-in-use’ problem is what it calls ‘ZeroReveal 
Compute,’ which allows searches or analytics to be performed on massive amounts of data without ever 
decrypting the search content or analytics at any time throughout the data processing lifecycle.

Enveil’s most recent development is the launch of its new ZeroReveal Machine Learning capability, 
which allows organizations to encrypt their proprietary machine learning (ML) models and run them 
against any external data source, wherever it might reside, without ever decrypting the model itself. 
The company also announced a recent $10m series A venture investment, led by C5 Capital with 
participation from MasterCard and CapitalOne, bringing Enveil’s total funding to $15m.
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As we noted several years ago in our annual ‘Trends in Information Security’ report, 
eventually every security company will become an analytics vendor, and from that 
perspective, adding support for ML is a logical move for Enveil. To some extent, 
encryption-in-use is a set of solutions looking for a problem, or in early 2000s parlance, 
a ‘killer app,’ and the vendor landscape is quite fragmented in terms of target use cases. 
Adding support for ML use cases also allows Enveil to cast a wider net in terms of new 
customer opportunities around analytics that were previously targeted by competing 
encryption-in-use vendors, as well as address more privacy and compliance use cases.

Context
Fulton, Maryland-based Enveil was founded in 2016 by Ellison Anne Williams, a veteran mathematician 
who spent 12 years as a researcher at the NSA. Enveil’s technology was developed to deal with the 
problem of encrypted search – the ability to perform searches on datasets without ever revealing the 
underlying search content or the results of the search. Enveil also was selected as a winner at The 
Innovation Sandbox at the annual RSA Conference in 2017. Enveil recently secured a $10m series A 
round, led by UK-based C5 Capital with participation from MasterCard, CapitalOne Ventures, Bloomberg 
Beta and 1843 Capital. Enveil has now raised a total of $15m, with the list of investors including 
Thomson Reuters; USAA; the CIA’s investment arm, In-Q-Tel; and DataTribe, a DC metro area venture 
capital incubator focused on commercializing technology coming out of the US intelligence community. 
Enveil currently has about 20 employees.

Products
Enveil now offers two main products under the ZeroReveal Compute Fabric moniker – ZeroReveal 
Search (allows searching of both encrypted and unencrypted data) and the new ZeroReveal ML. Enveil 
launched v2.0 of ZeroReveal Search in late 2019, while its ZeroReveal Enclave offering (which allowed 
for the use of secured enclaves such as Intel’s SGX) has been shelved.
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With encrypted search, users can encrypt searches and then run them anywhere the product was 
installed without ever decrypting the content of the search. With the new encrypted ML, organizations 
can now take proprietary ML models that they have trained over their own data, encrypt the models and 
send them out to be run over new data without ever decrypting the ML model or the results derived. A 
model could be a decision tree with different nodes and results at each stage as well as a final result, all of 
which are encrypted by Enveil. It’s important to note that the data owner can still see the data over which 
that model is being evaluated, which is important for audits in very highly regulated environments.

ZeroReveal ML can protect against some increasingly common attacks, including model inversion attacks 
and adversarial ML attacks. In a model inversion attack, an adversary takes the contents of the model and 
inverts them to gain some insight into the data. For example, the attacker might be able to reconstruct 
enough data to ‘see’ faces of people who might be classified for government or defense purposes. In an 
adversarial ML attack, the attacker basically reverse-engineers the model to get back to the original data.

ZeroReveal ML uses the same ZeroReveal Compute Fabric architecture as ZeroReveal Search. Enveil 
employs a client-server structure similar to SQL server, with lightweight, ‘containerized’ apps that can run 
natively on the OS and function as a proxy layer that can hook into existing UIs or app workflows via JDBC 
or REST-based APIs. The apps are transparent to the underlying storage and compute architectures, and 
basically run as an abstraction layer that sits on top, so no modifications are necessary.

The client app resides somewhere within the customer’s environment and encrypts either the search 
contents or the ML models before they leave the enterprise, sends them over to the server app and 
decrypts the results when they are returned. The server app sits wherever the target data is stored – on-
premises in the same organization or in another regional jurisdiction, in the cloud (including AWS, GCP or 
Azure) or with a third-party data provider. The server app runs the encrypted search or ML query against 
the data and produces an encrypted result that is sent back to the client app, which decrypts the results 
with a key that has never left the client premises. The entire process is transparent to the user, with no 
changes to the UI or user workflows. The client and server apps can be deployed in a many-to-many 
model to create a full mesh fabric where any client can talk to any server app.

Strategy
Enveil is seeing uptake in the financial services sector for secure data sharing and collaboration, 
specifically for ‘know your customer’ use cases targeting financial crimes and anti-money laundering 
related to customer onboarding processes. New privacy regulations have made it harder to perform 
analytics across disparate data sources that need to be kept separate for privacy reasons. As such, the 
new ML and analytics capabilities could enable Enveil to address new data privacy and compliance use 
cases around GDPR, CCPA and other regional and national compliance mandates.

As an example, banks can perform ‘know your customer’ due diligence risk modeling across their own 
internal data, which may be siloed and provide a narrow view of a potential customer’s overall risk 
profile. However, if they could run their risk models over data from other banks while avoiding privacy 
regulations, they then can obtain a more holistic view and thus make better risk decisions.

Competition
Enveil’s most direct competition is most likely to come from an emerging group of loosely associated 
startups that focus on providing encryption-in-use or in Enveil’s words, ‘privacy preserving technologies.’ 
In our view, the latter are as diverse as they are similar, both in terms of underlying technology as well as 
the use cases they address. Encryption-in-use vendors generally use one of three different encryption 
techniques – homomorphic encryption (HE), secure enclaves or secure multi-party compute (SMPC or 
MPC) to enable certain operations and analytics to be applied to data while it remains encrypted.
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Vendors relying on HE include Duality and Enveil, and to some extent, ShieldIO. ShieldIO has attempted 
to ‘modernize’ HE homomorphic encryption technology by leveraging standard AES 256 libraries 
in lieu of HE libraries, performing ‘extreme memory and processing management’ and separation 
of components to avoid the performance overhead typically associated with HE. IBM has also done 
research on HE and offers a C++ HE library, aptly named HElib C++. Fortanix is the vendor most closely 
associated with secure enclaves, having built its technology stack around Intel’s SGX platform (and, 
not surprisingly, taken VC funding from Intel Capital). In terms of MPC, vendors include Baffle, Preveil, 
Sepior and Unbound (fka Dyadic), while Inpher leverages both HE and MPC to deliver its Secret 
Computing offering.

Many of these vendors also focus on addressing widely divergent use cases such as encryption for 
email (Preveil), cloud storage (Box, Dropbox), databases (Baffle, ShieldIO), search (Enveil), ML and 
analytics (Duality, Enveil, Inpher) and key management (Fortanix, Unbound), as well as addressing 
blockchain and cryptocurrency (Sepior, Unbound).

SWOT Analysis

S T R E N G T H S
Enveil is perhaps the first vendor to have 
successfully tackled the long-standing 
challenge of implementing homomorphic 
encryption without substantial performance 
or cost barriers. NIAP Common Criteria and 
CSfC certifications allow Enveil to be used in 
classified situations by the US government 
and agencies.

W E A K N E S S E S
The challenge for Enveil – and all encryption-
in-use vendors – is to help customers cut 
through the confusion and navigate a topic 
and market segment that can be complex to 
understand.

O P P O R T U N I T I E S
The new ML capabilities could enable Enveil 
to address new data privacy and compliance 
use cases, specifically around ‘know your 
customer’ initiatives targeting financial 
crimes and anti-money laundering during 
customer onboarding processes.

T H R E AT S
The technical barriers to implementing HE 
successfully are high, and with the various 
encryption-in-use vendors targeting a broad 
set of use cases, the biggest threat is less 
competitive than it is temporal – broad 
market adoption may take time.


