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Product name:
ZeroReveal®

Founded 2016

Fulton, MD United States

www.enveil.com

info@enveil.com

+1 443-741-1021

Employees 11-50

Regions of operation: US, UK, Europe
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Dr. Ellison Anne Williams
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Director of Sales
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Subsectors: COMPLIANCE
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ONBOARDING
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CYBERSECURITY/
INFORMATION
SECURITY

Value Chain: KYC, AML, GDPR

 OFFERING  PROBLEM BEING SOLVED  TECHNOLOGY

Enveil is a pioneering data security company 
protecting Data in Use. Leveraging advances 
in homomorphic encryption to ensure 
nothing is ever revealed during the entire 
processing lifecycle, Enveil enables secure 
and private data collaboration through a 
flexible and adaptable trust framework to 
enhance intelligence-led decision making. 
Recognizing that security teams have 
invested substantial time and resources in 
their current security technologies, Enveil 
works alongside existing systems with ease 
to enhance security and ensure sensitive 
data throughout the processing lifecycle. 

Enveil closes the last gap in data security by 
protecting data while it’s being used – the 
‘holy grail’ of data encryption. Leveraging 
advances in homomorphic encryption, 
Enveil’s ZeroReveal® solution allows analysts 
at financial institutions to securely derive 
insights, cross-match, and search third-
party data assets without ever revealing the 
contents of the search itself or compromising 
the security or ownership of the underlying 
data. Enveil allows organizations to securely 
use data where it is and as it is today, 
delivering nation-state level security without 
requiring any system overhauls.

Enveil’s groundbreaking use of homomorphic 
encryption means encrypted operations 
are run on any type of data at scale, with 
processing times that ensure minimal impact 
on user experience. Homomorphic encryption 
has been a topic of academic research for 
decades but had long been considered too 
computationally impractical for commercial 
use. In its initial form, it was painfully slow, 
bulky, and expensive to implement. Enveil’s 
technology advances break through this 
computation barrier brings homomorphic 
encryption from the realm of the theoretical to 
the commercially practical.

 PRODUCT DESCRIPTION

Enveil ZeroReveal® enables allows users to securely operation on data where it is and as it is today, delivering nation-state level security without 
requiring system overhauls. By decoupling from the storage technology layer, Enveil is able to deploy above the data, allowing organizations 
to retain control of their data assets while leveraging existing storage methods and access controls mechanisms. Enveil focuses exclusively on 
solutioning to secure Data in Use and integrates with existing at-rest and in-transit data security solutions, acting in a complementary capacity 
to provide full lifecycle security via standard APIs. The deployment model is optimized for highly distributed, decentralized multi-party, and/
or hybrid cloud deployments. The Enveil ZeroReveal® solution facilitates encrypted search using a two-party system. The ZeroReveal Client 
application lives within the Enterprise’s trusted environment while the ZeroReveal Server application lives within the environment of the Data. 
ZeroReveal Client and Server applications may be deployed in any configuration, including one-to-many or many-to-many. 

Enveil’s ZeroReveal® solutions prove not only that the long-pursued theory of homomorphic encryption is market-ready, but that it is practical, 
scalable, and can integrate without requiring changes to existing database and storage technologies. Using proprietary technology that has 
led to 16 patent applications to date, Enveil uses homomorphic encryption techniques to achieve unmatched levels of scale – the solution has 
been proven to perform robustly and at speed over terabytes of data on cloud platforms, over commodity hardware, and on special purpose 
platforms like FPGAs and GPUs. Enveil is the only company certified to provide nation-state level security in the processing layer by enabling 
protections so effective that the operations could safely be processed in an environment known to be malicious or even actively under attack. 
Enveil provides the ultimate safeguard for sensitive data while still enabling the value attained through access and use.
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 TOTAL FUNDING - $5m

Investors: 

 PARTNERSHIPS

 — Enveil is an Advanced Technology Partner and a Public Sector Partner within the Amazon Partner Network 
(APN), and can deploy natively over AWS Commercial, GovCloud, and C2S.

 — Enveil is a Co-Sell Ready Partner within the Microsoft Partner Network and can deploy over Azure, Azure GOV, 
and Confidential Computing (Intel SGX) Environments.

 — Enveil is Thales eSecurity ASAP Partner and has completed integrations with products including Vormetric, 
SafeNet, SafeNetAT, and Thales Federal.

 — Enveil is a strategic technology partner with Novetta within both the Federal and commercial space. The 
collaboration pairs Enveil’s ZeroReveal® technology with Novetta’s tailored machine learning models.

 — Enveil formed a partnership with Unbound Tech to provide enterprise customers with cutting-edge security 
capabilities in the global marketplace.

 MANAGEMENT BIO

Dr. Ellison Anne Williams – Founder & CEO

Dr. Ellison Anne Williams is the Founder and CEO of Enveil, the pioneering data security startup protecting Data in Use. Building on 
more than a decade of experience leading avant-garde efforts in the areas of large-scale analytics, information security, computer 
network exploitation, and network modeling, Ellison Anne founded the startup in 2016 to protect sensitive data while it’s being used 
or processed – the ‘holy grail’ of data encryption. Powered by homomorphic encryption, Enveil’s award-winning ZeroReveal® solutions 
provide Trusted Compute in Untrusted Locations™, enabling previously impossible business functionalities for intelligence-led 
decision making. Leveraging her deep technical background and a passion for evangelizing the impact of disruptive technologies, 
Ellison Anne has helped define and advance the Data in Use security space and cultivated Enveil’s capabilities into category-defining 
solutions that enable secure search, analytics, sharing, and collaboration. In addition to her ongoing contributions as a cybersecurity 
mentor and thought leader, Ellison Anne has been recognized as an SC Media Reboot Leadership Innovator Award winner, a Woman to 
Watch in Security, and a CyberScoop Leet List Honoree. She started her career at the U.S. National Security Agency and holds a Ph.D. 
in Mathematics (Algebraic Combinatorics), a M.S. in Mathematics (Set Theoretic Topology), and a M.S. in Computer Science (Machine 
Learning).
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“The holy grail of cryptography.” That is how Ellison Anne 
Williams, founder of Enveil, the cybersecurity startup, 
describes practical homomorphic encryption. She’s not 
wrong. People have been searching for a practical way 
to use it for four decades, but Williams believes her team 
has been the ones to solve it. 

So, what is homomorphic encryption? “If encryption is a 
vault protecting your sensitive data, traditional practice 
requires taking the data out of the vault every time it 
needs to be used or processed – when users perform a 
search or apply analytics,” Williams explains. But taking 
the data out of the vault means it is being exposed to 
the risk of attacks and liability. For financial services firms 
and other highly regulated industries, this is a huge dan-
ger. 

“Homomorphic encryption allows these critical actions 
to take place within the vault, eliminating the need for 
data exposure at any point,” she continues. “It allows or-
ganizations to securely search, cross-match and derive 
insights from third-party data sources without ever re-
vealing the contents of the search or analytic or compro-
mising the security or ownership of the underlying data.”

However, as important as being able to secure data 
while it’s being used or processed, making it a reality 
is far from easy. “The challenge all comes back to usa-
bility,” Williams explains. “No matter how great a tech-
nology is, if it can’t work within an existing workflow in 
a business-relevant timeframe, it is very unlikely to be 
used.”

That is exactly what Enveil has been able to solve. “Our 
breakthroughs prove not only that the theory of ho-
momorphic encryption is market-ready, but that it is 
practical, scalable and can integrate without requiring 
changes to existing database and storage technolo-
gies,” she says.

The startup was launched in 2016, but it was a long 
time coming. “I’m an entrepreneur at heart, come 
from a long line of entrepreneurs and always wanted 
to start my own businesses,” Williams says. 

Before realising her ambition to become a business 
leader, she first achieved a PhD in mathematics from 
North Carolina State University and then found her-
self working at the National Security Agency (NSA) as 
an applied research mathematician between 2004 
and 2016. 

Doing so opened doors for her as a future entre-
preneur. “In that setting, challenges exist at a scale 
you don’t often encounter in the private sector and 
require very creative and unique solutions,” Williams 
recalls. 

Not only did she enjoy the challenge of daily solving 
huge problems, but it was also at the NSA that she 
first recognized the impact homomorphic encryption 
could have in the commercial market. 

“The biggest challenge with homomorphic encryption 
has always been that it was computationally imprac-
tical to ever use at scale – namely, it was painfully 
slow, bulky and expensive to implement,” Williams 
says. “Once we broke through that barrier, the door 
opened to a world of potential commercial use cases.”

Having solved this issue, the founder-to-be moved 
quickly to use the technology to launch Enveil. 
“Through a technology transfer programme created 

Safe outside the vault
With Enveil, Ellison Anne Williams is providing secure data 
usage at a whole new level.
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at NSA for this exact circumstance, I was able to bring 
some of the core breakthroughs we achieved out of 
the agency and use them to seed the company,” she 
remembers, adding that technology has been “greatly 
expanded and matured” since.

Enveil’s launch was supported by an investment from 
DataTribe, the venture capital seed investor that spe-
cializes in helping teams bringing technology out of 
the government and commercialize it. “Given my 
background – and the experience of the majority of 
our team at the time – working with people who had 
been commercially successful and understood the in-
tricacies of where we came from was very appealing,” 
Williams says. “DataTribe has been a great partner for 
us and really helped us gain our bearings in the start-
up journey in those early months.”

Williams and her team spent the next months working 
on creating a commercial version of the homomor-
phic encryption solution they had invented. Eventual-
ly, they were at a point when they could show it to cus-
tomers. Not only did it blow people away, but some 
even asked if they could invest strategically. “Thus, our 
strategic round was born,” Williams says. “We were 
fortunate to include In-Q-Tel, USAA, Thompson Reu-
ters and Bloomberg Beta in this round.” DataTribe 
also returned as an investor in the round. 

Armed with $4m from its 2017 capital injection, Wil-
liams’s team was able to keep developing its tools and 
to certify the solutions. “The accreditation and certifi-
cation processes are expensive and time consuming 
so it’s unusual for a startup to commit the resources 
necessary to achieve them,” she explains. “However, 
it’s an important investment as the certifications give 
enterprises confidence that the products are secure 
and will work seamlessly alongside their existing archi-
tecture and security solutions. As the only Data in Use 
security company with NIAP Common Criteria-certified 
products, we are able to deliver nation-state level pro-
tection, allowing users to securely operate on data in 
the cloud, on premise or anywhere in between.”

Enveil’s ZeroReveal product is an API-based solution 
created to work alongside companies’ existing sys-
tems, enabling clients to interact with their data the 
same way that they did before, only at a higher secu-
rity level. “We allow organizations to securely search, 
share and collaborate between disparate data sourc-
es without ever revealing the contents of the search 
or analytic or compromising the security or ownership 
of the underlying data,” Williams explains. “These ca-
pabilities are critical for large enterprises with sensitive 

data assets and compliance concerns, as well as com-
panies sharing sensitive data and collaborating with 
third parties.”

Enveil is predominantly been used by financial servic-
es firms and other industries that require a high level 
of security to ensure they are compliant with current 
legislation. The company’s capabilities in the space 
were on full display at two recent TechSprints host-
ed by the Financial Conduct Authority (FCA). Enveil 
worked with market stakeholders to create a flexible 
and adaptable trust framework for Know Your Cus-
tomer and Customer Due Diligence processes. The 
solutions developed by the Enveil-led teams won the 
U.S. event and won the KYC/CDD use case in the UK.

Williams is confident that this is only the beginning. 
“There is great amount momentum in the market 
right around secure data collaboration use cases, 
especially in the RegTech and FinTech communities,” 
she concludes. “We are working with a number of fi-
nancial institutions and regulators and look forward to 
continued engagement in the space. We are currently 
finalizing our Series A funding and will be announcing 
new product lines in the months ahead.”
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