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 From the President’s Desk
    by Eugene Kim

Humility

At the blink of an eye, my term as President of the San Bernardino County Bar 
Association (“SBCBA”) is coming to an end. It seems like it was just yesterday when 

Judge Vander Feer installed me as President. At that time, I had dreams of transcending 
the SBCBA to new heights. But now as I reflect on the conclusion of my term, my proudest 
accomplishment is not anything I did for the SBCBA; rather, it’s what the SBCBA taught 
me about our legal community.
My journey probably began like most new Presidents. I naively thought that hosting a 
sequence of vibrant events would revolutionize the SBCBA.  It didn’t matter whether we 
were socializing at Casino Night, lip syncing at the Kaufman Campbell Award, or partying 
at the Inland Empire Holiday Party, my goal was to unify lawyers, judges, and law students. Then I realized that this plan 
lacked substance and social consciousness. Thus, I tried to integrate a different segment of our legal community by promoting 
Law Day, hosting a roundtable on diversity and inclusion, and encouraging pro bono work by volunteering at Legal Aid or 
participating in Settlement Conference Week. Then COVID-19 hit, which forced the SBCBA to cancel all scheduled events 
and revamp its future programs to an online platform. Next, our country went through a social awakening on racism and 
discrimination. Consequently, the SBCBA issued a public statement recognizing social injustice and condemning racism. I 
also had the opportunity to speak at a Virtual Townhall hosted by the San Bernardino County Superior Court entitled “Civil 
Unrest & Racism: What Are We Doing?” 
Although unintended, hosting or participating in these assorted events provided me with a more wholistic perspective of our 
membership and our legal community. These events gave me the opportunity to have meaningful conversations with judges, 
community leaders, elected officials, business owners, law students, and practitioners in different practice areas and varying 
geographic locations. In doing so, I gained a deeper appreciation of the SBCBA, who we are, what drives us, and our core 
principles. 
My biggest takeaway from being the President of the SBCBA is discovering the humility of our legal community. Merriam-
Webster defines humility as “freedom from pride or arrogance: the quality or state of being humble.” For example, did you 
know that our legal community received several national accolades for their accomplishments? 

•  San Bernardino Superior Court – Did you know that the San Bernardino County Superior Court received the American 
Bar Association’s (“ABA”) Law Day Outstanding Activity Award? Every year, the ABA highlights the best programs that 
promote public understanding of law and integrate the annual Law Day theme into activities that serve the community. 
In 2019, the San Bernardino Superior Court received that award for Best Student Program when it hosted seven Law 
Day programs to promote awareness of the judiciary, foster civic education values, and highlight First Amendment 
principles. That program included 15 school field trips to elementary, middle, and high school students, a career fair, four 
undergraduate campus programs, a Native American Student Law Day, 2 in-school contests, a legal clinic and consultation 
day, and an informational outreach campaign.
•  Joseph B. Campbell American Inn of Court – Did you know that San Bernardino’s Joseph B. Campbell American Inn of 
Court achieved Platinum recognition from the American Inns of Court Foundation (“American Inns”)? The American Inns 
is the governing body of all Inn’s across the United States. For the past six consecutive years, San Bernardino’s Joseph B. 
Campbell American Inn of Court received Platinum level status, which is the highest recognition bestowed by the American 
Inns. 

•  Law Library for San Bernardino County – Did you know that Lawrence R. Meyer, the Law Library Director for San 
Bernardino County, received the Volunteer of the Year Award by the American Association of Law Libraries (“AALL”) in 
2017? Alternatively, did you know that the San Bernardino County Law Library received the Federal Depository Library 
of the Year Award by the U.S. Government Publishing Office in 2010? The San Bernardino County Law Library was 
recognized for its extensive public outreach and promotion of law library materials and services to civic and community 
organizations. 

Due to our humility, you might not know it, but we are surrounded by greatness. Our legal community is driven by one 
simple precept: do the right thing, even when nobody is watching. We are not ostentatious, pretentious, or flamboyant. 
Rather, we are industrious, conscientious, and assiduous. As stated by Aristotle, “knowing yourself is the beginning of all 
wisdom.” Although my term is coming to an end, I am just now appreciating the prominence and distinction of the SBCBA 
and our legal community. 
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There is a West African proverb that describes a common 
flaw in human perception: “The stranger sees only what 

he knows.” This is why young children only laugh at about 
half the jokes in popular animated movies. It is why re-
reading a book we first encountered in our youth can lead to 
fresh insights: age and experience often shed new light on old 
favorites. It is also why we, as lawyers, have difficulty spotting 
issues in cases outside our usual areas of practice. In life and in 
the practice of law, it behooves us to broaden our perspectives 
– whether through travel, books, or art in its many forms – to 
avoid missing important nuances. 

As travel restrictions currently prevent actual travel, this 
year the Campbell Inn of Court’s monthly programs will 
feature virtual travel through the courts and legal systems 
of other countries, including Turkey, France, England, India, 
Nigeria, Costa Rica, Mexico, and the Philippines. For our Inn’s 
annual field trip, held each year in December, we will tour of 
one of the four original Inns of Court in London. 

Our Program Chairs, Jill Gregory and Sam Price, have 
put together an extraordinary slate of presentations, “An 
International Perspective on Legal Ethics, Civility and 
Professionalism.” Each program will feature a virtual tour and 
a guest speaker who either practices law in that country or 
who has experience with the country’s legal system. We will 
have break-out sessions for further discussions about aspects 
of the featured legal system, such as civil, criminal, or family 

law, as well as legal education, the requirements to practice 
law in that country, and any specific ethical issues that are 
common to our legal systems. Each program is designed to be 
professionally enriching, informative, and engaging. Prior to 
each virtual meeting, a recipe for a specialty drink or appetizer 
will be circulated, tied to the topic region or nation, so that any 
members so inclined can enjoy a more immersive experience.

The global pandemic has opened our eyes to how 
interconnected events and people in distant places really are. 
When the whole world is struggling with the same public 
health crisis at the same time, it is hard to deny that we are 
more alike than we are different. The question is whether 
our legal systems are more alike than different. Despite 
the differences, do lawyers and judges around the world 
address ethical obligations, civility, and professionalism in 
substantially similar ways? Familiarity with foreign legal 
systems may help us see nuances we might otherwise have 
missed. We invite you to join us for these types of discussions 
and more. 

The American Inns of Court is an organization of judges and 
lawyers with the collective goal of advancing the rule of law 
by achieving the highest level of professionalism, civility, and 
ethics. The Hon. Joseph B. Campbell American Inn of Court 
based in San Bernardino County is a nationally-recognized, 
award-winning Inn that has achieved Platinum-level status, 
the highest honor in the Achieving Excellence Program of the 
American Inns of Court. 

The Campbell Inn meets one Wednesday a month for dinner, 
MCLE, networking, mentorship, and professional and ethical 
development. The specific meeting dates for this Inn year are 
as follows: October 14, 2020; November 18, 2020; December 9, 
2020; January 13, 2021; February 10, 2021; March 10, 2021; April 
14, 2021; May 12, 2021; and June 9, 2021. Given our current 
plan to hold meetings remotely, dues for the coming year are 
reduced. To inquire about membership, please contact Jesse 
Male, Membership Chair, at JesseMale@RivCoDA[dot]org.

FROM THE DESK OF THE PRESIDENT 
OF THE HON. JOSEPH B. CAMPBELL 

AMERICAN INN OF COURT

By Susan B. Grabarsky 
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SBCBA General Membership Meeting (A Webinar)
October 13, 2020 | 12 noon to 1:15p

The following MCLE program will be presented online:

"Transitioning onto a New Case Management System"
PRESENTERS: 

Supervising Civil Judge Lynn Poncin and Civil Judge Janet Frangie
The San Bernardino County Superior Court will host an information session 

concerning the Court’s November 16, 2020 transition into the new Case Man-
agement System for civil, appeals and quasi-criminal matters.  Important infor-
mation and resources will be presented to assist the legal community in navi-

gating the Public Portal. To RSVP, send your name and State Bar No. to:  

web-events@sbcba.org

Zoom information will be sent to attendees the day prior to the event.
MCLE 0.75 hour: San Bernardino County Bar Association, California State Bar-approved MCLE provider #2813, 

certifies that this activity is approved for 0.75 hour of California MCLE general credit  by the Calif. State Bar.
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SBCBA’s 2020-21 VIRTUAL INSTALLATION  
and  

Hallow-SCREEN 
PARTY  

Thursday, October 29, 2020 
5:30 p:  Zoom Cocktail 1⁄2 Hour 

6:00p:  Virtual Program 
 

Join the Board of Directors, Members of our Bench and your fellow 
bar members as we usher in the 146th year of the  

San Bernardino County Bar Association! 
This will be a 90 minute VIRTUAL program featuring A Cocktail Hour; 
a “Meet your Board” and Installation of Officers; a short presentation 

on our Vision2020 Fundraiser… and a Special presentation to be 
announced next week. 

and a “Best Hallow-Screen Costume” Contest… prizes awarded! 
Send us a photo of your costume by October 20th  

(yes, you must be wearing it): 
 

 contest2020@sbcba.org 
 

Attendees may remain online afterwards to join 
colleagues for chats in breakout rooms. 
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SBCBA’s 2020-21 VIRTUAL INSTALLATION 

and  
 

Hallow-SCREEN PARTY 
Sponsorships 
Diamond scythe  $2,000 

Includes 20 ATTENDEES, full page ad in Bulletin (one month) 
 

Platinum cauldron  $1,500 
Includes 15 ATTENDEES, a half-page ad in Bulletin (one month) 

 

Golden ghost  $1,000 
Includes 10 ATTENDEES & a quarter-page ad in Bulletin (one month) 

 

Silver STAKE  $500 
Includes 5 ATTENDEES, 1/8 page ad in Bulletin (one month) 

 

Bronze broomstick  
$250  

Includes 3 ATTENDEES 

Spooky Solo   
    $100 

      Includes 2 ATTENDEES 
 

Sponsors acknowledged on program, in Bar Bulletin,  
and on website - with your website link 

 

 
 

Go to www.sbcba.org/installation2020 to sponsor or RSVP 
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Video and Audio Deepfakes:
What Lawyers Need to Know
by Sharon D. Nelson, Esq., and John W. Simek
© 2020 Sensei Enterprises, Inc.

If some nefarious person has decent photos of your face, you 
too (like so many unfortunate Hollywood celebrities) could 

appear to be the star of a pornographic video. If someone has 
recordings of your voice (from your website videos, CLEs you 
have presented, speeches you’ve given, etc.), they can do a 
remarkably good job of simulating your spoken words and, just 
as an example, call your office manager and authorize a wire 
transfer – something the office manager may be willing to do 
because of “recognizing” your voice.

Unnerving? Yes, but it is the reality of today. And if you don’t 
believe how “white hot” deepfakes are, just put a Google alert on 
that word and you’ll be amazed at the volume of daily results.

Political and Legal Implications
We have already seen deepfakes used in the political area 

(the “drunk” Nancy Pelosi deepfake, a reference to which was 
tweeted by the president), and many commentators worry that 
deepfake videos will ramp up for the 2020 election. Some of 
them, including the Pelosi video, are referred to as “cheapfakes” 
because they are so poorly done (basically running the video 
at 75 percent speed to simulate drunkenness), but that really 
doesn’t matter if large numbers of voters believe it’s real. And 
the days when you could tell a deepfake video by the fact that 
the person didn’t blink are rapidly vanishing as the algorithms 
have gotten smarter.

In August 2019, the Democratic National Committee wanted 
to demonstrate the potential threat to the 2020 election posed by 
deepfake videos so it showed, at the 2019 Def Con conference, a 
video of DNC Chair Tom Perez. The audience was told he was 
unable to come but would appear via Skype. Perez came on 
screen and apologized for not being in attendance—except that 
he had said no such thing. It was a deepfake.

Another deepfake video surfaced of Facebook CEO Mark 
Zuckerberg in June 2019, with him supposedly saying: “Imagine 
this for a second. One man, with total control of billions of 
people’s stolen data. All their secrets, their lives, their futures. I 
owe it all to Spectre. Spectre showed me that whoever controls 
the data controls the future.” It was hardly a credible fake, but 
since he appeared to be talking to CBS, CBS asked that Facebook 
remove the video, complaining about the unauthorized use of 
its trademark.

The COVID-19 pandemic has even provided a platform for 
deepfakes. In April 2020, a Belgium political group released a 
deepfake video showing the prime minister of Belgium calling 
for forceful climate control change due to the linkage of COVID-
19 and environmental damage.

Just the possibility of a deepfake can cause doubts and 
questioning of the authenticity whether the video is fabricated 
or real. A real-world example comes from a small central Africa 
country in late 2018 called Gabon. Back then, the president 
of Gabon, Ali Bongo, failed to make a public appearance for 
months. Rumors began circulating that he was in poor health 
or even dead. The administration announced that Bongo would 
give a televised address on New Year’s Day hoping to put the 
rumors to bed and reestablish faith in the government. The 
video address didn’t go well as Bongo appeared to be unnatural 

with suspect facial mannerisms and unnatural speech patterns. 
The political opponents immediately claimed that the video 
was a deepfake and the conspiracy quickly spread on social 
media sparking an unsuccessful coup by the military. Experts 
still can’t definitely say if the video was authentic or not, but 
Bongo has since appeared in public. As USC professor Hao Li 
said, “People are already using the fact that deepfakes exist to 
discredit genuine video evidence. Even though there’s footage 
of you doing or saying something, you can say it was a deepfake 
and it’s very hard to prove otherwise.”

Deepfakes are capable of influencing elections and perhaps 
the rule of law, which should certainly compel the attention of 
lawyers, especially since many lawyers regard the rule of law as 
already under fire.

Legislation has been introduced in Congress to do something 
about deepfakes to prevent an impact on our elections. It 
has gone nowhere. The First Amendment is often cited as an 
obstacle to legislation, as is the fair use provision of copyright 
law, existing state privacy, extortion and defamation laws, and 
the Digital Millennium Copyright Act, all for different reasons.

The Malicious Deep Fake Prohibition Act, introduced in 
Congress, would make it a federal crime to create a deepfake 
when doing so would facilitate illegal conduct. It was not 
well received. The DEEPFAKES Accountability Act requires 
mandatory watermarks and clear labeling on all deepfakes 
(oh sure, the bad guys will respect that law!). It contains a very 
broad definition of deepfakes, which almost certainly would 
guarantee that it would face a constitutional challenge. In 
short, we haven’t gotten close to figuring out how to deal with 
deepfakes via legislation.

And yet, according to a June 2019 Pew Research Center survey, 
nearly two-thirds of Americans view altered videos and images 
as problematic and think something should be done to stop 
them. According to the survey, “Roughly three-quarters of U.S. 
adults (77 percent) say steps should be taken to restrict altered 
images and videos that are intended to mislead.” The survey 
indicated that the majority of Republicans and Democrats 
believe that.
What Is a Deepfake Video?

No worries, we’ll get to deepfake audios later. The audios are 
a new phenomenon in the toolbox of criminals, but deepfake 
videos have become—quickly—terrifyingly mainstream. 
Remember the “old” days of video manipulation when we 
were all amazed, watching Forrest Gump as he met President 
Kennedy 31 years after the president’s assassination? Ah, the 
days of innocence!

We are writing here for lawyers, so we are not going into the 
weeds of how true deepfakes are produced. It is a remarkably 
complex process when well done. But we can give you a 10,000-
foot picture of what deepfakes are and how, in vastly simplified 
terms, they are created.

We actually like the Wikipedia definition of deepfake: “a 
portmanteau of ‘deep learning’ and ‘fake’ is a technique for 
human image synthesis based on artificial intelligence. It is used 
to combine and superimpose existing images and videos onto 
source images or videos using a machine learning technique 
known as generative adversarial network. The phrase ‘deepfake’ 
was coined in 2017. Because of these capabilities, deepfakes 
have been used to create fake celebrity pornographic videos or 
revenge porn. Deepfakes can also be used to create fake news 
and malicious hoaxes.” 

If you thought Photoshop could do bad things, think of 
deepfakes as Photoshop on steroids!
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Deepfake video is created by using two competing (and yet 
collaborative) AI systems—a generator and a discriminator. 
The generator makes the fake video and then the discriminator 
examines it and determines whether the clip is fake. If the 
discriminator correctly identifies a fake, the generator learns to 
avoid doing the same thing in the clip it creates next.

The generator and discriminator form something called 
a generative adversarial network (GAN). The first step in 
establishing a GAN is to identify the desired output and create 
a training dataset for the generator. Once the generator begins 
creating an acceptable level of output, video clips can be fed 
to the discriminator. As the generator gets better at creating 
fake video clips, the discriminator gets better at spotting 
them. Conversely, as the discriminator gets better at spotting 
fake video, the generator gets better at creating them. The 
discriminator and generator work iteratively against each 
other. Over time, the success rate of the discriminator drops 
towards 50%. Basically, the discriminator is randomly guessing 
as to whether the video is real or not. If thinking about that 
makes your head spin, you are not alone.

Yes, it is technical and not especially easy to understand, 
though there are (of course) Ikea-like DIY toolkits that will do 
most of the advanced work for you. It is particularly disturbing 
that free deepfake generators are available in the open-source 
community where there are no ethical rules enforced.

Want to try your hand at a video deepfake? Download and 
install the Reface app (previously known as Doublicat) on 
your iPhone or Android device. Reface uses AI technology to 
let users “Create hyper-realistic face swap videos & gifs with 
just one selfie.”
Hany Farid on Deepfakes

Hany Farid, a professor who is often called the father of 
digital image forensics, is a special hero to the authors. His 
incredible work on detecting altered images has inspired us for 
years. Here is what Farid says about deepfakes:

“The technology to create sophisticated fakes is growing 
rapidly. Every three to six months, we see dramatic 
improvements in the quality and sophistication of the fakes. 
And, these tools are becoming increasingly easier to use by the 
average person. Deepfakes (image, audio and visual) can have 
broad implications ranging from nonconsensual pornography 
to disrupting democratic elections, sowing civil discord and 
violence, and fraud. And more generally, if we eventually live 
in a world where anything can be faked, how will we trust 
anything that we read or see online?”

That’s a darn good question for which, at the moment, no 
one has a satisfactory answer.

Farid doesn’t believe, and we agree, that we can truly control 
the deepfakes situation. To exercise any degree of control, 
according to him, “will require a multifaceted response from 
developing better detection technology to better policies on 
the large social media platforms, a better educated public and 
potentially legislation.”

New photo and video verification platforms like Truepic 
(full disclosure: Farid is an advisor to the company) use 
blockchain technology to create and store digital signatures 
for authentically shot videos as they are being recorded, 
which makes them easier to verify later. But today, that is the 
exception and not the reality.

By the way, sharing deepfake revenge porn is now a crime 
in Virginia (effective July 1, 2019), the first state to make it a 
crime. We hope many more will follow. How do we combat 
the spread of $50 apps like DeepNude (thankfully defunct, but 

there will be others), which could undress women in a single 
click? DeepNude was trained on more than 10,000 images of 
nude women and would provide the undressed woman within 
30 seconds—and of course the image could be shared to smear 
reputations (sending it to the woman’s employer or friends 
and family) or to post online as revenge porn.
How Do We Tell If a Video Is a Deepfake?

Researchers can now examine videos for signs it’s a fake, 
such as shadows and blinking patterns. In June 2019, a 
new paper from several digital forensics experts outlined a 
more foolproof approach that relies on training a detection 
algorithm to recognize the face and head movements of a 
particular person, thereby showing when that person’s face 
has been imposed onto the head and body of someone else. The 
drawback is that this approach only works when the system 
has been trained to recognize particular people, but it might at 
least keep presidential candidates safe from attack.

Another problem is that technological advances are 
happening at lightning speed. Researchers published a study 
showing that irregularities with the eyes blinking could be 
used to identify a deepfake video. Unfortunately, several 
months later, the generators learned how to correct for the 
blinking imperfection putting detection back several steps.

In August 2019, the Defense Advanced Research Projects 
Agency (DARPA) announced a new initiative intended to 
curtail malicious deepfakes, which we all have seen spreading 
rapidly. Using the Semantic Forensics program, or SemaFor, 
researchers will train computers to spot deepfakes by using 
common sense. Don’t ask us how that works. In any case, 
we fear that DARPA may be a bit late to the game as the 2020 
election approaches. 

The internet is rife with stories of how, when audio is a 
part of a deepfake video, our new best friends might be mice. 
There has been some fascinating new work at the University 
of Oregon’s Institute of Neuroscience. There, they have a 
research team training mice to understand differences within 
human speech. So who knew that mice had that capability? 
While most people don’t likely know what phenomes are, they 
are small sounds we make which make one word discernible 
from another. The mice were able to correctly identify sounds 
as much as 80% of the time. And since they were given treats 
when they were correct, they were no doubt listening closely. 
Imperfect? Sure, but another weapon in the arsenal we are 
developing to detect deepfakes. 

Progress has been impressive. Still, the deepfakes are getting 
better all the time. Are we ready for a barrage of deepfake 
videos before the 2020 election? The almost unanimous answer 
of the experts is “no.”

To return to Farid’s colorful expressions of futility, “We 
are outgunned. The number of people working on the video-
synthesis side, as opposed to the detector side, is 100 to 1.” 
Those are daunting odds.
Audio Deepfakes

As if deepfake videos weren’t driving us crazy trying to 
discern the real from the unreal, now voice-swapping has begun 
to be used in artificial intelligence cyberattacks on business, 
allowing attackers to gain access to corporate networks and 
persuade employees to authorize a money transfer.

Business email compromise (BEC) attacks have become 
woefully common. Generally, they start with a phishing email 
to get into an enterprise network and look at the payment 
systems. They are looking for the employees authorized to 
wire funds and the entities that they usually wire funds to. 
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It is a theatrical game, as they emulate the executive, scaring or 
persuading the employee. This is really ramping up the success 
of the acts as using the phone to impersonate an executive is a 
powerful tool.

As with video deepfakes, the AI has GANs that constantly 
teach and train each other, perfecting the outcome.

Also emulating the fake videos, the bad guys come up 
with a convincing voice model by giving training data to the 
algorithm. The data might come from speeches, presentations 
or law firm website videos featuring the voice of the executive. 
Why is deepfake audio more flexible? Well, with video, there 
needs to be a baseline video. Not so with audio deepfakes. Once 
there is a credible audio profile created, the attacker can use 
“text-to-speech” software and create any script desired for the 
phony voice to read.

A year ago, creating deepfake audio was not easy or cheap—it 
took time and money, which is a bar to many attackers. The 
most advanced systems took just 20 minutes of audio to create 
a voice profile, but in most cases systems needed hundreds 
of hours of audio to create a credible deepfake audio. All of 
that has changed. Today, competent audio deepfakes can be 
generated from just a few minutes of audio.

No longer do you have to spend thousands of dollars training 
a very convincing deepfake audio model. There are many 
examples of very credible synthetic audio. Just jump over to 
the Vocal Synthesis YouTube channel and you’ll be totally 
impressed at the quality and accuracy of Jimmy Carter reading 
the Navy Seals Copypasta. The audio was created entirely by a 
computer using text-to-speech software trained on the speech 
patterns of Jimmy Carter.

You can increase your success rate by adding additional 
environmental sounds. Background noise of some kind, traffic 
noises, for instance – that help gloss over imperfections in the 
audio. Real attacks we’ve seen thus far cleverly used background 
noise to mask imperfections, for example, simulating someone 
calling from a spotty cellular phone connection or being in a 
busy area with a lot of traffic.

These attacks are no longer hypothetical. Last year, a CEO 
was scammed out of $243,000 by an audio deepfake purporting 
to be the chief executive of the firm’s German parent company. 
The convincing part was that the CEO recognized the slight 
German accent in his boss’ voice.

Security company Pindrop analyzes voice interactions in 
order to help prevent bank fraud and has come across some 
pretty clever criminals using background sounds to throw off 
banking reps. “There’s a fraudster we called Chicken Man who 
always had roosters going in the background. And there is one 
lady who used a baby crying in the background to essentially 
convince the call center agents, that ‘hey, I am going through 
a tough time’ to get sympathy.” We’ve got to admit—these 
people are crafty.
How Can We Defeat Audio Deepfakes? 

Those who can authorize wire payments might want to take 
a look at the audio footprints they have in the public realm to 
assess their degree of possible risk? If the risk is considerable, 
they should tighten requirements before funds are sent.

Naturally, researchers are working out ways to review the 
audio of a call authorizing the release of funds to assess the 
probability that it is real or fake. We are not sure yet about the 
implementation of a certification system for inter-organizational 
calls, but it’s a possibility. Another possibility would use 
blockchain technology in combination with voice-over-IP 
(VoiP) calls in order provide caller authentication. Upper-level 

law firm personnel who have the authority to issue payments 
should review their available body of public audio to determine 
their level of risk and perhaps implement added verification 
requirements. Of course, the possibility that an attacker might 
engage a target in a phone or in-person conversation to obtain 
the voice data they need should also be considered as this takes 
its place among the more common AI cyberattacks. Yikes.

Researchers from Symantec have undertaken a new method 
of analyzing a call’s audio – in the end producing a probability 
rating of its authenticity.  Is it possible to employ a certification 
system for inter-organizational calls? Researchers are looking at 
that too. Can we use the technology of blockchain as a means 
of authentication?  That is also being researched. As you can 
imagine, it is (as they say) complicated.

Defenses against these attacks summon all the rules of 
cybersecurity, including the wisdom of educating employees. 
There is little knowledge among employees about these 
deepfakes, particularly the audio fakes. After training, employees 
are much more apt to be suspicious of an unusual payment 
request or – another frequent ploy – a request for network 
access. While we wait for new technology, protection against 
these new AI cyberattacks ties in with basic cybersecurity in 
handling all forms of BEC and invoicing fraud—the foundation 
is employee education. Most employees are not currently aware 
of what deepfake audios are, let alone the possibility that faked 
audio can be used to simulate a call from a superior. Education 
can motivate an employee to question an unusual payment or 
network access request. Putting additional verification methods 
in place is wise.

There is both good and bad news when it comes to identifying 
fake audio. As previously mentioned, technology is making the 
voice fabrications better and better every day. High-fidelity 
audio can sound pretty convincing to the human ear. However, 
the longer the clip, the more likely you are to be suspicious when 
you hear slight imperfections. Be suspicious if the audio sounds 
a little too “clean” as if generated with professional equipment 
in a recording studio. 

When Pindrop analyzed audio, the systems look for 
characteristics of human speech to determine if it is even 
physically possible to make the sounds heard. “When we look 
at synthesized audio, we sometimes see things and say, ‘this 
could never have been generated by a human because the only 
person who could have generated this needs to have a seven-
foot-long neck.”

Baseline BEC defenses such as filtering and authentication 
frameworks for email can stop these attacks in their tracks by 
snagging phishing emails before being delivered. As always, 
require multi-factor wherever you can. We always advise law 
firms to require that an employee who receives a wire funds 
request call the authorizing party back – at a known good 
number – never at a number given in the audio message. Verify 
everything!
New Targets

Original deepfakes targeted politicians, public figures and 
celebrities since they took hours of video showing the target’s 
face to generate believable output. That’s all changed. Today’s 
advanced artificial intelligence and machine learning can 
generate believable deepfakes using a single picture of the target 
and only five seconds of their voice. This means that anyone can 
be a victim if you use any social media or participate in video 
conference calls.

Deepfake ransomware is the latest trend. Security company, 
Trend Micro, reported that deepfakes can be used to blackmail 
people into paying significant ransom fees or turning over 



13October 2020 • San Bernardino County Bar Bulletin 
sensitive company information. Think of it as the next 
generation sextortion scam. Cybercriminals are monetizing 
the deepfake scam. Trend Micro stated, “A real image or video 
would be unnecessary. Virtually blackmailing individuals is 
more efficient because cybercriminals wouldn’t need to socially 
engineer someone into a compromising position. The attacker 
starts with an incriminating Deepfake video, created from 
videos of the victim’s face and samples of their voice collected 
from social media accounts. To further pressure the victim, the 
attacker could start a countdown timer and include a link to a 
fake video. If the victim does not pay before the deadline, all 
contacts in their address books will receive the link.” Scary 
stuff.
Evidentiary Impact

Fabrication of email and text messages has been around for 
several decades. It is fairly easy to spoof an email or make a 
text message appear to come from someone other than the real 
person. The quick and simple way is to change the contact name 
of the phone number in your phone and have your accomplice 
(the one that really has the phone number) send you text 
messages supporting your fraud. That’s exactly what happened 
in a recent California case.

The landscape has now evolved to video manipulation. Pretty 
much everyone has a smartphone with a camera capable of high-
resolution recording. Even home security cameras can deliver 
4K resolution and are not very expensive. Armed with video 
evidence, the footage can be modified to tell a different story. In 
other words, think of it as a type of video deepfake. The tools 
are plentiful and commercially available. Some are even free. 
As Jude Egan, a certified Family law Specialist certified by the 
California State Bar Board of Legal Specialization, stated, “As 
it gets simpler to manipulate video footage, I will have no real 

way of knowing what footage has been manipulated and what 
has not. This is especially true for footage taken when my client 
– or anyone I can find as an actual witness – was not present 
when the footage was taken, such as the other party getting into 
a public brawl or being intoxicated or under the influence of 
drugs.”

Electronic evidence has always been a thorny subject with 
jury trials. Many jurors expect there to be scientific testing and 
testimony (e.g. DNA) to support the evidence. It is known as 
the CSI effect. Jurors want to hear from an expert just like on 
the CSI TV series. The situation isn’t very different with the 
potential for deepfakes. Jurors or attorneys may think they are 
dealing with a deepfake when the video is totally authentic. 
The suspicions may now require each party to have an expert 
testify that the evidence is real or fabricated. We believe this is 
the next generation of the CSI effect. If one party doesn’t put an 
expert on the stand, jurors may not trust the evidence. In other 
words, “Why didn’t you have an expert testify that there was 
no manipulation of the video? That must mean the video is a 
deepfake.” Unfortunately, our beliefs are supported by Riana 
Pfefferkorn, associate director of surveillance and cybersecurity 
at Stanford’s Center for Internet and Society. She said, “This is 
dangerous in the courtroom context because the ultimate goal 
is to seek out truth. My fear is that the cultural worry could be 
weaponized to discredit [videos] and lead jurors to discount 
evidence that is authentic.” The burden would then shift to the 
party that introduced the evidence to prove that it is authentic. 
This is a similar phenomenon that occurs with e-discovery, 
where costs can skyrocket when one party makes unreasonable 
requests dealing with electronic evidence.

Even Hany Farid opined, “I expect that in this and other realms, 
the rise of AI-synthesized content will increase the likelihood and 
efficacy of those claiming that real content is fake.”

Final Thoughts
We tried to keep the information above as 

readable and informative as possible. The 
truth is, very few lawyers understand the risks 
of deepfake audios and videos and how to 
address them. More and more, we are asking 
law firms to accept a homework assignment, 
which is now an important piece of the ever-
evolving cybersecurity threats. While it is fairly 
inexpensive to generate credible deepfake audio 
today, generating credible video deepfakes 
is a lot more difficult. However, as the cost of 
computational horsepower goes down, we’re 
sure that video deepfakes will become more 
affordable to the masses.
________________________________________
Sharon D. Nelson is a practicing attorney and the 
president of Sensei Enterprises, Inc. She is a past 
president of the Virginia State Bar, the Fairfax 
Bar Association and the Fairfax Law Foundation. 
She a co-author of 18 books published by the ABA. 
snelson@senseient.com
John W. Simek is vice president of Sensei Enterprises, 
Inc. He is a Certified Information Systems Security 
Professional, Certified Ethical Hacker, and a nationally 
known expert in the area of digital forensics. He and 
Sharon provide legal technology, cybersecurity and 
digital forensics services from their Fairfax, Virginia 
firm. jsimek@senseient.com.

SUCCESSFUL DUI TRIAL LAWYER 
·  Practice Limited to DUI Defense 

·  Extensive Knowledge Behind the Science 

·  Trained in Field Sobriety Testing 

·  Well Versed in DMV Licensing Issues 

·  Referrals Accepted 

 

   Patrick J. Silva 
    ATTORNEY AT LAW 

 205 East State St. 
 Redlands, CA 
 909-798-1500 
 www.pjsduilaw.com 
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CLASSIFIED ADS
SERVICES

BACK-UP & REDUCED COST POWER-FREE CPUC Fire 
Threat Analysis for Solar Battery Back-Up Paid By CA 
SGIP Rebates. info@puregoldsolar.com or 909-223-7357

TAX ATTORNEY– SAN BERNARDINO / RIVERSIDE 
Persons or businesses w/ substantial tax-related problem 
contact David D L Horton, Esq., & Assoc., APC. David D L 
Horton, Esq., EA, is admitted to practice before the IRS, in 
Calif. crts, fed. courts, U.S. Tax Court, &U.S. Court of Fed. 
Claims. Contact David at the Law Firm of D L Horton, Esq., 
& Associates, APC, by phone or email. (310)310-9866; 
Tax@HortonEsq.com.

REAL ESTATE SERVICES for Divorce and Probate Clients 
– We’ll successfully market and sell your client’s home in 60 
days or less! We’ll assist your clients with extreme diligence, 
care, and concern during this trying time. Arvel Henderson, 
MA.Ed BRE02007930, Keona Henderson BRE02009087 
Caldwell and Taylor Realty. 909-475-7035 Hendersonreales
tateteam@gmail.com – www.hendersonrealestateteam.info
EXPERT WITNESS for pedestrian accidents. Over 25 yrs 
exp. in slip & fall, ramp, & stairways. Sub-chairman ASTM 
15.03 (Bathing Facility Safety). Experience in over 60 depos 
and 25 trials. Mel Friedlander, P. E. PH: 951 301-4152. 
Email: mailmf@verizon.net

CPA FORENSIC ACCOUNTANT Kathy Johnson. Business 
Valuations, Cash Flow, Separate vs. Community Prop. 
Tracing. Court-Appointed Expert, Receiver, Special Master. 
Call 909/889-8819, Fax 909-889-2409 451 E. Vanderbilt 
Way #325, SB 92408.

12 YEAR FAMILY LAW ATTORNEY available for contract 
work and court appearances @ $75 per billable hour. 
Please email: attorneyilene@icloud.com 

CONTRACT ESTATE PLANNING SERVICES. Exp. contract 
est. plan. atty avail. on assignment basis. Svcs inc. drafting 
complete est. planning packages, rev. trusts, irrevoc. trusts, 
restatements of trust, amendments of trust, pour-over wills, 
durable powers of attorney, adv. health care directives, & other 
est. plan. docs. Robert Wolfe, Esq., CPA Masters in Tax, at 
206/409-1754 or rtwolfe1@yahoo.com.

COMMERCIAL REAL ESTATE LEASING & SALES - Local 
Real Estate Broker avail. for marketing and negotiating 
properties. John Dohm BRE #00820887 -Thompson 
Commercial Real Estate Investment Services Inc. 909-771-
7889 Cell/ 909-518-0343 Office. www.tcreis.com/E-mail: 
john@tcreis.com 

FREELANCE ATTORNEY avail. to provide legal research/
writing srvcs to attys on project-by-project basis. Prior exp. 
3 years as fed. jud. law clerk. Lic. in Calif. For info, visit 
www.meghandohoney.com

FAMILY LAWYERS w/ over 25 combined yrs of exp.  Serving 
San Bernardino & Riverside. H Bui Law Firm @ 626-683-7574. 
Free consults.

EXPERT WITNESS for pedestrian accidents. Over 25 years 
experience in slip and fall, ramp, and stairways. Sub-chairman 
ASTM 15.03 (Bathing Facility Safety). Experience in over 60 
depositions & 25 trials. Mel Friedlander, P.E. Ph:951/301-
4152. Email: mailmf@verizon.net

CERTIFIED REAL ESTATE DIVORCE SPECIALIST, Certified 
Real Estate Seniors Specialist & Real Estate Broker. Realtor 
Albert Calderon, licensed since 1995. Knowledge, experience, 

patience & understanding are the pillars to my approach to 
assisting your clients. I am The Legal Community’s Real 
Estate Resource. Contact me at (626)373-4962 or albertcalde
ron838@gmail.com.

KING OF PROBATE: LYLE STOTELMYRE - MBA, Lic. 
Prof. Fid. #125, issues royal decree granting 10% rebate 
of statutory fees to his loyal entourage in contested probate 
cases. lylestotelmyre@gmail.com. 09-648-8091

REG. PROCESS SERVER / paralegal svces. Rsnble rates, 
local serves start $40 909-451-9819 - Carol.

LEGAL SECRETARY IN UPLAND. Ellie’s Legal 
Secretarial Service. Preparation of most court forms, 
Guardianships, Family Law, Probate, Evictions, Grant 
Deeds, Restraining Orders, Notary Public. (951)897-
2397 or (909)985-7162 / email carolflis@aol.com

NEED INVESTIGATIVE RESULTS? Stewart Investigative 
Services, Inc./S.I.S. Investigations Lic. Private 
Investigation Firm for 27 years - Criminal, Civil, 
Insurance & Corporate Investigations - Call (909) 484-
1500 www.sisinvestigations.net. 

WORKERS’ COMP SPECIALIST: Free consult for 
clients injured on the job, or fired because they reported 
a work injury: Nancy Wallace 909-381-2771; http:
//www.imhurt.info

LAW OFFICES OF GERARD R. DAGONESE and 
Conflict2Peace Ministries: Experienced attorney and 
Certified Christian Conciliator™ provides mediation, 
arbitration, and reconciliation services under the Rules 
of Procedure for Christian Conciliation. Contact Gerard 
Dagonese (909) 742-7154 for info.

LOCAL REAL ESTATE BROKER & CPA, Court-
Appointed Expert and Receiver for Property Sales and 
Management, available to sell and manage properties 
for your Clients.  Howard Friedman, Broker, CPA, 
Realicore, 909-486-2960.

FAMILY LAW/ CIVIL LITIGATION ATTORNEY w/
multiple years exp. avail. for depos and appearances 
including federal court throughout SO CA. Please call 
Shauna M. Wickham - 951/440-6938.

EXP’D FAMILY LAW Paralegal / Legal Secretary 
available on a contract basis. For immediate assistance, 
call (951)805-4735 or e-mail Slopez7267@aol.com.

EMPLOYMENT
INSURANCE DEFENSE FIRM which specializes in the 
area of Medical Malpractice is in need of a part time Legal 
Secretary in their San Bernardino branch office. Please Email 
your resume to Kstosuy@kdk.legal

ATTORNEY POSITION - Small personal Injury (PI) firm 
desires attorney for associate program. May lead to future 
ownership! (Senior attorney a few years from retirement). 
Desire self starter, prefer 5 years of experience, but will 
interview others with passion for the profession. Salary 
negotiable. Percentage bonuses available. Gas card after 
probation. Must be able to work with church associations. 
position available by March 1, 2020. Please send resume to 
c.parsons@lawyerswhofight.com If desire, call lead attorney, 
William Kennedy, directly at (951) 533-1295.

NEEDED: WORKER’S COMPENSATION APPLICANT 
ATTORNEY for San Bernardino firm Please send resume 
to Randall Schiavone at Rschiavone@ksa-atty.com, or send 
resume by facsimile to (909) 384-0673

12 YEAR FAMILY LAW ATTORNEY available for contract 
work and court appearances @ $75 per billable hour. 
Email: attorneyilene@icloud.com 

LITIGATION ATTORNEY–INSURANCE DEFENSE: AV-
rated Riverside civil defense firm seeks associate attorney 
with a minimum 4 to 6 years’ experience in tort litigation and 

insurance defense related work; with excellent research, 
writing and advocacy skills. Salary is commensurate with 
experience. Send resume, cover letter, and writing samples 
to stamiso@tclaw.net.

CIVIL LITIGATION/PREMISES LIABILITY ATTORNEY -
Seeking atty to join our Civil Litigation/Premises Liability team. 
Potential candidates must possess strong background in 
litigation matters (min. 3 yrs of civil litigation, premises liability 
& ins. def. exp). Requirements for this position: exlnt. written 
& oral communication skills, excellent org. & interpersonal 
skills, acute attention to detail; ability to multi-task; must 
have initiative, be able to act decisively, work independently 
& exercise exlnt & ethical judgment. Send resumes to 
vb@varnerbrandt.com.

MISCELLANEOUS
BIGGER FEES IN S ORANGE CO staffed BRANCH office for 
rent or purchase at $67.5K 949-371-1504
CHILDHELP IS A NON PROFIT that serves abused 
children and families. Our foster care agency is moving 
our office to San Bernardino and we are in need of good 
furniture (used furniture is welcome). We have the ability 
to pay but donations would be appreciated. We are in need 
of several desks, chairs and conference room furniture. We 
appreciate your help! Feel free to contact me at: 908-255-
4418 - Ike Kerhulas.

OFFICE SPACE
BIGGER FEES IN S ORANGE CO staffed BRANCH office for 
rent or purchase at $67.5K 949-371-1504

OFFICE SPACE FOR RENT, DOWNTOWN SAN 
BERNARDINO-EXCELLENT LOCATION: Private Office 
($500/mo.) suite with reception area. Great location on the 
2nd floor in the Wells Fargo Bank Building in downtown San 
Bernardino, across the street from the Courthouse & walking 
distance to County offices. Includes all utilities, daily janitorial 
services, use of common space including kitchen & conference 
room, on-site security, private parking & convenience of Bank. 
Call Sandy at (909) 884-6451 for more info.

Comfort Zone

Rosario M. Briseño
Professional Supervised Visitation Monitor
Serving Los Angeles, San Bernardino, and 
Riverside Counties.

(562) 572-6974

comfortzones@yahoo.com
www.rosariobriseno.com
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“A PREMIER SERIOUS INJURY AND WRONGFUL DEATH  
LAW FIRM IN THE INLAND EMPIRE” 

“Using our resources, let’s talk about partnering or referring your cases” 

893 East Brier Drive 
San Bernardino, California  92408 
IE: (909) 890-1000 • OC: (949) 922-8690 
Toll Free: (877) 611-1529 

www.wshapiro.com 
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WORKERS’ COMPENSATION LAW CERTIFIED SPECIALISTS
STATE BAR OF CALIFORNIA / BOARD OF LEGAL SPECIALIZATION  

Lerner, Moore, Silva, Cunningham & Rubel
 Ph: 909/ 889-1131• Fax: 909/884-5326

141 North Arrowhead Avenue, Suite 1
San Bernardino, California 92408-1024 

www.injuryatwork.com

 We have over 70 years of experience in representing injured and disabled workers before the Workers’ 
Compensation Appeals Board and Social Security Administration.  If you have clients who need help 
with Workers’ Compensation or Social Security problems, please have them call our office for a free 

consultation. We pay referral fees in accordance with State Bar Rule 2-200(A).

Workers’ 

Compensation 

or

Social Security 

Disability 

Issue?

Maybe we can help.Don Featherstone, Andrea S. Aguilar, Francisco T. Silva,  
Darla A. Cunningham, Scott M. Rubel


