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Topics for discussion 

 Common audit exceptions 

 Areas of audit focus and trends 

 Capital assets accounting risks 

 IT security risks 

 SAO useful resources 

 What can I do for you? 
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Get to know Scott 

 6th year with the office 

 Assistant State Auditor 4 

 Statewide specialist 
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 We have a mutual goal:  Do the right thing for your 
constituents.  

 Our role is to show the public what you’re doing with their 
money. 

 Some of these ideas could make your audit easier. 
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What’s in it for you? 
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AUDIT EXCEPTIONS & TRENDS 
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Common Audit Exceptions 

 In a survey of audits since the start of 2016, these were the 
most common findings and management letters (175 audit 
reports) 

1. Financial Reporting (most often it was capital assets) 

2. Payroll/Compensation/Benefits 

3. Cash Receipting 

4. Procurement was close to moving up the list 
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Most common exit items 

71 

24 

19 

19 

18 

Exit Items 

Accounting/Financial
Reporting
Federal Grants

Cash Receipting

Procurement

Payroll/Comp/Benefits
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Areas of audit focus 

 Additional Compensation/Bonuses/Extra pay/Incentive 
programs  

 Leasing activities 

 Charges for services and billing 

 Cash receipting 

 Safeguarding of property such as small and attractive assets 

 IT risks such as user access and data backup and recovery 

 Capital asset accounting 
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CAPITAL ASSETS 
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Capital assets – Biggest areas for improvement 

 Poor asset records 

 Don’t move CIP to depreciable when placed into service 

 Capitalize instead of expense 

 Complicated non-routine capital items 

 Don’t remove assets when replaced 

 Operational information doesn’t align with financial records 

 Policies lacking adequate detail relating to all of the above 
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Poor asset records 

 Weak asset descriptions and records.  

 No excuses for your predecessors 

 If you have a hard time explaining what an asset is, auditors 
will have a hard time making conclusions 

 Improving asset records should include project 
managers/engineers if possible 

 If it’s reasonable, just document conclusions reached 

 You can’t do nothing 



O f f i c e  o f  t h e  W a s h i n g t o n  S t a t e  A u d i t o r  

Placing CIP into service 

 Refer to BARS 3.3.10.90 

 Place into service when substantially complete.  

 Substantially complete is when the asset can at least partially 
perform its intended function. (The reference gives examples) 
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Don’t remove assets when replaced 

 Replacement of infrastructure is the most common 

 Pilings 

 Docks 

 Parking lots 

 Remodel to extend useful life 

 Reroofing a facility 

 BARS 3.3.10.80 gives some really good guidance and 
examples. 

 You can’t do nothing 
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 Useful lives don’t match replacement schedules 

 Capital budgeting decisions made without reconciling 
operational to financial 

 Improve communication with operational staff about 
capitalizing assets 

 Re-evaluate capital asset policies for adequate detail and 
completeness 
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Operational information doesn’t match financial records 
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Complicated case by case scenarios for ports 

 Jointly owned assets 

 Large development projects 

 Environmental mitigation sites 

 Dredging 

 Capitalization decisions should consider what qualifies as 
assets 

 Identify assets, not projects 

 Document decisions for complicated items 
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 Make policies more complete and specific 

 MRSC has examples for capital asset policies 

 Reconcile asset records periodically 

 Make sure everything’s there 

 Make sure you still own the asset 

 Look for possible duplicates 

 Review GFOA Accounting for Capital Assets book 

 Submit a Helpdesk to our office or to GASB 
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Possible solutions 
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 Existence / Rights and Obligations: Confirm the assets 
reported on the capital asset list existed (or were owned by 
the government) at year end. 

 Test: Select assets from their list and physically verify assets 
reported as owned were indeed owned at year-end. 

 Completeness: Confirm all capital assets owned by the entity 
are included on the asset list. 

 Test: Select assets from the field or expenditures to trace back 
to list. 
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Auditor secrets revealed 
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 Classification: Confirm the asset is classified in the correct 
balance and/or opinion unit. 

 Test: Verify that CIP is not substantially completed. Or verify 
that depreciable assets are being depreciated and non-
depreciable assets are not being depreciated. 

 Valuation: Confirm the asset or depreciation was accurately 
valued at year end. 

 Test: Recalculate depreciation to make sure assets are not 
overdepreciated, depreciated on a basis different from policy, 
or depreciated on a ‘creative’ basis.  
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Auditor secrets revealed 
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IT SECURITY 
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 Phishing and pretexting represent 93% of breaches 

 Email continues to be most common vector (96%) 

 Could stop about 90% of all breaches if people stopped clicking 
on the wrong things in emails 

 6% of breaches can be attributed to patchable vulnerabilities 

 Privilege misuse/abuse is a leading cause of data breaches 

 Often due to curiosity 

 Usually unintentional 
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Biggest causes of security breaches (Verizon Report) 
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IT security risk protection – TOP 5 

 

#1  Training / awareness  

#2  Vulnerability management 

#3  Protect administrative privileges  

#4  Securely configure systems 

#5  Incident Response 
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Reporting cybersecurity incidents 

 Some but not all cybersecurity incidents should be reported 
to SAO 

 For government agencies, report fraud or theft to our Office: 

 http://portal.sao.wa.gov/saoportal/public.aspx/LossReport 

 Data breach notification: 

 www.atg.wa.gov/data-breach-notifications  

 File a complaint with the FBI Internet Crime Complaint Center: 

 www.ic3.gov   (regardless of loss size) 

 https://BEC.IC3.gov   (business email compromises) 

 

http://portal.sao.wa.gov/saoportal/public.aspx/LossReport
http://www.atg.wa.gov/data-breach-notifications
http://www.ic3.gov/
https://bec.ic3.gov/
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Information coming out from SAO 

 New tools coming soon  

 Micro IT audits 
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Useful information 

Links to various resources: 

 MS-ISAC – Multi-State Information Sharing & Analysis Center - https://www.cisecurity.org/ms-isac/     

 CIS – Center for Internet Security – CIS Top 20 Critical Security Controls  

 FEDVTE – Federal Virtual Training Environment - https://fedvte.usalearning.gov/ 

 OCIO – Office of the Chief Information Officer – Standard No.141.10 – Securing Information Technology Assets 

 InfraGard – FBI/Private sector partnership for protection of critical infrastructure - https://www.infragard.org/ 

 US-CERT – United State Computer Emergency Readiness Team - https://www.us-cert.gov/ 

                 US-CERT ransomware guidance page. https://www.us-cert.gov/Ransomware 

 Center For Audit Quality – Risk Management Oversight (full document) 

 MRSC - Cybersecurity Resources for Local Governments Page 

 MRSC – Information Security Assessment Tool  

 SAO - Audit Connection (occasionally covers current Cybersecurity trends and topics) - 
https://auditconnectionwa.org/ 

 LGPC – SAO’s Local Government Performance Center - http://www.sao.wa.gov/local/Pages/LGPC.aspx 

 

https://www.cisecurity.org/ms-isac/
https://www.cisecurity.org/controls/cis-controls-faq/
https://fedvte.usalearning.gov/
https://ocio.wa.gov/policy/securing-information-technology-assets-standards
https://www.infragard.org/
https://www.us-cert.gov/
https://www.us-cert.gov/Ransomware
https://www.thecaq.org/cybersecurity-risk-management-oversight-tool-board-members
http://mrsc.org/getdoc/3ea7d3f8-edb4-410f-ab63-11d369df5343/Cybersecurity-Resources-for-Local-Governments.aspx
http://mrsc.org/Home/Explore-Topics/Public-Safety/Special-Topics/Information-Security-Assessment-Tool.aspx
https://auditconnectionwa.org/
http://www.sao.wa.gov/local/Pages/LGPC.aspx
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PERFORMANCE CENTER 
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Performance Center 

 Offers training and tools to help local governments improve 
performance and effectiveness 

 Resources and services are free of charge 

 Tools can make audits easier if used 
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Performance Center  
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Performance Center - Financial reporting risk assessment 
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Performance Center – Capital Asset Checklist 
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Performance Center – Federal Grant compliance assessment 
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Performance Center – Small & Attractive Assets 
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How can you make the audit smoother? 

 Write out your processes 
 Accounts payable 

 Payroll 

 Billing and receipting 

 Bank reconciliations 

 Year end statement preparation (checklist) 

 Capital assets 

 Always sign and date things 
 If a financial statement balance is $1,523,991 please have 

something you can show the auditor that adds up to that 

 Be open with your auditors  
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How can I help? 

 What do you find your auditors are unprepared for when 
coming to your audit that I could help them with? 

 Are there resources you think we could work on to provide? 

 Etc? 
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Contact Information 
 

Scott Hylton 
Scott.Hylton@sao.wa.gov 

(360) 676-2165 
 

Or Helpdesk at sao.wa.gov 

 

mailto:Scott.Hylton@sao.wa.gov
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