
Collect Information 
to Triage Scope, 

Criticality, and Risk

Response  Process 
Complete

Initial Response Options

Execute Response

Extent of Compromise Information 

Collect Information 
to Investigate Extent 

of Compromise

Malicious Indicator Detected on Network

Select Initial 
Response

Execute Initial 
Response Actions to 

Address 
Compromise

Logs of Account 
Usage/Accesses

User and Device 
Information and 

Privileges

Triage Information

Quarantine
System(s) or 

Device(s)

Criticality of 
Associated 

Assets

Log Users Off 
Associated 
Device(s)

Restrict Account 
Privileges

Potential Scope 
of Compromise

Connectivity of 
Compromised 

Assets

HoneyNet 
Assets

Select Response 
Actions

Response Options

Compromised 
Account 
Playbook

Suspicious 
Account 
Playbook

This playbook maintains the effectiveness of a subset of controls associated with:
NIST Cybersecurity Framework: PR.PT-1, DE.AE-2, DE.AE-3, RS.RP-1, RS.AN-1, RS.AN-3, RS.MI-1, RS.MI-2
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