
Internet  Safet y

Dat ing onl ine can be risky. The internet  is f ul l  of  dif ferent  kinds of  
people, and not  al l  of  t hem have good intent ions. This resource w il l  
help you deal  w it h t he hazards of  dat ing onl ine, as w el l  as teach you 

how  to move of f l ine safely during t his pandemic.   
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Digit al  Safet y
Deal ing w it h Onl ine 

Dat ing Hazards

Dat ing onl ine of fers some great  opport unit ies, but  also comes w it h cert ain risks. 
Here are some potent ial  hazards and how  to deal  w it h t hem.

Cat f ishing
Cat f ishing is w hen a 

person pretends to be 
someone else onl ine. They 
are not  being honest  about  
w ho t hey are or w hat  t hey 

w ant . 

LOOK OUT FOR 
1. People w ho avoid vir t ual  

and in-person dates. 
2. Request s for money

How  to Deal
If suspicious, ask to meet via 
webcam. Do not give money 

or personal information. 

Fraud

Not  everyone is honest  
onl ine. Some are looking to 
t ake advant age of  ot hers to 

get  money or sensit ive 
informat ion. 

LOOK OUT FOR

People w ho ask for money,  
credit  card numbers or 
personal informat ion

How  to Deal
Never send money to a 
stranger. Do not share 
personal information. 



Digit al  Violence
Deal ing w it h Oppression Onl ine

Not  al l  experiences onl ine w il l  be posit ive, some may be quite hurt f ul. You may feel  especial ly 
hurt  if  someone onl ine insult s you for a t rait  t hat  you can't  change about  yoursel f , l ike your race 

or disabil it y. Here are some t hings you may see or experience dat ing onl ine:

Racist  'Preferences' 
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You may come across people who 
have 'racial preferences' about 

who they date. This is racial bias. 

Harassment
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People can be mean, hurtful, and 
even violent online. Verbal 

harassment can be insults, slurs, or 
threats. 

Ignorance
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Sometimes hurtful things come 
from a lack of education rather 
than a desire to hurt someone. 

But that doesn't make what they 
say or do any less hurtful. 

Safet y Toolbox 

Tell them how they 
are making you 

feel and what will 
happen if they 

don't change their 
behaviour.

Boundaries Ghost ing

If you're feeling 
unsafe, it is ok to 

stop responding to 
them. Don't put 

yourself at risk just 
to be polite!

Report  It

Every app has 
safety features and 
options to report a 

user. Feel free to 
use these if you're 

feeling unsafe.

Find 
Support

Tell someone you 
trust. You shouldn't 
have to deal with 

this alone!



Content  Warning

The next  page w il l  feat ure 
onl ine violence and discuss 

ableism and rac ism.  

Please feel  f ree to skip t his 
sect ion if  you need to. 



Deal ing w it h 
Oppression Onl ine

Responding to dif f icult  or hurt f ul  t hings onl ine can be 
hard. Here are some sit uat ions you may experience and 
how  to handle t hem!

Racist  'Preferences'

You have been dat ing a person named Kamal for a 
few  w eeks and are real ly happy! You have been 

going on a lot  of  vir t ual  dates and are t alking 
every day. You decide to share t hat  you have 

Aut ism Spect rum Disorder w it h t hem. 

Some people you meet  onl ine may have 
rac ial  'preferences' for t he people t hey 

date. Racial  preferences are a form of  rac ial  
bias. This of ten looks l ike emoj is and slang 
in dat ing prof i les. Here are some examples 

to be aw are of :

"Only          " 

"Looking for                             " 

"No Chocolate or Spice"

Kamal says t hat  it  doesn't  bot her t hem. 
They st art  laughing and tel l  you t hat  you 
"don't  act  l ike you're Aut ist ic  anyw ay!" 

Ignorance

I Feel...

Confused
Ask For Clarif icat ion

"What  did you mean by t hat ?"

Hurt

Brave

Share Your Feel ings
"That  real ly hurt  my feel ings."

Educate Them
"There's more t han one w ay to 

be Aut ist ic ."

WARNING!

THIS PERSON IS 
RACIST. DO 
NOT DATE!



While a lot  of  relat ionships during t his pandemic are built  onl ine, hopeful ly t here w il l  be 
opport unit ies to meet  in person. Here are w ays to do so safely! 

COVID-19 CONSIDERATIONS
Please consult  your local  publ ic  healt h rules and guidel ines before meet ing in-person.

Moving 
Of f l ine

How  to 
Meet  Safely

*Couple 
Holding Hands*

Set  Boundaries

Discuss COVID-19 risks. 

Negot iate using masks, 
physical  dist anc ing, and 

date locat ions. 

Consider t he needs of  
your household. 

Discuss w hat  'bubbl ing' 
up w ould look l ike. 

Manipulat ion

Some people may 
disrespect  your 

boundaries, or ask you 
to violate soc ial  

dist anc ing for a date. 

Repeat  your 
boundaries and cut  of f  
cont act  if  necessary.

What  is a Social  Bubble?

The people w ho you 
soc ial ize w it h, w it hout  

w earing a mask.
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