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Do You Want the Bad News…?
Improving the impact of Adverse Media Screening for FinTechs 

A bold statement: bad news could be good news for FinTechs.

At present, Adverse Media Screening (AMS) is not a regulatory requirement in the US, UK or EU. However, recent events suggest it 
could make a material difference to mitigating financial crime risk. Consider the travails of Danish bank, Danske. According to media 
reports this year, USD234 billion was laundered through the bank’s Estonian branch between 2007-2015. However, as Danske itself has 
reported, amongst the customers making suspicious transactions were thousands with adverse media coverage1. AMS, judiciously used 
and well-responded to by management, might have mitigated the damage.

Regulators are increasingly considering mandating the use of AMS. Though the discussion has not yet achieved a resolution in the UK, 
the FCA has still taken some steps to encourage its use. Technology adds further impetus, as analytic and automated tools have helped 
streamline searches. 

But attractive though AMS is as part of overall financial crime risk management, it remains a particular challenge for FinTechs. AMS 
can generate costs in time and money because of the high rate of false positives2.   The smaller and more agile the enterprise, the more 
onerous the costs. If regulators do not require AMS, is it really necessary and proportionate for FinTechs to use it? And if so, when?

We surveyed 39 of the FinTech FinCrime Exchange’s (FFE) global membership to understand their approach to AMS, their outlook on 
its potential, and their views on the most impactful ways to deploy the tool. Based on the results, we have found clear evidence that the 
vast majority of our members use and can find value in AMS, and have found it can have a demonstrable impact throughout the customer 
life cycle, especially as a tool to enrich investigations and Suspicious Activity Report (SAR) filings. Most FinTechs we spoke to want to 
see stronger regulatory guidance on AMS usage, not just for its own sake, but to fire up the RegTech sector to find innovative answers to 
the false positive problem. At the same time, FinTechs understand that like any tool, AMS is best used proportionately, and in line with 
the risks inherent in the type of customer and product in question. The keys to the best deployment of AMS solutions are that they are 
risk-based, relevant and regularly reviewed.

1.  Jessica Case Watt, ‘Danske Bank CEO Resigns on Heels of Report Detailing an Astounding $234 Billion in Suspicious Transactions in Money Laundering Scandal,’ 20 September 2018.
2. Financial Conduct Authority, “New Technologies and Anti-Money Laundering Compliance,” 31 March 2017.
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What is AMS?
Regulatory DataCorp (RDC), a RegTech in this space, define AMS as:

‘Leveraging identifiable material and relevant public information to provide insight and context into the background and history 
of the prospecting customer or partner, for the purpose of assessing potential risk and compliance exposure3.’

Best-in-class AMS tools use credible and reliable news sources - local, regional, national and international - along with public sources - law 
enforcement, judicial, regulatory etc. -4 to build a profile based on name, date and place of birth, domicile, and other data, to make or dismiss 
a match between a customer and an individual of concern. Some tools also include non-English resources, which when effective, are impactful, 
but which may struggle with accuracy in their current form. Less reliable sources, such as sponsored news, blogs and social media are avoided5. 
Ensuring data quality is critical to making AMS an effective tool--good AMS is much more than just a Google search. 

Adopting AMS
FinTechs face two major concerns over adopting AMS. First, there is the matter of whether, when and how to apply it. No US, UK or EU 
regulatory requirement on AMS exists, although some regulators have noted its value in certain instances. For example, the UK’s Financial 
Conduct Authority (FCA) has noted a lack of AMS at several banks on which it has imposed fines for Anti-Money Laundering (AML) failures6. 
In 2014, the FCA Guidance Consultation assessing AML and Counter Terrorist Financing (CTF) controls in smaller banks recommended the 
use of AMS in enhanced due diligence processes, citing it as an example of steps banks might consider when reviewing business relationships7. 
This is a sensible application of AMS based on a risk-based approach, and a point the FCA could valuably restate - with perhaps less ambiguity - to 
the benefit of the sector.
 
Second, there is the ongoing prevalence of false positives. AMS tools still generate a relatively high volume of hits, not surprising given the sheer 
amount of media that exists, recently estimated to be around 1.8 billion websites and 330 million newspapers8.  

To take a comprehensive approach to applying AMS across all stages of the life cycle, from onboarding, through refreshed risk assessments, to 
investigations and SARs, is extremely costly. But not applying it at all reduces the effectiveness of the firm’s financial crime risk management. 
So what do FinTechs do?
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3. Regulatory DataCorp, “Adverse Media – The Secret to Better KYC/AML Screening,” 09 October 2018.
4. Regulatory DataCorp, “Media Coverage and Selection.”
5. Regulatory DataCorp, “Media Coverage and Selection.”
6. Financial Conduct Authority, Final Notice to Canara Bank, 06 June 2018.
7. Financial Conduct Authority, ‘Proposed guidance on financial crime systems and controls,’ Guidance consultation, November 2014.
8. Regulatory DataCorp. ‘Adverse Media: The Secret to Better KYC/AML Screening.’ 09 October 2018.  



Key Findings 
We surveyed 39 FinTechs from across the global FinTech community. Although a relatively small sample, we had respondents operating in a wide 
range of product areas, the most prevalent being:

Other product types included business, consumer and P2P lending, crowdfunding, cryptocurrencies, and payment related services. 

Overall Take-up 
Of the members surveyed, 77% reported using AMS as a financial crime risk management tool. Of those we spoke to, members used specific 
RegTech tools for AMS rather than manual internet searches. 

Experience with AMS
The majority of  Fintechs using AMS in our survey - 63% - had used the tool for less than two years and 13% for two to four years. However, there 
was an uptick in longevity of usage at ‘the tail’, with 23% reporting having used AMS for over four years. It is notable that a substantial proportion 
of the respondents’ experiences were still relatively novel and evolving. That said, despite most members only having recent experiences with 
AMS, there were still clear situations where they had already observed its benefit.

Value-Add
Respondents were asked to rate the importance of AMS as a financial crime risk management tool on a scale of 1-5, with a score of 5 as highly 
important. Overall - with no apparent variation in company or product type - respondents defined AMS as being of slightly above average 
importance - with a mean score of 3.87. When asked about its improvement of screening results, on a scale of 1-7, with 7 representing the most 
improvement, respondents likewise defined AMS as having an ‘average’ impact - with a mean score of 4.43.

23% don’t 
use AMS as a risk 
management tool.

49% have 
used AMS for 
<2 years

13% have used 
AMS for between 
2 and 4 years

7% have used 
AMS for >4 years

12
Prepaid cards 

providers 

8
Current account 

providers

7
Foreign exchange

6
B2B payments

3



Life Cycle Deployment
Around 67% of AMS users surveyed tended to employ adverse media screening throughout the customer life cycle. With that said, there were 
still specific use-cases in which AMS played a more dominant role. Of those who had used AMS, we found that: 

(*To note, as some responders use AMS at several points in the life cycle, these figures add up to more than 100%). 

Follow-up interviews provided a range of interesting case studies in several of these categories:

Onboarding: A mobile payments provider uses adverse media results to help with ‘assessing the risk of the transaction anticipated 
between the two parties at onboarding.’ The firm tends to process large purchases such as the sale of a home or a car, and finds that AMS 
helps give ‘a good overview of the nature of the transaction between the parties.’ 

Due Diligence: One member, when undertaking a customer due diligence remediation project ran AMS on their existing customer base, 
identifying several suspicious directors and companies. This included a prolific fraudster with 120 convictions, who had not been caught 
by other screening and transaction monitoring.

SARs: The customer of a prepaid card provider held a dormant account for over six months which became active again in the summer 
of 2018 when the customer received a £20,000 payment. The customer had been born in a conflict zone, and was outside the target 
age range of the product. The customer claimed the payment was from a friend. An adverse media search of the payment making friend 
indicated potential links to terrorism, which led to a SAR filing.

Challenges & the Future
Of those using AMS, 83% defined ‘false positives’ as one of the biggest challenges associated with the tool. Related challenges, such as additional 
workload, were also highlighted. The same set of challenges acted as deterrents for those considering adopting AMS. 

That said, 64% of all FFE members surveyed thought AMS should also be a regulatory requirement, including four firms that did not currently 
use AMS. The consensus was that AMS, when used according to a risk-based approach, has the capacity to fill the ‘gap’ to detect concerning 
actors that are not Politically Exposed Persons (PEPs) or under international sanctions, and to support existing suspicions derived from account 
activity. Improved screening results could reduce the long-term risks faced by onboarding a client of concern.

1
2

3

SAR

27% 17% 40% 27%

Due diligence or 
investigations

Customer 
onboarding

Customer risk 
assessment

4



1
Risk-based

Use AMS throughout the customer life 
cycle, but not on a ‘blanket’ basis. Make 
a proportionate decision about where it 
is needed most. Based on the survey and 
interviews, some of the richest potential 
uses of AMS we have come across so far 
have been in the investigation of clients 
and connected parties and in the filing 
of SARs. However, this value may vary 

depending on the type of FinTech.

2
Relevant

Consider product offerings, client base 
and available information. Are there 
credible and reliable public sources that 
are likely to provide relevant intelligence 
for what you are seeking to achieve? 
Does the information pertain to relevant 
criminal activity and appropriate recency? 
AMS results should be appropriately 
filtered so that only the type of media that 
most concerns you generates alerts, for 

example.

3
Reviewed

Regularly review - quantitatively and 
qualitatively - the outcomes you are 
getting from the use of AMS at different 
stages of the client life cycle. AMS tools 
should also be assured and audited to find 
any discrepancies in the generation of false 

positives or questionable results.

What does this mean?
In light of the range of providers we talked to, we can see some clear messages across the sector. FinTechs:

1. Use AMS regularly but do not see universally strong value in it as yet.
2. Are still exploring where AMS can add the best value in the customer life cycle.
3. Have achieved positive outcomes in financial crime risk management through using AMS.
4. Face high false positive rates from AMS.
5. Want regulatory direction to ‘kick start’ technological innovation. 

The final point was a common one. One respondent judged that if AMS were required by regulation, then tooling providers would be more 
incentivised to refine their products. Another respondent commented that it would also encourage government sources to centralise their 
resources, making it easier to find county court judgments, for example. 

3 Principles of AMS
Our respondents are clearly right that transparent and coordinated regulatory  guidance would be helpful, as would the ongoing improvement 
of AMS solutions. Nonetheless, we believe that any guidance needs to be sensitive to the realities of the sector. FinTechs are relatively small in 
comparison with legacy banks, and there is an even greater pressure upon them to use tools judiciously and proportionately. 

We take the view that the best way to apply AMS is by analysing where it can make the most difference. We noted above that our respondents 
are using AMS throughout the customer life cycle. But what is not immediately clear from the raw figures - yet is from follow-up interviews - is 
that those using the tool understand that the value in its application is dependent on the risk context - the profile of the customer, the product 
in question, the type of information available, etc. 

For example, two respondents in business banking products believed that their products benefited more from AMS because there was more 
publicly available media on businesses and business people. In contrast, two other respondents highlighted the risk of true positive hits for 
individuals with minor criminal offences creating unnecessary noise. 

Based on the results of the survey, and from working with a wide range of FinTechs, we would therefore propose three key principles to using 
AMS in a cost-efficient way:
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1 
RISK BASED

Applied where 
needed most - 

think about 
customer and 
product type

2 
RELEVANT
Applied where 

most e	ective - 
think about 

whether AMS can 
really add value

3
REVIEWED

Assured and 
audited - think 
about whether 
you are getting 

the outcomes you 
want
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