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General Data Protection Regulation Privacy Policy

This policy was last updated on 12 July 2022

At Pixipixel Rental Limited, we are committed to protecting and respecting your privacy.
When you use our website or submitinformation to us, we act as the “data controller”. This
means that we are responsible for keeping your information private and secure. We may
then pass this information onto frusted third part partners, known as “data processors”.
These partners may use and securely store your information as detailed below. These
companies may also be data controllers themselves, with their own strict privacy policies
in place.

We have also appointed a Data Protection Officer who is responsible for overseeing
questions in relafion to this privacy nofice. This person can be reached directly
on web@pixipixel.com.

This page outlines our privacy policy and will explain when and why we collect personal
information about the people who visit our website. We also detail how we use that
information, how we keep it private and secure, and also any conditions under which we
may disclose it to ofhers.

We keep this page up to date so that you, our valued customers, have the peace of mind
that we will only ever collect and use your information responsibly. By using our website,
you are agreeing to be bound by this policy.

If you have any questions about our privacy policy or what information we may collect,
please feel free to email us on web@pixipixel.com, or by writing to us at Pixipixel Rental
Limited Ltd,

370-375 Geffrye Street, Hoxton, London, E2 8HZ.

If you're interested in a specific topic, please use the links below to jump fo the relevant
point on this page. Otherwise, happy reading!

What type of information do we collect?

We collect two types of information from you. This is anonymous usage data, such as how
you use the website and what pages you visit, as well as personal information, such as
your email address and name.

Anonymous usage data cannot be used to identify you but tells us how you behave on
our website. This will include your IP address (the unique address which identifies your
computer on the Internet), as well as any information gathered from cookies on our
website. These cookies are small pieces of information that most websites transfer to the
cookies file on your computer’s hard drive. Cookies can then be used to record details of
page usage (such as how long you stay on a page) or generally improve your overall
shopping experience (such as remember the contents of your basket between visits). We
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never use cookies to store any personal or financial information. For more information
about browser cookies, please see www.allaboutcookies.org.

The web browsers of most computers are initially set up to accept cookies. You can set
your web browser to disable cookies or to inform you when a website is attempting to add
a cookie. You can also delete at any fime cookies that have been added to your
computer’s cookie file.

If you disable cookies, you may not be able to use all of the features of our website, such
as to retrieve your basket for example.

Personal information that we gather may include your name, job fitle, organisation,
address, phone number and email address. This is information that you enter on our
website, such as when you open an account, place an order, subscribe to our emails or
complete aweb form. We will never collect this sensitive information without your consent.

Payment information is also gathered when you place an order, but this is handled over
a secure channel via our third-party payment processors, such Sage Pay. These
companies specialise in the secure online capture and processing of payments. We do
not store any payment information on our own systemes.

If your payment information does appear to be stored or pre-populated on our website,
then this is a setting on your device and not something that we have saved for you. We
do not store payment information and we are unable to see credit or debit card numbers
in full when you make a purchase (only the final four numbers and the card’s expiry date,
which will only be used for verification purposes).

We do not collect any information that might highlight especially private details, such as
race or ethnicity, religious or philosophical beliefs, sex life, sexual orientation, political
opinions, trade union membership, information about your health and genetic and
biometric data. Nor do we collect any information about criminal convictions and
offences.

How do we collect information from you?
We obtain information from you when you use our website, such as when you browse
products. This is anonymous usage data and cannot be used to identify you.

Any personal information gathered by us is entered by you when using the services on our
website, such as filing out account opening forms, contact forms, signing up to our
newsletter or updates, company evenfs, entering competitions, leaving
reviews/feedback, completing surveys, and when you place an order. We work with a
third party whose technology captures data you enter into forms and shopping carts used
on our website, regardless of whether you complete or abandon the form. For example,
let's say you entered your contact information, our Third Party will capture this data on our
behalf regardless of whether you click “Next”, or “Submit”, or take any further action. As
soon as you enter information, we have the ability fo see and record it securely (this does
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not apply to card or payment details). We will never use your information for marketing
purposes unless you give us clear consent to do so.

How is your information used?

We will only use personal data when the law allows us to, and we will never use any
information we gather for marketing purposes unless you give explicit consent. To give us
consent, you would need to sign up to receive our marketing emails through a web form
or another channel or check the relevant box on any of our webforms. It will always be
made clear when the option to consent to our marketing is available, and the decision
will always be yours. We will never assume your consent for marketing.

You may receive fransactional emails from us, even though you have not consented to
marketing emails. These will only ever be emails that are informational in nature, such as
order confirmations, shipping details, saved shopping baskets, notices that we have
updated any terms or conditions, or anything of a similar nature.

We will also use your data where we need to comply with a legal or regulatory obligation.

Your personal information will also be used to assist with any services you use with us, such
as processing an order, dealing with an issue raised to our team and any assistance you
may require when you place an order with us.

Other uses for your data may also be used to help us:

¢ manage and administer our business

e review and improve our goods and services

¢ administer internal operations, such as trouble shooting and testing
e provide support and services

e keep oursite safe and secure

¢ to measure or understand the effectiveness of web features

e to make suggestions and recommendations to you and other users

If you have given us your explicit consent, we will place your email address on our email
marketing list. This means that you may receive marketing emails from us. We will always
try to send information that we feel may be of interest to you, such as offers and news
about products. You will only ever receive these emails if you have requested them.

If you fail to provide us with all of the necessary personal data we need to complete your
request (such as place an order), then we may not be able to fulfil the specific services
requested until we have the required information. In this case, we may have to cancel
your order and refund you any costs associated with it, but we will attempt to contact you
at the time if this is the case.

How to unsubscribe from our marketing emails
If at any fime you want to stop receiving our emails, simply scroll to the bottom of any
email and click on the “Unsubscribe” link. This link (available on every email we send) will



pixipixel

then take you to a confirmation page where you can unsubscribe from future email
marketing campaigns. Alternatively, simply email web@pixipixel.com with a request for us
to remove you from our mailing list and we will do this manually within one working day.

You will still receive any emails of a transactional nature, such as order confirmations or
any other emails you would expect or specifically request.

Should you unsubscribe as another email campaign send is in progress, there is still a small
chance that you will receive another email from us. However, after this last email, you will
be unsubscribed from all future marketing unless you choose to opt-in again.

Using your data for analytics

In order to develop our website in line with our customers’ needs, we keep a tfrack of which
pages on our website are visited most frequently and how long visitors spend on our
website. We use this information to help improve the website.

We are not able to gather other information from your disk or computer. We collect a
copy of the data held by the cookie for inclusion in any analysis. We use full SSL protocols
when collecting visitorinformation on secure pages; this ensures that the website's security
is nof compromised. We encrypt all fransmitted visitor information so no-one else canread
the information we gather.

None of the information can be traced to an individual — we do not know who you are as
a unigue user, merely that there are a certain number of people using the website. We
only collect data that relates to what goes on, on our website and the information cannot
be used for marketing on an individual basis.

From time to fime we may also use non-personal information to test different layouts of our
welbsite in order to improve the quality of our customers' welbsite experience.

Who has access to your information?
We will never sell orrent your information to third parties, nor will we share your information
with third parties for marketing purposes.

We may pass your information to our trusted third-party service and software providers for
the purposes of completing tasks and providing services to you (for example, processing
payments and sending emails). When we use these third-party service providers, we only
disclose the personal information that is necessary to deliver the services that you expect.
All of these companies specialise in the secure storage of information and are under strict
contract that forbids them from using your information for their own marketing. Rest
assured, we will never release your information to any other party for their own marketing
purposes unless we are required to do so by law (for example, by a court order or for the
purposes of crime prevention).

Your information may be shared in this way with our couriers, email service provider, web
development agency and other similar services. In some instances, we may work with
these companies as “joint controllers”. This means that both us, and our carefully chosen
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partner agencies may work together when processing and using your personal data.
Please feel free to request an up-to-date list of our current partners
from web@pixipixel.com. Your request may take up to 28 days to process.

Certain aspects of your personal information may also be shared with other parties and
child companies within Pixipixel Rental Limited Ltd. This is because our warehouse staff,
accounting team and other related departments work under our parent company, and
not necessarily for us. But rest assured, all of our entities are bound by a similarly strict
Privacy Policy to ensure that your information remains secure.

How to access and update your information

We always try to maintain the most up-to-date information about you on our records. If
you change email address or want us to update or remove any other information, we
have about you (including the option to completely delete your details), please email us
on web@pixipixel.com with your request. Alternatively, you could write to us at Pixipixel
Rental Limited Ltd, 370-375 Geffrye Street, Hoxton, London, E2 8HZ. You can also request a
fullrecord of all data we have stored that relates to you. Depending on the nature of your
request, this may take up to 28 days to process, partficularly during busy periods of the
year.

For more information about your legal rights regarding privacy and your data, please visit
the Information Commissioner’'s Office at ico.org.uk/for-the-public/personal-information.
Alternatively, we would be happy to answer any questions on this subject via email
on web@pixipixel.com. Please note that depending on the complexity of your request, it
might take up to 28 days to answer your query.

In short, you have the right to:

e request access to your personal data

e request corrections and alterations to the personal data we already hold about
you

e request that we delete any of your personal data from our systems

e oObject to the processing of your data (e.g. unsubscribe from marketing emails)

e request the transfer of your personal data

¢ withdraw consent at any time where we rely on your consent to process your data

If you contact us with a query that requires altering your data or accessing order
information, we may need to request specific information from you fto confirm your
identity. This is a security measure to ensure that personal data is not disclosed to any
person who has no right to receive it. We may also confact you to ask for further
information in relation to any requests you submit fo us in order to speed up our response.

How we secure your data
There are several measures in place to ensure that all personal information you give us is
secured to protect your privacy. Any information we receive from you is stored securely
either on one of our own servers, or with one of our third-party service providers who
specialise in data security.


mailto:web@pixipixel.com
mailto:web@pixipixel.com
mailto:web@pixipixel.com

pixipixel

Where your information can be accessed for use with the website and related customer
support channels, we limit who has access to your information, ensuring that only the most
necessary employees can see it. We have put in place procedures to deal with any
suspected personal data breach and will notify you and any applicable regulator of a
breach where we are legally required to do so.

How long do we store your data?

We store data for up to six years. This is the standard length of time that we are required
to hold specific data, such as purchase information, for the purpose of audits by official
bodies. If you would like any idenftifying information about you removed within this time
period, please contact us on web@pixipixel.com to action your request.

Some of your data might be stored for much less than six years (such as resolved customer
support cases and behaviour/site usage data). Similarly, some of your data might be
anonymised for use with future research and other applications, in which case the data
can be kept for longer than six years.

Targeted offers and advertising

We may analyse your personal details and behaviour when you browse our website to
contact you with information that is relevant to you. Where this tfranslates to email
marketing campaigns, you will only be contacted if you have given us your explicit
consent to opt-in to our email marketing list. We may also use your personal information
to detect and reduce fraud and credit risk.

Seeing our adverts on other websites

As part of our regular advertising, we regularly work with third party partners and networks
that specialise in targeted advertising when you visit other websites. This is why you might
sometimes see one of our adverts on another website soon after visiting pixipixel.com. To
do this, we use a range of advertising fechnologies including tracking pixels, ad tags,
cookies and mobile identifiers. The content of these adverts is based on the information
we hold about you and your previous usage of our website (such asitemsrecently viewed,
or pages visited).

Links to other websites

Our website may contain links to other welbsites that are operated and run by other
organisations. This privacy policy does not extend to any other website. We cannot be
responsible for the privacy policies and other practices of external websites, even if you
originally accessed them from a link that appeared on this website.

This also applies in the other direction. If you arrived at our website via a link from another
location, the privacy policy and practices of the original website do not apply to
pixipixel.com. If you ever have any concerns, we would always recommend that you
check the privacy policy of any websites where you infend to share personal information.

If you are aged 16 or under...
This website is not infended for children, and we do not knowingly collect data relating to
children. We want to protect the privacy of all users, but especially that of children aged
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16 or under. If you are aged 16 or under, please seek your parent or guardian’s permission
before you provide us with any personal information.

Transferring your information outside of Europe

Some of the suppliers we use to provide you with services are operated from outside the
European Union. As such, some of your information might be transferred out of the EU to
secure data centres elsewhere (such as the US). These countries may not have the same
data protection laws as the UK, but where possible, the partners we work with have data
processing agreements (or similar) that guarantee the privacy and security of your
information, in line with current EU law. We choose our third-party suppliers very carefully,
and always choose companies that specialise in the secure handling of your information,
wherever they are based.

How to contact us

You can contact us by email on web@pixipixel.com. Our team operates during regular
office hours (Monday to Friday), open from 9am until Spm. If you send us an email, we will
get back to you with a response within five business days (unless there are extreme
circumstances, in which case a note will be left on our customer support and contact
pages detailing any revised arrangements).
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