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Modern-day gaming is the latest iteration of the games of chance that have entertained us for centuries.

However, now more than ever before, new products, payment methods and technologies leave the industry

vulnerable to criminal exploitation. The recent growth in remote gaming, accelerated over the past year by the

COVID-19 pandemic, has both increased financial crime risks in the industry and focused regulators’ attention on

social responsibility.

Richard Williams, Partner at Keystone Law, summarised the current gaming risk environment during a recent

webinar held by Themis in partnership with Acuris Risk Intelligence. “We now all have smartphones and the

ability to play casino games on devices with huge losses and high-risk products at any time”.  How are gaming

operators and regulators adapting to this increasingly virtual, tech-driven world of games?

In April 2020, Great Britain's Gambling Commission fined a gaming operator £13 million - its largest fine to date.

This represents one in a string of recent fines affecting the gaming industry, levied following the identification of

failings in some operators’ historic and/or systematic social responsibility and anti-money laundering (AML)

practices. Encouragingly, alongside the regulatory crackdown, we are seeing a growing range of preventative

action in the market in response to both enduring and emerging risks.

In this briefing note, we analyse the current scale and nature of financial crime in gaming. What implications has

the recent rise in online gaming had from a financial crime perspective? Has the use of prepaid cards, e-wallets,

mobile payments and cryptocurrencies significantly affected the threat landscape? We also assess regulatory

responses to these developments in the UK, Malta and further afar. Finally, we consider the persistent

challenges facing gaming operators when it comes to threat mitigation and regulatory compliance - as well as

instances of best practice.
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ENDURING FINANCIAL CRIME RISKS IN
THE GAMING INDUSTRY

Although casinos are non-financial institutions which offer gambling for entertainment, they also carry out a

number of financial activities akin to those of financial institutions. This puts casinos at risk of money laundering.

The cash intensive nature of gaming presents a further challenge, with customers occasionally proving able to

anonymously insert large sums of illicit money into the system, usually in batches of smaller amounts.

The infamous “Vancouver model” story highlights the threat that money laundering can pose to the industry. In

this case, which began in 2009, a number of casinos in Canada’s Vancouver province were unwittingly used to

launder more than C$100 million over the course of a decade. Video footage gleaned from surveillance videos

showed individuals wheeling suitcases carrying wads of $20 bills into casinos and others hauling in cash in

hockey bags. This money was then systematically traded for casino chips. Standing behind the scheme were a

number of wealthy Chinese individuals looking to circumvent their country’s currency controls.

Both gaming operators and regulators are acutely aware of potential money laundering risks, and a host of new

AML regulations have been introduced across the global gaming industry to mitigate this risk exposure.

However, organised criminal groups adapt quickly, giving rise to new threats. The UK’s most recent National Risk

Assessment (NRA), published in December 2020, identifies “casinos, off-course betting and all online gambling

(excluding lotteries)” as the gaming sub-sectors that currently pose a higher money laundering risk within the

industry.

The NRA elaborates on other financial crime risks that continue to affect the UK’s gaming industry. Foremost

amongst these is the sector’s exposure to: criminals’ lifestyle spending, high-risk customers (especially non-

domestic politically exposed persons, commonly known as PEPs) and high-risk jurisdictions. Tellingly, many of

the Gambling Commission’s recent fines relate to systemic failings on the part of certain operators to obtain

adequate evidence of source of funds for PEPs.

This issue also came to the fore in an audience poll run during the aforementioned webinar, when an

overwhelming majority of respondents highlighted “ability to mask the source of funds” as the key financial crime

risk facing the gaming sector. These enduring threats continue to take on new guises as the industry evolves.

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/945411/NRA_2020_v1.2_FOR_PUBLICATION.pdf1.
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EMERGING FINANCIAL CRIME RISKS IN
THE GAMING INDUSTRY

From the world’s glitziest gaming establishments to betting shops on the high street, much of the global gaming

industry is moving online. Although remote gaming (otherwise known as iGaming) is not a novelty in the market,

it has for many years existed with little to no regulatory supervision. Today we don’t just see blog-like websites

with virtual casino slot machines and table games, but also rich online platforms that incorporate sports betting,

bingo and other number games alongside more traditional casino offerings. One can be welcomed into exclusive

lounges by pleasant hosts from the comfort of one’s own home. However, this cutting-edge gaming technology

does not come without risks.

At the most basic level, the very nature of remote gaming makes it more difficult to know who one’s customers

are. Not all financial crime is the result of a grand scheme orchestrated by an organised crime group, but when

customers do not need to physically travel to betting shops or land-based casinos, it becomes harder to

understand how these individuals are funding their gaming and whether there are any potential proceeds of

crime involved. 

Furthermore, in order to keep up with market trends, many operators now enable payments via new methods

such as prepaid cards, which increases the ability of customers to hide the source of their funds. Although the

industry is still generally reluctant to accept virtual currencies, Great Britain's Gambling Commission highlights

recent cases of customers who declare investments in crypto-assets during source of funds checks. This sort of

customer business activity poses a heightened risk of money laundering and thus increases the chance of

operators falling foul of AML regulations.  Indeed, the role of cryptocurrencies in facilitating money laundering

was highlighted by European Central Bank President Christine Lagarde this January.

In addition, iGaming websites are often vulnerable to cyber-attacks and software manipulation. A recent piece of

industry research conducted by Akamai and DreamHack underlines the particular threat of phishing and

credential stuffing attacks facing game players, as well as the recent rise in distributed denial of service (DDoS)

attacks on gaming companies.

Customer affordability is another key current area for the gaming industry. Online gaming makes it easier for

gaming addicts to pursue their habits, with damaging consequences for themselves, their families - and often

society.  Any adult with access to a device and an internet connection can sign up to iGaming sites and many

manage to stay under the radar in terms of due diligence or further verification. Individuals with an addiction

problem often struggle to extricate themselves from these platforms and some eventually turn to illegal activities

to fund their habit.

For instance, in July 2019, the media issued reports of a GP surgery manager in the UK who had stolen nearly

£700,000 of NHS funds to pay for her activity on online betting apps. By falsifying patient records, she diverted

large sums of money to her own private bank accounts over the course of 300+ transactions. She was eventually

jailed for three years. In light of stories like this one, the UK’s Gambling Commission opened a consultation in

November 2020 seeking input into how its online licensees can better ensure that customers can afford their

gambling spending.

The issue of customer affordability demonstrates the intertwined nature of anti-money laundering and

responsible gaming regulations. For gaming operators, asking questions, getting to know the customer and

remaining vigilant to certain behaviours and irregularities results in a safer industry from both a social and a

financial crime perspective.

2. https://www.akamai.com/uk/en/resources/our-thinking/state-of-the-internet-report/global-state-of-the-internet-security-ddos-attack-reports.jsp
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In the UK, the entire gaming sector, consisting of “remote and non-remote licensed casinos, remote and on

and off-course betting, remote and non-remote bingo and lotteries, and arcades”,  is subject to the

Gambling Act 2005 regulations. Remote and non-remote casinos also come under the Money Laundering

Regulations (MLRs) and are, therefore, additionally regulated for AML/CTF purposes. 

Great Britain's gaming regulator, the Gambling Commission, issues comprehensive periodic guidance to

help firms under its supervision implement the MLRs. The latest, fifth edition of this guidance was published

in November 2020 and contains detailed advice on the steps that casino operators must take to ensure

compliance. These steps include adopting a risk-based approach and applying customer due diligence

(CDD) in relation to any transaction that amounts to €2,000 or more, whether the transaction is executed at

once or in a series of operations which appear to be linked.

Looking more internationally, most of Europe’s iGaming companies are registered on the island of Malta.

When in possession of a licence from the Malta Gaming Authority (MGA), they are able to offer their

products in EU member states and other non-regulated national markets outside the EU. If they wish to also

operate in regulated markets like the UK, they need to obtain a separate licence from the relevant national

regulatory body. According to one of our webinar panellists, Manfred Galdes, Managing Partner at ARQ, a

corporate advisory firm based in Malta, the absence of harmonisation and variety of regulatory

expectations across different jurisdictions represents one of the biggest current challenges for international

gaming operators.

Since the implementation of the EU’s Fourth Anti-Money Laundering Directive (4AMLD), gaming operators

registered in Malta have been required to apply a risk-based approach to their ongoing business,

undertake thorough CDD and conduct annual AML/CTF business risk assessments. The MGA and Maltese

Financial Intelligence Analysis Unit (FIAU) have published a document of detailed Implementing Procedures

to help the remote gaming sector ensure compliance with these rules and regulations.
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GAMING: THE REGULATORY APPROACH
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3. https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/945411/NRA_2020_v1.2_FOR_PUBLICATION.pdf

4 .https://beta.gamblingcommission.gov.uk/manual/the-prevention-of-money-laundering-and-combating-the-financing-of-terrorism/prevention-of-ml-and-

combating-the-financing-of-terrorism-part-6-3-Customer-due-diligence-requirements  

5. https://fiaumalta.org/consultation-publications/
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The global COVID-19 pandemic has contributed to an increased regulatory focus on social responsibility. For

instance, in March 2020, Neil McArthur, CEO of the Great Britain's Gambling Commission, issued the following

statement to British online gambling operators: “Protecting children and vulnerable people from being harmed by

gambling has always been a major priority and we are very mindful – as you should be – of the fact that the risks

of harm arising from online gambling have increased as a result of recent events”.

Although regulators may provide recommendations on how to increase monitoring of customer activity or limit

time spent on slot machines, it is up to the operators themselves to implement the measures needed to flag

suspicious activity, minimise consumer harm and avoid reputational damage.

Continued failure on the part of operators to investigate suspicious gaming activity may lead to regulatory

warnings and ultimately fines and licence suspensions. The industry is under a level of regulatory pressure and

scrutiny never seen before, with the size and amount of regulatory fines mounting annually. In Great Britain, the

Gambling Commission issued twelve financial penalty packages or regulatory settlements worth over £30 million

in the most recent fiscal year.  This represented an increase of over 50% as compared to the amount collected in

2018-19.
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INDUSTRY BEST PRACTICE

Recognising the risks stemming from both financial crime and associated penalties, some gaming operators are

going the extra mile to protect themselves and consumers from harm. They are recruiting more compliance

experts, ensuring better AML training for staff, adopting a thorough risk-based approach, and implementing

technological solutions that enable more accurate identification of high-risk or illegitimate customers.

During our recent webinar, Nick Parfitt, Head of Market Planning at Acuris Risk Intelligence, was particularly

hopeful about the potential for AML process enhancement in gaming via automated risk solutions. Joseph Attard,

Head of the Anti-Money Laundering Unit at the Malta Gaming Authority, added that he is seeing an increasing

rollout of artificial intelligence systems which are set to improve the efficiency of transaction monitoring in the

industry.

Richard Williams expanded further on some of the recent positive developments in the UK’s gaming market

specifically. “I do think the social responsibility message is now getting through to operators”, he said. He

explained that there has been a “move away from VIP players with very large deposits and large losses” and a

growth in forms of gaming that place more emphasis on social play than massive stakes. In the Maltese market,

Joseph Attard has observed a greater industry-wide emphasis on the risk-based approach. He also highlighted

the increasing number of white papers published by large operators to assist other smaller gaming businesses

with their AML/CFT monitoring.

These and other examples of best practice on the part of operators must be showcased to prevent the actions of

a few from tarnishing the industry as a whole.



2020 was an unprecedented year for the global

gaming industry. The COVID-19 pandemic

accelerated the growth of online gaming and

heightened the sector’s risk exposure in the

intertwined spheres of customer affordability and

financial crime. At the same time, regulatory

response reached record levels, demonstrating

the increasing focus placed by regulators on

social responsibility and high-risk gaming activity.

 

Given the new vulnerabilities that gaming

operators are exposed to as they adopt new

payment methods and expand their online

offering, having a comprehensive anti-financial

crime framework in place is more important than

ever before.

If you are an operator looking for support in this

sphere, we can employ our Themis AFC Rating to

“take the pulse” of your existing risk management

framework and systems, and recommend

improvements to rectify identified gaps.

Furthermore, our experienced intelligence team

can help with your due diligence needs, including

by ascertaining your customers’ risk level and

investigating the source of their funds. 

CONCLUSION
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To borrow a couple of phrases from the industry, the

stakes have simply never been higher when it comes

to tackling signs of foul play in gaming.

www .crime .f inancial T H E M I S

Sandeep Sroa

Director, Gaming and KYC

sandeep.sroa@themisservices.co.uk

+44 (0) 7786 236 774

1

Henry Williams

Head of Investigations

henry.williams@themisservices.co.uk

+44 (0) 7780 746 290

I N S I G H T   |  I N T E L L I G E N C E   |  I N N O V A T I O N

Carel van Randwyck

CGO

carel.vanrandwyck@themisservices.co.uk

+44 (0) 7802 232681

http://www.twitter.com/themis_fca
https://www.linkedin.com/company/themis-financial-crime-agency
http://www.instagram.com/themis_fca
http://www.crime.financial/

