


Financial crime compliance: the cost of getting it wrong

Introduction

Financial crime disproportionately affects businesses, especially those that apply lax anti-financial crime
controls. According to the United Nations Office on Drugs and Crime, the estimated annual cost of money
laundering and associated crimes is between US$ 1.4 trillion and US$ 3.5 trillion, yet these figures do not
consider the broader financial and reputational implications of financial crime on companies.

Among them are the hefty fines levied by regulators for systemic problems, the impact on company share
price of reputational hits that come with financial crime incidents or regulatory proceedings, and the
remediation costs following regulatory action. Drawing on recent international case studies, this paper
seeks to examine how and why these impacts of inadequate anti-financial crime (AFC) controls are
particularly relevant for an organisation’s senior management team and board. Not only must senior
managers concern themselves with the effect of non-compliance on their company’s financial health, they
also increasingly face individual penalties, forced resignation, bans on operating in the industry and even
criminal charges if they turn a blind eye to anti-financial crime systems and controls.

We also look at how a clear anti-financial crime tone from the top is critical for meeting ESG objectives,
helping companies have a genuine net positive impact on society and conferring a distinct competitive
advantage in the current climate, where stakeholders are increasingly concerned with firms’ ethical
credentials. From an individual, organisational and societal perspective, the costs of getting it wrong can be
enormous - and far outweigh the costs of compliance.

The impacts of financial crime

In 2020, Themis launched a survey targeted at professionals across the financial services sector, assessing
perceptions about current financial crime threats and trends, levels of exposure to criminal attacks and
estimated impacts of financial crime on businesses. Financial crime concerned professionals across the
industry for three main reasons: direct financial loss (which represented a major concern for 36% of
respondents), reputational damage and the associated customer loss (32%), and regulatory fines (15%).

Financial loss from regulatory fines

Regulatory action and fines pose the most obvious or immediate financial consequence for organisations
that have breached anti-money laundering (AML) regulations, given their tangible impact on the balance
sheet. In 2020, a bank was fined almost £40 million by the UK’s Financial Conduct Authority (FCA) for
failing to maintain adequate AML systems and controls over a five-year period. This penalty aggravated the
bank's already weakened financial performance associated with the COVID-19 pandemic and operational
restructuring.

In the Netherlands, ABN Amro reached a €480 million settlement, including a €300 million fine, with the
Public Prosecution Service in April 2021, after an investigation found it had overlooked numerous
indications of money laundering and related financial crime. The penalty was four times larger than the
company’s Q4 2020 net profit of €54 million and represents a particularly stark figure when compared to
ABN Amro’s reported loss of €45 million for FY2020. Similar consequences faced Australia's second
largest bank, Westpac, which reportedly saw its annual profit slump by nearly 66% in 2020, due as much (if
not more) to the AU$ 1.3 billion penalty received from regulators for breaches of AML laws - which enabled
customers to pay for child abuse undetected - as to the COVID-induced recession.
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Recent analysis conducted by Kroll has shown that globally, regulatory penalties have been reaching new
heights over the past couple of years, with watchdogs imposing almost US$ 1 billion worth of AML fines in
the first half of 2021 alone and on track to equal - if not exceed - the US$ 2.2 billion levied in 2020 by the
end of the year. In light of this surge in regulatory pressure, there is no room for complacency.

Financial loss from a drop in share price

A combined 30% of respondents to the Themis Financial Crime 2020 Survey estimated the cost - both
direct and indirect - of their businesses’ financial crime exposure to be £1 million or more; yet it is important
to realise the full extent to which the economic and corporate impact of financial crime exceeds just
criminals’ take.

In 2019, a study by Havas' AMO communications consultancy network found that corporate reputation
accounts for one third of stock market valuations. As such, due in part to the volatility of the stock market,
adverse media - including announcement of investigations and fines for breaches of financial crime
regulations - may have a direct (if sometimes only short-term) impact on an organisation’s share price. For
senior management teams, falling share prices can be a poor reflection of their capability and suitability,
and reduce board members’ chances of re-election by shareholders who have seen the value of their
investments plummet. With senior management teams frequently granted stock options in addition to their
salaries, their own direct interests in the company are also threatened.

Whilst difficult to assess the long-term impact of a regulatory investigation and subsequent fine on a
company’s share price given the multitude of factors which determine its valuation, there is a palpable
effect on share price in the days following a regulatory announcement; indeed, consequences may still be
visible over a six-month period. Themis conducted an analysis of a sample of the most significant
international stories of AML shortcomings since 2019 which indicates that across seven banks, the average
share price loss one day after the regulatory probe was announced was 5.15%, falling to 20.71% six months
following the announcement. The consequences of compliance failures, which are all too frequent, remain
significant for shareholders and executives, especially with bonuses tied to share price performance. The
aforementioned ABN Amro, for example, recorded a 4% share price drop immediately after the news broke
that the penalty it faced might be higher than previously anticipated.

In 2019, a Scandinavian bank reported a 36% fall in its first-quarter net profit, linked to criminal
investigations into the international money laundering case that it was embroiled in, with news of its poor
financial performance subsequently driving the bank’s share price down by 7%. According to investigators
from several countries, over €200 billion in transfers that went through one of the bank’s foreign branches
between 2007 and 2015 may have been proceeds of criminal activities, in a case that led to the resignation
of a number of the bank’s executives. In the APAC region, following the announcement of a regulatory
investigation into the Westpac breaches in November 2019, the bank’s share price plummeted day by day,
harshly juxtaposed against the backdrop of a rising market.

Unsurprisingly, studies suggest that adopting appropriate AML systems, procedures and controls is in the
best interest of a company’s valuation - and by extension of its senior management. Notably, a study
conducted by Dr. Henry Balani, Head of Delivery & Customer Success at Encompass, found that the
adoption of the European Union's 4th Anti-Money Laundering Directive (4AMLD) - which clarified and
introduced more robust compliance requirements such as the filing of suspicious transactions reports
(SARs) and standardisation of Know Your Customer (KYC) processes across the EU - had a demonstrable,
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positive impact on bank valuations (particularly those operating in wealthier EU countries), by decreasing
both total risk and market risk.

Customer and investor loss from reputational damage

Respondents to the Themis 2020 Financial Crime Survey highlighted customer loss as another core
concern in relation to financial crime. In a world where stakeholders are increasingly driven to look for
credible, trustworthy businesses, failure to comply with AML requirements represents a red flag and can
seriously obstruct customer and investor retention. For instance, in 2018, the customers of a bank that was
under investigation for financial crime related reasons were surveyed by Voxmeter, and the poll revealed
that 28,000 private customers had left the bank as public confidence dropped following the money
laundering allegations.

For financial sector services like private banking, where a relationship of trust between the wealth manager
and the client is vital, customer loss can stem from reputational damage at an individual as well as an
organisational level - with regulators starting to target specific senior managers as much as their
overarching companies. In early 2021, for example, two former chief executives of a private bank were
formally reprimanded by the Swiss regulator Finma for serious shortcomings in compliance measures
related to the handling of dirty money from a Venezuelan state-owned company.

Investor loss is just as damaging for companies, as demonstrated by the recent case of an Australian
hedge fund, which succumbed to a sophisticated phishing scam wherein attackers used a fake Zoom
invitation to gain access to an executive's email account, then initiated and approved cash transfer
requests amounting to AU$8 million, via fake invoices sent to the fund's trustee and third party
administrator. Despite riding a successful wave of growth prior to the attack (up by 20% on the previous
year), the loss of its key investor in the aftermath of the cyberattack - driven by lack of confidence in its
security controls - ultimately forced the hedge fund to close.

Consequences for senior management

In addition to financial implications linked to falls in a company’s share price, individual fines, forced
resignation, bans on operating in the industry and even criminal charges also lie in wait for senior
managers who turn a blind eye to AFC compliance.

For, ultimately, financial crime in organisations is often a result of misconduct or inadequate oversight on
the part of senior managers, via the promotion of a corporate culture of risk, recklessness or secrecy. A
company cannot make its own decisions or take its own actions. This is a concept echoed by Oliver
Bullough, investigative journalist and author of “Moneyland: Why Thieves And Crooks Now Rule The World
And How To Take It Back”, who told Themis in a recent podcast: “All crime is committed by people. The
idea that it’s committed by a company is absurd - a company is a legal construct”.

Whilst regulators have traditionally directed enforcement action primarily at institutions rather than
individuals, in recent years, they have adopted a more targeted approach to reflect the fact that institutions
are only as compliant as their constituent parts - or employees. In the UK, for example, fines levied on
individuals responsible for AFC failures have almost trebled in recent years, and, under the Senior
Managers and Certification Regime, individual fines can reach up to 40% of the subject’s income. As such,
it is important for senior management teams to understand the gravity of wilfully (or un-willfully) overlooking
AFC controls or breaching regulations.
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In October 2020, a globally operating bank agreed to pay over US$ 5 billion in penalties to UK and US
regulators to settle cases related to its involvement in the 1MDB corruption case in Malaysia. The scale of
this fine represents a good incentive for companies to invest robustly in financial crime compliance - hot on
the heels of individual criminal charges brought against a number of the bank’s senior managers, and
members of its board of directors. In January 2021, it was further announced that three of the
organisation’s executives would each receive hefty pay cuts - in the case of the latter, to the tune of US$ 10
million. Crucially, these cuts were made at the same time as the bank confirmed that the individuals in
question were unaware of the corruption involving 1MDB and several senior bank employees. Their
punishment was not, therefore, for active wrongdoing but rather for lack of adequate oversight - not for
knowing, but for not knowing.

Financial crime through an ESG lens

It is all too easy to think of financial crime as an issue that affects an anonymous system of big banks,
complex corporate structures, globalised money flows - or simply in terms of regulatory and financial
losses. Yet the true impact of financial crime extends beyond the financials, and has serious consequences
for environmental, social and governance (ESG) issues.

Financial crime is also cyclical and self-perpetuating in nature; when it robs governments of taxes and
citizens of legitimate employment and income, exacerbating poverty, it creates an endless cycle of
exploitation, as even more people are forced to turn to crime to sustain themselves. By applying lax AFC
controls and framing them exclusively in terms of regulatory compliance and as a way to avoid fines,
businesses can end up unwittingly helping criminals to commit offences that severely undermine
sustainability and affect lives globally. For some firms, it is easy to lose sight of why and whether their
contribution to financial crime prevention is so important, caught up in the regulatory compliance detail and
unable to see the wood for the trees.

For it is not just the regulators setting this agenda. The support of regulators may be a necessary condition
for building and maintaining a successful international franchise but it is not sufficient; customers, suppliers
and investors are increasingly choosing to deal with organisations that can show commitment to the social
impact of their work. This includes protecting their stakeholders from financial criminals and ensuring that
their own financial systems are not exploited.

Rather than considering compliance purely in terms of potential negatives and “sticks”, there are, therefore,
opportunities to reframe it in terms of active gains. Financial crime compliance is not just about the
avoidance of reputational damage, regulatory fines or the associated drop in share price; as a key pillar in
firms’ ESG programmes, it can attract customers, confer a competitive advantage and enable companies to
have a net positive impact on the world around them. It is important that senior managers understand that
AFC is much bigger than simple compliance with regulations, but rather a prerequisite for every business
that seeks to be sustainable and purpose-driven.

Practical recommendations for boards and executives

Getting tone at the top right

Of the many firms that have suffered due to regulatory fines, it is difficult to find a case that was not
precipitated, or at least facilitated, by those in the upper organisational echelons. Passive facilitation is as
insidious as active precipitation, and culpability in failing to sustain an AFC culture can extend from doing
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nothing to reckless action or bullying - studies confirm that people working in a culture of fear are more
likely to conduct themselves badly. Good people will often exhibit poor conduct unless leaders have the
discipline to consistently make principles-based decisions and refrain from intimidation - at the expense of
profit, if necessary. Effective and robust management structures are therefore important - both in terms of
escalation processes and clearly delineated responsibilities and expectations - as is the need for those at
the top to internalise the AFC culture and enforce the regime; crucial if it is to properly serve its purpose.

Ensuring active engagement and education

Dedicated compliance officers are a must, but senior managers are also essential gatekeepers upon whom
clients and regulators rely to prevent, detect and report potential misconduct. It is just as much - if not more
- their duty to set a company’s culture and embody its values, and they should be actively engaged in
moulding their firm’s approach to financial crime mitigation. In particular, it is necessary to involve those
executives responsible for all three lines of effective defence when shaping AFC processes, controls and
systems: namely customer-facing staff, operations and audits. This means educating themselves about the
risks to which the areas of their organisation are exposed and ensuring that steps are taken to address
them.

Implementing an open and transparent culture

Senior managers should not be afraid to ask difficult questions and should pay attention to both what their
employees are saying and what they are not saying. Open reporting channels should be maintained and
any signs of wrongdoing or failure to comply with regulatory expectations responded to efficiently.
Moreover, senior managers must create an enabling environment so that compliance managers - and
indeed all staff - can highlight potential issues without fear of reprisal or intimidation.

The sign of a good culture is when every member of staff can - and does - question their client and supplier
relationships, asking, for example: why are they banking with us, do their transactions fit within their
expected or given reasons for operating this account, who are we really dealing with, what does the
end-to-end supply chain look like, and, above all, does this relationship or transaction make sense? It is
important to recognise that, while a firm may only deal with legitimate customers or trade, individual
criminals and organised crime groups (OCGs) may actively be trying to break down its defences. Members
of OCGs are often smart, highly trained and digitally sophisticated financial experts who may employ a
larger and better qualified team of analysts than the targeted company does. Although it is senior
managers’ responsibility to ensure that there are effective AFC systems and controls in place, establishing
a culture where this level of questioning across the organisation (from top to bottom) is a norm is the most
effective way for a team to spot suspicious activity or red flags.

Addressing incentives behind dubious behaviour

Fair remuneration of staff will only lead to more motivated employees who feel valued enough to go the
extra mile to ensure compliance by doing their part in fostering an AFC culture and upholding their
associated responsibilities. It is also an ESG issue in its own right, especially with companies increasingly
reporting on gender and race pay gaps. Understanding the damage caused when even minor instances of
unethical conduct or breaches of financial crime controls are tolerated or condoned is key to securing
senior management responsibility and accountability. Organisations should be alert to small deviations in
behaviour that could be construed as acceptable and act to stop the normalisation of behaviours that are
ethically detrimental. It is also important to identify any incentives that drive poor ethical outcomes.
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Understanding anti-financial crime policies, systems and controls

Regulators expect senior managers to be able to fully articulate the financial crime risks their business is
exposed to and the control frameworks they have in place to mitigate these risks, demonstrating how
teams have been educated, setting appropriate risk appetites and establishing effective controls. Risk
policies are vital in this regard, with enough detail to be more than just a box-ticking exercise; these should
be an actively useful resource for staff consulting them as well as a way of signposting a company’s
position or risk appetite. Firms should also ensure that accompanying processes are genuinely robust;
ineffective, “rubber stamp” checks tend to identify little of consequence. Regular reporting on indicators of
good compliance behaviours is necessary both in demonstrating this institutional culture (in addition, for
example, to minutes of executive committee board meetings or horizon scanning exercises) and being able
to accurately measure its efficacy or impact.

Conclusion

Failure to implement appropriate anti-financial crime frameworks and to ensure they are continuously
operationalised has serious consequences for a company’s financial stability and reputation, as well as for
its senior management team. Conversely, evidence from Dr. Balani’s aforementioned study suggests that
robust AFC controls confer a distinct competitive advantage and provide an opportunity for firms to attract
a loyal customer and investor base. This is all the more pertinent given increasing stakeholder choice and
ability to vote with their feet if they do not approve of a company’s actions in the ESG arena. AFC controls
are a vital component of firms’ ESG programmes and the importance of ensuring these are robust and
well-maintained cannot be underestimated.

The buck to tackle financial crime does not stop at the level of regulators and law enforcement authorities,
and businesses must play their own part by introducing AFC measures that hamper criminals’ ability to
exploit the system. Organisations must ensure they set and adhere to an AFC strategy that considers
inherent risks and requires staff across different functions and levels of seniority to engage in periodic AFC
training. Senior managers and board members should have an accurate picture of the risks to which the
firm has been or could be exposed, and review and challenge high-risk relationships, not only in the
knowledge that they may lead to reputational and financial damage but grounded, too, in an informed
understanding of the very serious threat they pose to society.

Despite possible temptation for companies to resort to lax AFC controls to avoid both upfront and
maintenance costs of robust compliance, Dr. Balani’s findings and the cases presented in this white paper
highlight that the financial, reputational, personal and societal costs of breaching financial crime regulations
far outstrip the cost of compliance. For senior managers, organisations and for society at large, the
consequences of dropping the ball are simply too high.

If you would like to discuss any aspect of this paper, please do not hesitate to contact us:

UK: +44 (0)20 8064 1724 | UAE: +971 (0) 58 590 5918 | info@themisservices.co.uk | www.crime.financial
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