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MEMBER CONTRIBUTION BY IVAN ECKHARDT

The world’s oceans and seas have recently become a more perilous, chaotic and unpredictable place: the Covid-
19 crisis disrupting global maritime supply chains; high-stakes geopolitical incidents with oil-smuggling tankers
related to the global pariah states of Venezuela, Iran, Syria or North Korea; piracy incidents in Gulf of Guinea as
well as off the coast of Ecuador, Mexico, or Mozambique; a mega-container ship blocking a crucial global
maritime transportation chokepoint for days, tossing in chaos the entire global shipping industry; and traffickers,
smugglers and other seafaring criminals using increasingly sophisticated technology to hide their activities and
evade capture.

With approximately 90 percent of global trade involving oceanic transport, maritime security and intelligence are
poised to become increasingly relevant inside the wider field of compliance and business risk.
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INTRODUCTION

https://home.treasury.gov/system/files/126/05142020_global_advisory_v1.pdf


Manipulating (“spoofing”) or disabling the Automatic Identification System (AIS) that tracks a vessel’s route;
Physically altering of vessel registration, including the name and the International Maritime Organization
(IMO) number on the hull;
Falsification of cargo and vessel documentation;
Engagement in ship-to-ship (STS) transfers, which permit moving cargo between vessels without official
record and witnesses;
Voyage irregularities such as detours, loitering, being stationary mid-sea, and other uneconomic, erratic
behaviour;
Running under a false flag or frequent change of flags (“flag hopping”);
Shady ownership and management structures.

On May 14, 2020, after more than a year of consultations with industry experts, the U.S. Department of
Treasury’s Office of Foreign Assets Control (OFAC), Department of State, and Coast Guard issued a global
advisory document for the maritime sector as well as for the energy and metal supply chains. The guidance
discussed emerging trends in illicit shipping and maritime-based sanction evasion, particularly in relation to Iran,
North Korea, and Syria, providing the maritime industry with a set of tools and compliance best practices to
counter these threats. It listed the following seven deceptive shipping tactics used by malign actors:

The document also stresses that all these red flags are of particular concern when detected in geographic areas
representing a high risk of sanction evasion.

The general message was that all maritime-exposed actors (ship-owners, managers, freight-forwarders, flag
administrations, insurers and many others) should make proactive efforts to make sure no sanction evasion
activities are taking place within their reach. The issuance of this document has been described as a watershed,
ground-breaking, industry-changing moment in the global shipping sector.

The U.S. is not alone to issue such advice. The United Kingdom produced similar maritime guidance material in
December 2020, and in 2019, the UN Security Council and the International Maritime Organization detailed
deceptive shipping practices employed by North Korea to evade UN sanctions.
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2020 U.S. MARITIME ADVISORY:
A WATERSHED EVENT
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The U.S. maritime guidance document discussed above was, above all, the U.S. authorities’ response to one key
fact about the global maritime shipping: it has become a major venue for evasion of U.S. sanctions by the energy
and natural resource sectors of Venezuela, Iran, Syria and North Korea.

The story of Grace 1, an Iranian oil tanker whose seizure by the U.K. Royal Marines off the coast of Gibraltar in
2019 made global headlines, epitomises this risk. This vessel attempted to transport Iranian oil - disguised as
coming from neighbouring Iraq to avoid U.S. sanctions - into Syria. In doing so, it conducted pretty much each of
the “evasive tactics” listed above – it hid its ownership by Iran; falsified cargo documents; operated with its AIS
transponder switched off; unnecessarily circumnavigated Africa instead of taking the logical, direct route through
the Suez Canal; changed its name to Adrian Darya 1; and finally delivered its oil to Syria via ship-to-ship (STS)
transfers. Earlier this year, after having spent more than one year operating “in the dark”, the notorious ghost
ship reappeared under yet another name, Arman 114, and according to media reports was still engaged in illicit
oil shipments from Iran to Syria.

In a more recent but equally disruptive incident, five Iranian tankers sailed to Venezuela in May and June 2020
to deliver gasoline shipments in defiance of U.S. sanctions. The U.S. responded by imposing sanctions against
the vessels. In August, the U.S. authorities seized fuel from four other tankers carrying Iranian fuel to Venezuela.
However, Tehran’s fuel aid for Caracas has continued throughout 2020 and into 2021.

There have also been notable illicit activities in relation to North Korea. In May 2021, South Korea seized an UN-
sanctioned oil tanker running under a false name and flag. The ship had been sanctioned in 2017 for carrying out
subterfuge STS transfers of fuel to North Korea, in violation of both U.S. and UN sanctions. In August, U.S.
authorities detained a Singaporean-owned tanker that had similarly carried out STS deliveries of oil products to
North Korea. The same vessel had been already detained in 2020 for the same offense. In September, a UN
Security Council panel called for enhanced compliance and security practices to fight unlawful shipping
practices related to North Korea.

Importantly, certain jurisdictions and regions in the world appear to be functioning as a sort of hub for the
smuggling of Iranian and Venezuelan oil. In particular, various media reports have mentioned the Straits of
Malacca and United Arab Emirates (UAE) in this respect, identifying multiple STS transfers of illicit oil cargo in
these zones.

Furthermore, ‘bad’ maritime actors appear to be technology-savvy, quick learners, skilfully devising new tactics
to outwit authorities. In April 2021, maritime intelligence consultancy Windward claimed to have uncovered a
brand new deceptive shipping practice used to evade sanctions – an orchestrated, simultaneous AIS
manipulation by ten different vessels. Put simply, the ship operators allegedly managed to transmit false AIS
locations for the vessels.
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MARITIME SANCTIONS EVASION

https://www.dowjones.com/professional/risk/resources/due-diligence/grace-1-maritime-risks
https://undocs.org/S/2021/777
https://www.reuters.com/article/venezuela-oil-uae-specialreport-int/special-report-uae-emerges-as-hub-for-companies-helping-venezuela-avoid-u-s-oil-sanctions-idUSKBN2930YE
https://www.reuters.com/article/venezuela-oil-uae-specialreport-int/special-report-uae-emerges-as-hub-for-companies-helping-venezuela-avoid-u-s-oil-sanctions-idUSKBN2930YE
https://windward.ai/blog/gns-manipulation-illusion-knowledge/


In addition to sanctions evasion, other subterfuge shipping activities have also become of growing concern
recently. One of them is piracy. Ten years ago, this threat was concentrated in the Horn of Africa region, creating
a big global scare (one particular incident from 2009 even made it to the big screen in a full-fledged Hollywood
flick starring Tom Hanks). Today, it is Africa’s Gulf of Guinea that has emerged as a new global hotspot for
maritime-based theft, hijacking and kidnapping. Major shipping industry organisations are currently drafting a
common policy to address this issue.

Moreover, piracy incidents have been recently reported even in jurisdictions and areas where such threats had
previously been virtually unheard of, such as the territorial waters of Ecuador, Mexico or Mozambique. The case
of Mozambique is amongst the most alarming, since the emerging piracy there is associated with the growing
Islamist insurgency and terrorism in the Cabo Delgado province. This unrest is already having wider regional
implications – Rwanda and other states are providing military assistance to the Mozambican government’s anti-
insurgency efforts, and the clashes have spilled over into Tanzania. Importantly for the topic of this paper, the
insurgents have deliberately attacked maritime infrastructure on multiple occasions. The Mozambique Channel
is a key maritime shipping artery and chokepoint, with an estimated 30 percent of global tanker traffic passing
through that area.

Lloyd's Market Association’s Joint War Committee (JWC) designates and periodically updates maritime “Listed
Areas” for piracy, terrorism and other risks. Recently, in response to the increase in piracy, JWC saw itself
obliged to expand its Listed Area in the Gulf of Guinea and to create a new one in Mozambique’s Cabo Delgado
area.
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PIRACY

https://www.bloomberg.com/news/articles/2021-08-17/piracy-safety-risks-stoke-shipping-s-re-think-of-security?sref=xTkgnLSf
https://nsc.crawford.anu.edu.au/sites/default/files/publication/nsc_crawford_anu_edu_au/2021-03/iop_brewster_mozambique.pdf
https://www.lmalloyds.com/lma/jointwar


In addition to piracy, where the motive tends to be primarily economic, there is also a wide range of political (and
geopolitical) maritime threats. Some of the most significant incidents of late have been associated with Iran and
general tensions in the Middle East.

For instance, in 2019, in response to the U.K. Royal Marines seizing the Iranian oil tanker Grace-1 (discussed
above), Tehran proceeded to detain a U.K.-linked ship in the Persian Gulf. More recently, in January 2021, Iran
security officers boarded and seized a South Korean tanker passing through the Strait of Hormuz. The officially
stated reason was environmental pollution, but global media widely speculated that the tanker was actually
seized to become a bargaining chip in Tehran’s negotiation with Seoul over USD 7 million in Iranian oil revenues
frozen in South Korean banks. The tanker was ultimately released in April 2021. Some media reports have
claimed that Iran uses the “spoofing” technology to actually lure vessels into entering its territorial waters to be
captured.

Moreover, the long-term hostility between Israel and Iran appears to be assuming an increasingly maritime
character, with each country using missiles and drones to attack vessels associated with its rival in what has
been described as a “shadow” tit-for-tat war. Since the start of 2021, at least seven such incidents have been
reported, taking place from the Eastern Mediterranean to the Arabian Sea. In July, an Iranian attack at an Israeli-
managed tanker caused the first fatalities in this emerging maritime conflict, killing two people. Separately,
Yemen’s Houthi movement, backed by Iran, has been involved in attacks in the Red Sea against ships and
maritime infrastructure associated with Saudi Arabia and its allies, threatening global maritime traffic coming to
and from the Suez Canal.

Maritime-based geopolitical tension is simmering elsewhere as well, most notably in the Eastern Mediterranean,
where a number of states are disputing recently discovered offshore oil and gas deposits, or the Southern China
Sea, where the issue are conflicting territorial claims. The ongoing migrant crisis in the Mediterranean is also a
factor to be taken into account.
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GEOPOLITICAL THREATS 
AND TERRORISM

https://www.economist.com/middle-east-and-africa/2021/05/22/why-vessels-passing-near-iran-may-have-trouble-staying-on-course
https://www.gpsworld.com/gps-circle-spoofing-discovered-in-iran/
https://www.jpost.com/israel-news/a-deadly-new-level-in-the-tit-for-tat-war-between-israel-and-iran-675530
https://www.jpost.com/israel-news/a-deadly-new-level-in-the-tit-for-tat-war-between-israel-and-iran-675530


Narcotics smuggling has become another risk in global maritime shipping. Cocaine trafficking operations in the
Western Hemisphere appear to be increasingly setting their eyes on the Old World. The reason? According to
UN Office on Drugs and Crime (UNODC) data, the wholesale price of one kilo of cocaine in 2017 was USD
28,000 in the U.S., but USD 41,731 in Western Europe. Researchers on the topic have described Europe as “the
epicentre of the global cocaine trade” and “the most attractive cocaine market in the world.” This year, local
authorities have carried out seizures of large quantities of cocaine in the major European ports of Hamburg
(Germany), Antwerp (Belgium), or Amsterdam (Netherlands).

The main route used for the transportation of cocaine to Europe is container shipping, with cocaine shipments
often hidden among legal goods and carried by unsuspecting vessels. Various South American countries - Chile,
Peru, Uruguay or Ecuador – have been used as the departure points, but it is Brazil – with its easy access to both
the cocaine producing nations in the Andean region as well as the container shipping lanes to the EU – that has
naturally become the “cocaine bridge” to Europe.

ZeroZeroZero, an 2020 Amazon Prime series based on the book of the same name by Italian organized crime
expert Roberto Saviano, brilliantly portrayed the fictional journey of a 5,000 kilo cocaine shipment – hidden in a
container of large jalapeño cans – from Mexico to Italy, with brokerage of a shady, family-owned U.S.
transportation firm.

And it’s not only containers - InSight Crime, an investigative journalism outlet, has identified 12 other places in
which drugs have been hidden on ships, such as the fuel tank or engine room, often unbeknownst to their crew.
In addition to container and other ships, drug submarines are increasingly being used to move cocaine to
Europe. 
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DRUG TRAFFICKING

https://dataunodc.un.org/drugs/heroin_and_cocaine_prices_in_eu_and_usa-2017
https://insightcrime.org/news/europe-cocaine-record-heights/
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Maritime shipping accounts for 90 percent of global trade and relies heavily on a handful of geopolitically
sensitive chokepoints, such as the Straits of Hormuz – particularly crucial for oil trade - and Malacca or the
Panama Canal. The recent incident in the Suez Canal, with a mega-container ship called Ever Given – one of the
world’s largest of its kind – running ashore and blocking the pass for several days, highlighted this vulnerability in
global trade. As of October, seven months since the Ever Given incident, its effects on global supply chains are
still being felt.

Additionally, many of these chokeholds are in geopolitical ‘hotspot’ areas, in the vicinity of war zones, terror
groups, and pariah states. Iran’s Strait of Hormuz, or Yemen’s Bab-al-Mandab are prime examples. The Malacca
Strait is host to pirate activities and as of late is known as an oil smuggling hub, while the Strait of Gibraltar has
long been known for drug trafficking as well as people smuggling. The worsening maritime security in the
Mozambique Channel is discussed in a previous section of this article.

Several major international crises in the past century have revolved around these chokepoints, such as the 1956
Suez crisis (when the U.K. and France attempted to regain control of the Suez Canal) or the 1989 U.S. invasion of
Panama (officially motivated by protecting the integrity of the Panama Canal Treaty, among other reasons).
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CHOKEPOINTS: THE ACHILLES HEEL OF
GLOBAL SHIPPING

https://postgraduate.ias.unu.edu/upp/wp-content/uploads/2016/07/6_Dam_article.pdf


Of course, the above list of crime and security-

related risks in today’s global maritime shipping

landscape is not exhaustive. The sheer volume

of goods transported by sea – estimated at 811

million twenty-foot equivalent units (TEUs) of

containers in 2019 – makes it virtually

impossible for authorities to properly screen

what exactly is being transported. In fact, the

U.S. Customs and Border Protection (CBP)

manages to physically inspect only three

percent of ocean-faring freight, compared to 24

percent of truck and 90 percent of rail freight.

In this respect, maritime intelligence

consultancy Windward points out that

“containers are both literally and figuratively

black boxes”. This makes the sector vulnerable

not only to trafficking of drugs and other illicit

products, discussed above, but also to other

threats, such as trade-based money laundering.

Illegal fishing, estimated to be worth as much

as USD 23.5 billion per year, is another

increasingly relevant maritime security trend.

The list could go on.

Since all of these maritime perils appear to be

here to stay, it is very likely that many a

compliance professional may, sooner rather

than later, find themselves using rather strange

sounding terms such as ghost ship, dark

activity, spoofing, STS transfer, flag-hopping or

bill of lading on a regular basis.

Or, to put it in yet another way: the global

compliance community should quickly learn

how to swim in and, ultimately, navigate the

emerging complexities of global maritime

shipping.

CONCLUSION
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If you would like to learn more about some of the jurisdictional risks mentioned in this article, consult our

Themis suite of Middle East and West Africa focused Country Risk Reports.

For help with due diligence on your suppliers or partners in the maritime industry, book in a demo of our

Themis Search platform.  Our search engine allows you to search for any individual or company anywhere

in the world to see if they have potential links to criminality. In addition, our specialist investigators can

help you with more complex cases or where there are specific red flags or concerns.

Our Themis network welcomes member contributions, and these articles are made available on our

members portal.  Not a member? Find out more here or get in touch with one of our team if you are

interested in writing a piece for us.
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Automatic Identification System (AIS) – a system transmitting a vessel’s

position, draught, speed and similar data (all vessels over 300 tons have been

required by the U.N. to use this system since 2004 for maritime security

purposes).

Ship-to-ship (STS) transfer – moving cargo mid-sea between two ships. 

‘Going dark’ – deliberately switching off the AIS or other tracking systems

such as GPS, Inmarsat, and others.

Dark activity – any movement or action (port call, ship to ship transfer, change

of course) conducted with the AIS deliberately switched off.

Tracking gap – a period during which a vessel is not tracking.

Ghost ship – a ship running permanently with the tracking systems switched

off.

False flag – running under a flag state without proper registration.

Flag hopping – the practice of frequently changing the vessel’s flag state.

Spoofing – manipulation of the AIS system to broadcast untrue data.

Bill of lading – a cargo document certifying that the goods are being shipped.

KEY TERMS
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