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THEMIS MEMBER CONTRIBUTION BY IVAN ECKHARDT

After many Western nations imposed bans on Russian gas, oil and other natural resource products in retaliation
to the Kremlin’s illegal and unprovoked invasion of Ukraine, a new global compliance threat emerged almost
overnight: maritime smuggling of Russian exports by “ghost ships” which use various deceptive shipping tactics
to avoid detection. This development could be seen as the next phase in the general boom of illicit shipping that
has been taking place on the world’s oceans since 2019.

Catch Me If You Can

Global anti-money laundering (AML), countering the financing of terrorism (CFT), sanctions enforcement, and
other regulatory compliance efforts may be likened to an ever-changing game of hide and seek - an elusive play
of light and shadow. All over the world, money-launderers, terrorism financiers, and other bad actors are heavily
invested in the following question: “What new places, venues, channels, or methods can we use to secretly make
money, transfer funds or hide assets without getting detected by the authorities? What untapped opportunities
are there that are currently under the law enforcement radar?”

Metaphors of this logic are aplenty. Think of a global, high-stakes, multi-billion dollar game of Whack-A-Mole; or
Carmen Sandiego, the mysterious, globetrotting thief always one step ahead of her Interpol pursuers, known
from a homonymous 1980s video game and more recently a Netflix cartoon series. Regardless of the analogy,
the message is always the same: compliance officers and regulators alike cannot rest on their laurels; to employ
the oft-used military rule, they must prepare for the next war, not the last one.

This never-ending search by bad actors for new methods of illicit money movement is perhaps most visible in
offshore jurisdictions – while traditional havens such as Switzerland, Cyprus or Panama are gradually
implementing pro-transparency legislation to get rid of this stigma of enabling dirty money transfers, new global
refuges are quickly appearing. For instance, the Pandora Papers revealed the significant and emerging role that
trusts registered in South Dakota and other U.S. states play in global illicit cash flows. But it’s not only offshore
jurisdictions: crypto-currencies, art objects, non-fungible tokens (NFTs) and free ports have all been described as
posing increasing risks to AML, CFT, sanctions and other compliance aspects. 
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https://www.icij.org/investigations/pandora-papers/us-trusts-offshore-south-dakota-tax-havens/
https://www.un.org/counterterrorism/events/coutering-use-of-cryptocurrencies-to-finance-terrorism-in-Middle%20East
https://www.nytimes.com/2021/06/19/arts/design/money-laundering-art-market.html
https://rusi.org/explore-our-research/publications/commentary/nfts-new-frontier-money-laundering
https://www.transparency.org.uk/sites/default/files/pdf/publications/TI-UK_Freeports%20Consultation%20Submission.pdf


Switching off Automatic Identification System (AIS) transponders, or “going dark”
Changing the name and other vessel identification
Forging cargo and ship documentation
Ship-to-ship (STS) transfers
Shipping irregularities, such as abrupt detours, illogical routes or loitering
Frequent change of the flag, or “flag hopping”
Shady management or ownership structure

Venezuela and Iran Oil Sanctions, and the Boom of Illicit Shipping

This article will discuss one of these “new frontiers” of global compliance, a sector swarming with bad actors –
illicit maritime shipping, in particular of oil, gas, and other natural resources. 

In November 2018, the U.S. Office of Foreign Assets Control (OFAC) reimposed sanctions on Iran, including its oil
sector, and shortly after, in January 2019, it blacklisted Venezuelan oil giant PDVSA. The two pariah nations'
heavyweight status in the global oil production needs little reminder – Venezuela’s and Iran’s crude reserves are
estimated to be the world’s first and fourth largest, respectively. And, since the budgets of both states are highly
dependent on crude exports, both Caracas and Tehran found themselves between a rock and a hard place,
desperately needing to find new buyers for their oil. Over night, it became very profitable to secretly load heavily
discounted Venezuelan and Iranian oil, smuggle it away from their countries of origin, mis-declare its provenance
(e.g. as if from a non-sanctioned, oil-producing country such as Nigeria), and sell it for the global market price.
Evasion of U.S. oil sanctions became a lucrative business, and to many, the profits to be gained from engaging in
this market significantly outweighed the risk of facing U.S. legal action.

A notable incident in 2019 brought the world’s attention to this emerging problem. A tanker called Grace 1
attempted to smuggle Iranian oil into Syria, but was detained off the coast of Gibraltar by Royal Navy vessels.
After Tehran retaliated by seizing a UK-flagged tanker in the Persian Gulf, Grace 1 was released and eventually
delivered its cargo. Then again in 2020, illicit shipping intensified. In a series of widely-reported incidents, Iranian
vessels repeatedly attempted to defy U.S. sanctions and smuggle gasoline to its fuel-short ally Venezuela (while
the Latin American country has vast oil reserves, it has poor refining capacity). 

The U.S. OFAC and other Western regulators quickly recognised this emerging threat and started to impose
sanctions on vessels, in addition to the usual targets of individuals, entities and countries. In May 2020, the U.S.
authorities issued special guidance on illicit shipping for maritime, energy and metals industries. The document
was published after more than a year of consultation with maritime experts, which might indicate that the
problem had been brewing for some time. The guidance focused particularly on maritime-based evasions of
sanctions placed on Iran, North Korea, and Syria, and identified the following common underhand shipping
practices used by bad actors (such as the above-discussed Grace 1 tanker) to avoid detection:

The term “ghost ship”, which had been used in fanciful pirate stories for centuries, adopted an alternative
meaning, and referred to the ships engaging in these evasive tactics. In spite of the heightened efforts by the
U.S. and other Western governments – a similar directive was for example issued by the UK authorities later in
2020 – the number of “ghost ships” operating on the world’s oceans increased in 2020 and 2021, amid
worldwide supply chain disruption, piracy problems, and general chaos on global maritime shipping lanes. Some
areas in particular, such as the United Arab Emirates, Oman or the Malacca Straits, emerged as “hubs” for
alleged evasion of U.S. sanctions on Iranian and Venezuelan oil exports through STS transfers. Vessel-tracking
and screening services became highly sought-after by global businesses hoping to avoid exposure to business
and regulatory risk in their shipping lanes.
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https://home.treasury.gov/news/press-releases/sm541
https://home.treasury.gov/news/press-releases/sm594
https://www.gisreportsonline.com/r/iran-oil/
https://www.reuters.com/markets/us/oil-sales-finance-61-venezuelas-2022-budget-document-2021-12-06/
https://www.eia.gov/international/content/analysis/countries_long/Iran/pdf/iran_exe.pdf
https://www.reuters.com/business/chinas-iran-oil-purchases-rebound-lower-prices-fresh-quotas-2021-11-10/
https://professional.dowjones.com/risk/blog/grace-1-maritime-risks/
https://www.france24.com/en/20190913-iranian-usa-tanker-gibraltar-oil-syria-adrian-darya-assad
https://www.voanews.com/a/usa_us-monitoring-iran-sends-fuel-tankers-venezuela-defiance-sanctions/6204325.html
https://www.aljazeera.com/economy/2020/12/6/biggest-iranian-flotilla-yet-en-route-to-venezuela-with-fuel
https://home.treasury.gov/system/files/126/05142020_global_advisory_v1.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/948299/OFSI_Guidance_-_Maritime_.pdf
https://www.reuters.com/article/venezuela-oil-uae-specialreport-int/special-report-uae-emerges-as-hub-for-companies-helping-venezuela-avoid-u-s-oil-sanctions-idUSKBN2930YE
https://www.lloydslistintelligence.com/knowledge-hub/data-storytelling/russia-sanctions-and-ship-to-ship-scenarios
https://asia.nikkei.com/Politics/International-relations/Iranian-oil-flowing-past-Malaysia-on-way-to-Asian-customers


According to data from several maritime consultancies, the number of “dark activities” – i.e. movements
conducted with the AIS transponder switched off – by Russian crude oil tankers significantly increased since
the start of the Russian invasion. One firm reported in June that over 100 Russia-affiliated tankers had been
operating “in the dark” for over two months.
Large numbers of STS transfers involving Russian oil exports were detected in various parts of the world,
including the Black Sea, the Dutch port of Rotterdam, the West African and Danish waters. “Dark activities”
by Russian oil tankers were also identified near Portugal’s Azores archipelago in the Atlantic Ocean.
However, the real boom of dark activities and mid-sea STS transfers related to suspected Russian oil
shipments have taken place in the Mediterranean, particularly Greece, Malta, Gibraltar, and Spain’s North
African enclave of Ceuta. Lloyd’s List Intelligence reported that Greece, Malta and Gibraltar became the new
“STS hubs” for illicit Russian oil transfers, playing the same role that the UAE, Oman and Malaysia played for
illicit shipping with Venezuelan and Iranian oil over the past three years. 
The illicit shippers are believed to have delivered their cargo predominantly to countries such as China, India
or Turkey. However, some disguised Russian oil products are believed to have ended up in the U.S. market. 
Russian tanker operator Sovcomflot, which runs a fleet of 122 ships often used by Russian state-producers
like Rosneft, was forced to move a large part of its operation to Dubai and so beyond the reach of Western
sanctions.
The U.S. OFAC blacklisted a Russian-backed international operation led by Iran’s elite Al Quds force to
smuggle Iranian oil.
Maritime smuggling operations have not been limited to Russian oil and gas, but also extended to the illicit
transportation of Ukrainian grain out of Russian-occupied territories into Turkey and Syria.
The ongoing volatility on global shipping lanes was underscored by a recent incident in which Tehran seized
two Greek tankers in the Persian Gulf, in an apparent retaliation for Athens detaining a tanker carrying
Iranian oil earlier this year and agreeing to hand over the cargo to the U.S. authorities. 

New Phase: Russian Oil and Gas Smuggling

This issue has entered a new phase with Russia’s invasion of Ukraine and the West’s retaliatory sanctions
against the Kremlin regime as a response (primarily targeting oil, gas and other resource-based products).
However, these energy-focused embargoes were not easy to adopt, on account of Western dependence on
supplies of oil and gas from Russia. Yet a growing number of nations imposed gradual restrictions on Russian oil,
gas and other natural resource exports, which after weeks of discussion, culminated in the EU imposing an
almost total ban on Russian oil imports at the end of May. The EU also plans to impose further cost on Russian
oil exports by prohibiting insurance and financing services to the shippers of Russian oil.

The effect was similar to what happened in 2018 and 2019 after the OFAC responded to Iranian and Venezuelan
crude oil exports. Moscow still needed to sell its oil and gas to finance the war, and as a result it became very
lucrative for bad actors to smuggle sanctioned (and deeply discounted) Russian crude oil. In effect, the illicit
shipping of Russian oil, gas and other sanctioned natural resources quickly became a new global compliance
threat.

The following developments took place in the four months since the start of the war:
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https://www.voanews.com/a/russian-cargo-ships-spotted-going-dark-to-evade-sanctions-/6505792.html
https://www.telegraph.co.uk/business/2022/06/02/russian-oil-tankers-go-dark-putins-latest-sanctions-busting/
https://www.reuters.com/business/energy/greece-emerging-new-hub-russian-ship-to-ship-fuel-oil-exports-data-shows-2022-05-19/
https://www.wsj.com/articles/russian-oil-producers-stay-one-step-ahead-of-sanctions-11654076614
https://www.businessinsider.com/russian-oil-tankers-tracking-signals-dark-azores-islands-2022-6
https://www.reuters.com/business/energy/greece-emerging-new-hub-russian-ship-to-ship-fuel-oil-exports-data-shows-2022-05-19/
https://www.tradewindsnews.com/tankers/us-top-destination-for-russian-crude-and-products-transferred-in-greece-last-month/2-1-1224627
https://www.lloydslistintelligence.com/knowledge-hub/data-storytelling/russia-sanctions-and-ship-to-ship-scenarios
https://www.telegraph.co.uk/business/2022/06/02/russian-oil-tankers-go-dark-putins-latest-sanctions-busting/
https://www.lloydslistintelligence.com/knowledge-hub/data-storytelling/russia-sanctions-and-ship-to-ship-scenarios
https://www.wsj.com/articles/russian-cash-and-trade-drawn-to-dubai-by-low-taxes-no-sanctions-11654092808
https://home.treasury.gov/news/press-releases/jy0799
https://www.themoscowtimes.com/2022/06/29/investigations-uncover-russias-alleged-ukrainian-grain-smuggling-a78142
https://www.aljazeera.com/news/2022/5/27/greece-protests-piracy-after-tankers-seized-in-gulf
https://www.wsj.com/articles/russian-oil-producers-stay-one-step-ahead-of-sanctions-11654076614?mod=hp_lead_pos2


Look For Tankers, Not Super Yachts

The money involved in these sanctions evasion activities is staggering: let’s look at one single incident that was
reported in specialised maritime publications but was largely overlooked by global media: in April, three Very
Large Crude Carriers (VLCCs) secretly loaded Russian oil through STS transfers in the Western Mediterranean
area, and carried a combined volume of 5 million barrels of crude (which translates to a market value of over
USD 600 million if the cargo is sold as Brent crude).

For comparison, Vladimir Putin’s alleged super-yacht Scheherazade, which seems to have preoccupied much of
the West’s scramble to seize Russian-owned luxury assets abroad, is worth an estimated USD 700 million. This
means that the cargo of just three VLCCs fully loaded with Russian crude is comparable in value to this main
trophy in the global hunt for Russian wealth. And there are likely dozens of tankers currently involved in illicit
shipping of Russian oil, gas and other natural resources – Lloyd’s detected over 200 tankers departing Russian
ports in May only.

Given that the Russian invasion of Ukraine is poised to continue for some time, and the West is unlikely to lift its
punitive measures on Russian natural resource exports anytime soon, the global oceans will continue to be the
playground for this peculiar cat-and-mouse game, in which the sanctions evaders are deploying ingenious
measures in an attempt to make their “ghost ships” pass below the radar of the Western regulatory, law
enforcement, media and compliance professionals.

 1. Calculated using the Brent crude price as of June 10, 2022.

05

1

Author: Ivan Eckhardt

Ivan is a compliance analyst based in Barcelona, Spain. Besides the main due

diligence areas such as international sanctions, Anti-Money Laundering (AML) and

Countering the Financing of Terrorism (CFT), Ivan is interested in other related

issues such as organised crime, geopolitical risk or maritime security. His

geographic focus is Eastern Europe (where he comes from) and Latin America

(where he has travelled extensively). Ivan’s main working languages are Czech,

English, Spanish and Russian.

(LinkedIn)

How Themis can help

If you would like to learn more about the sanctions landscape mentioned in this article, consult our series of

Themis sanctions alerts. These provide updates as sanctions are announced in response to the ongoing

Russian invasion of Ukraine.

For help with due diligence, including sanctions screening, on your suppliers or partners involved in

shipping, book in a demo of our Themis Search platform. Themis Search allows you to search for any

individual or company anywhere in the world to see if they have potential links to criminality. In addition,

our specialist investigators can help you with more complex cases or where there are specific red flags or

concerns.

https://www.argusmedia.com/en/news/2325874-another-vlcc-leaves-med-for-s-africa-with-russian-crude
https://www.bbc.com/news/60739336
https://www.lloydslistintelligence.com/knowledge-hub/data-storytelling/russia-sanctions-and-ship-to-ship-scenarios
https://www.wsj.com/market-data/quotes/futures/UK/BRENT%20CRUDE
https://www.wsj.com/market-data/quotes/futures/UK/BRENT%20CRUDE
https://www.linkedin.com/in/ivaneckhardt/
https://www.linkedin.com/in/ivaneckhardt/
https://www.linkedin.com/in/ivaneckhardt/
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ABOUT THEMIS

Themis helps clients and members identify and manage their specific financial crime risks,
through a combination of:

I N T E L L I G E N C E  I N N O V A T I O N I N S I G H T

Financial crime is a very real and evolving problem. It has been described as “a
cancer on our society” and “an issue of international security.” Not only is the

scale of illicit activity in the trillions of £s, but the impact on all of our businesses,
the economy and society is profound. 

 
Our cutting edge platform helps organisations understand these strategic

threats through an ESG and socio-economic lens and protects their customers,
staff, suppliers and shareholders from criminal attacks or association.

 
In this way, we are fuelling sustainable change in the public and private sector.

Pioneering RegTech
tools to manage

financial crime risk.

Threat-based analysis
that educates and

drives change

Preventative steps to
avoid damaging l inks to

financial criminals
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