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S.T.O.P. Contact Tracing App Scorecard 
Overview 
App: Illinois 
Developer: Rokmetro 
License: Apache 2.0 
Summary: In 2019, the University of Illinois introduced Illinois, a branded deployment of the 
Rokwire app, providing a point of entry for campus services.i  Rokmetro continues to develop the 
Illinois app while also marketing Rokwire to additional educational institutions. In 2020, Rokmetro 
added a “ROKWIRE COVID-19 solution”,ii including COVID-19 symptom tracking, locating 
testing locations, receiving test results, communicating with medical officials, and monitoring for 
COVID-19 exposure.iii Rokwire also assigns users a “COVID-19 Status” of green, yellow, orange, or 
red.iv 
 
Tracking Technologies 
Rokwire primarily relies on QR code scanning and Bluetooth proximity detection.v 
 

i. QR Codes 
QR Codes are a series of black and white squares arranged in a machine-readable pattern. Rokwire 
uses QR codes to store and verify COVID-19 test results from participating labs. Preliminary 
documentation indicates that QR codes will provide a cryptographic key that confirms the 
authenticity of the test results entered into the app.vi Without further documentation, it’s impossible 
to fully assess the potential risk of this feature, but the combination of limited data collection and 
local storage suggest the risk is comparatively low. 
 

ii. Bluetooth 
Rokwire deploys the Apple / Google Bluetooth Exposure Notification System (ENS) API. This 
software allows Rokwire to track the proximity of nearby smartphones using the devices’ Bluetooth 
transceiver. By measuring the relative strengths of nearby Bluetooth, the app attempts to track those 
devices in proximity for an extended period of time. As detailed here, this technology raises 
numerous privacy, efficacy, and equity concerns, putting the risk at medium to high. 
 

iii. Wi-Fi, Cell Tower, And GPS Tracking 
Alarmingly, the Rokwire app already collects location data using GPS, cell tower triangulation, and 
Wi-Fi network data.vii Layering location data on top of Bluetooth proximity data has the potential to 
completely defeat the purported privacy benefits of the ENS API.viii Further analysis of this 
functionality is needed once software and documentation is finalized, but risk is potentially high. 
 
Policies and Development 
Despite licensing Rokwire under an Apache 2.0 open source license, Rokmetro has refused to make 
their source code accessible to the public to date.ix Rokmetro officials have pledged to “privilege 
privacy” and provide source code access in the future, but it’s unclear how meaningful these 
promises are.x Similarly, Rokmetro makes vague and unenforceable promises about data retention, 
“robust security”, and data anonymization, but it fails to provide the operational details needed to 
understand the security value of these claims.  
 
For example, Rokmetro states that user data will be anonymized using the company’s Rokwall 
product, but the term Rokwall is found nowhere in Rokmetro’s privacy policy or January 2020 
whitepaper, but is solely referenced in Rokwire’s 2020 Privacy Principles. Similarly, Illinois app’s Privacy 
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Policy allows personally identifiable information to be shared to the extent permitted by the 
University of Illinois, which, in turn, allows user data to be accessed upon request by the university.xi  
 
Equity And Inclusion 
The Rokwire app and associated documentation are currently available exclusively in English, 
creating a massive barrier to adoption by English language learners and non-native English speakers. 
Even those students, staff, and visitors who are proficient in English as a second language may face 
significant difficulties with medical terminology in their non-native language. Rokwire will also fail to 
serve older and lower-income individuals, as they have comparatively lower smartphone ownership 
rates, xii a disparity that is particularly pronounced for the subset of more recently manufactured 
phones capable of running the Rokwire app. These concerns are compounded by the apparent lack 
of prior outreach to staff and faculty, and who may have very different rates of smart phone 
adoption. 
 
These concerns are partially offset by the fact that University personnel and the Champaign Urbana 
Public Health District (CUPHD) will also contact manual contact tracing interviews. Greater 
information is needed on whether the Rokwire app will merely supplement or partially displace 
planned investment in manual contact tracing. 
 
Conclusion 
Additional research is needed to fully evaluate the privacy implications of the Rokwire app’s 
proposed contact tracing functionality, but preliminary data shows pronounced privacy risks, 
significant equity concerns, and a lack of structural protections for user data.  
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