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Cybersecurity —
The protection of
internet-connected
system from threats
online. This may
include hardware,
software, and data.

By Lap Nguyen

INTRODUCTION

On May 7th, 2021, Colonial Pipeline Inc. found itself in hot water
as ransomware had taken over the operating system and shut down
fuel access to 45% of the East Coast (Eaton, 2021). What ensued was
a scene straight from a bygone era, the 1970s, as gas shortages
gripped the region leading to rationing, long gas lines, and disruption
to supply chains. The paralysis of an entire region’s economic engine,
albeit briefly, highlights the vulnerability of the United States when
it comes to defending critical infrastructure in cyberspace.

The maintenance of critical United States infrastructure is
performed primarily by the private sector with added oversight by
the government. Although this system has worked in the past, the
rapid rise of cybersecurity threats has highlighted the strong
urgency for reform. The President’s National Infrastructure Advisory
Council (NIAC) highlighted four key factors that inhibit the
effectiveness of the current federal capabilities for cyber defense: (1)
Private Sector knowledge of federal capabilities is limited, (2) Legal
and administrative constraints hinder access to knowledge, (3)
Government capabilities are scattered making navigation and
coordination difficult, and (4) Classification of essential threat
information can delay response (NIAC, 2017).

The Council of Economic Advisors estimated that the economic
loss from cybercrime in the United States is around $57-109 billion
in 2016 with an expectation that it has risen since then (CEA, 2018).
The increasing threats from cyberattacks from foreign adversaries,
primarily Russia, on critical government systems as well as the
private sector necessitate Congress to take action to defend
America’s cyberspace. At the heart of this discussion are issues of
national security, foreign affairs, government regulation, and
economic incentives. As Congress, you will have the power to put
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forth guidance, reorganize federal agencies, and craft legislation to
shore up existing cyber defenses before the next attack.

EXPLANATION OF THE ISSUE

Historical Development

The development of the United States’ critical
infrastructure such as the power grid, oil pipelines, water
processing system, broadband, and so forth originated as a
patchwork of independent systems. In these early days, there was a
minimal connection between these systems creating a decentralized
network (Collins 2020). However, as technology developed and these
systems became digitized, there was both a cost and efficiency
perspective to connect these disparate systems into an
interconnected one. For instance, the lower-48 states have three
main power grids that essentially power all activity. These are the
Eastern Interconnection, the Western Interconnection, and Texas
(Galbraith, 2021). Although Texas may have chosen to be
independent to escape federal regulations, it learned the hard way
the dangers of having an independent system.

In February of 2021, a fierce snowstorm combined with
unusually cold temperatures crippled the state’s electric grid and
caused around 4.5 million Texans to lose power (Kim 2021).
Normally, in an interconnected system, states can divert part of their
energy supply to neighboring states in times of crisis. Unfortunately
for Texas, its independence streak meant that its neighbors on all
sides were unable to divert their power to the state, leaving much of
the state without electricity. While there are legitimate fears of a
centralized system, there are many benefits that come with an
interconnected critical infrastructure network that can prove to be
more resilient than a disparate patchwork.

Alongside the increase in connectivity of the United States’
critical infrastructure was the rapid pace of digitization. In essence,
systems were not only being connected to each other but the
processes were being automated and digitized, exposing them to
threats of cyberattacks. Companies are embracing this shift simply
because it makes economic sense. The International Energy Agency
estimates that digital technologies have the potential to increase the
production of oil and gas by 5% and reduce costs by 10% (Bordoff,
2018). Morgan Stanley notes that the potential of this revolution can
lead to a decline in cost not seen since the decade from 1987-1997
(Bordoff, 2018). Consumers are benefiting from this shift. Beyond
cheaper gas prices, other facets of critical infrastructure such as
healthcare are being improved. Electronic Health Records have
improved healthcare by decreasing dosage errors, communication
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errors and improving management of data as well as increase patient
satisfaction and much more (Atasoy, 2018). The increased reliance
on electronic systems is a necessity for cheaper goods and services
even if it carries a certain risk.

Moreover, the rapid pace of privatization of -critical
infrastructure from banking to healthcare to the transport of
electricity is hampering effective regulation. By 2011, it was
estimated that about 85% of the nation’s critical infrastructure is
controlled by the private sector” (Givens, 2011). As the number of
new and more complex infrastructure increases, so too will the
percentage. What all three of these factors lead to is an increasingly
interconnected system that is being automated and digitized even as
the fractured nature of private ownership greatly inhibits meaningful
government oversight. These factors are largely unavoidable and
carry plenty of benefits. However, steps must be taken to ensure that
the benefits conferred by these properties are not weaponized to
weaken critical infrastructure.

Scope of the Problem

The three large problems that arise from the qualities of an
interconnected, digitized, and privatized infrastructure grid are: (1)
magnification of breach, (2) exposure to foreign adversaries, (3)
difficulty in regulation. While there are assuredly many more
problems, these are key problems that any meaningful piece of
legislation must solve.

Magnification of Breach

The very qualities that make an interconnected system so
great, efficient and resilient, can also be one of its most critical flaws.
One way to visualize this is through an analysis of a potential attack
on a region’s power grid. Researchers at the University of Cambridge
have estimated that a potential cyberattack on just 50 generators that
supply the northeast with power could trigger a wider blackout due
to its connected nature leaving around 93 million people without
power (Ruffle et. Al, 2015). In this hypothetical scenario which could
take place, the economic impact would rise above $240 billion and
possibly even up to $1 trillion in the worst-case scenario. This is
because the eastern United States are all connected under one power
grid; hence a malware can travel between nodes wreaking havoc.
Additionally, electricity plays a critical function in all activities from
manufacturing to providing quality healthcare. A disruption in the
electrical grid is not just costly, it is dangerous as well.

Turning to a more recent real-life example, the colonial
pipeline attack mentioned previously had broader implications for
the economy. Following the May 7th, 2021, attack, the average gas
price jumped 6 cents per gallon, just three short of making gas the
most expensive since 2014 (Bajak, 2021). In hard-hit states such as
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Georgia and South Carolina, gas prices jumped by eight percent
while in Washington D.C., nearly 9o percent of gas stations had “no
gas” signs posted (Bordoff, 2021). This massive increase in oil and
gas prices led to price increases on food and appliances as
transportation and delivery of goods became more expensive (Eaton,
2021). Another factor to consider was that the attack occurred in late
spring. Had the attack been during winter, many homes might have
found themselves paying significantly higher heating bills. Of course,
all these disruptions to the daily life of millions may be costly and
inconvenient but are at least temporary. This is because the CEO of
Colonial Pipeline Inc. decided to pay the whopping $5 million
ransom to unlock its system. In the future, when cyber-attacks are
not just carried out by hackers looking for money but by governments
who want to inflict damage, there may be no ransom to be paid and
the disruption permanent. When the United States’ economic engine
is intertwined with these critical infrastructures, any small attack can
have massive consequences.

Exposure to Foreign Adversaries

While the rapid embrace of new technology such as
automation and artificial intelligence (AI) has proven cost-effective
for companies, it has also brought critical infrastructure into

Icicles on a ceiling cyberspace, opening it up for cyberattacks. In the real world, robbers
JSan in Dallas, Texas must physically enter a home or firm to steal from it. Governments
after a snowstorm also must physically deploy firepower to inflict physical damage on

Thomas Black critical infrastructures such as power plants, bridges, or oil pipelines.

These requirements are virtually nonexistent in cyberspace, erasing
physical barriers and distances. Therefore, cyberattacks are often
seen as a more effective way of committing crimes or inflict political
damage.

In 2018, the Department of Homeland Security (DHS) and
Federal Bureau of Investigation (FBI) reported that beginning in
March of 2016, Russian government hackers attempted to hack into
energy, nuclear, water, manufacturing, and other commercial
facilities but was effectively identified and neutralized by the
agencies (Volz, 2018). This blistering report documents the danger
that the United States faces from its adversaries daily. Though that
effort was successful, the SolarWinds attack by Russian operatives in
2020 and the Chinese attack in 2021 proved that the United States is
a long way from securing its cyberspace (Collier, 2021). With the
SolarWinds attack, federal agencies such as the State Department,
DHS, Treasury, and Commerce Departments as well as the
Department of Defense were breached by the malware and vital data
was stolen (Sanger, 2020).

These are just two examples of foreign governments
weaponizing cyberspace and exploiting critical security
vulnerabilities in the United States’ infrastructure.
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Difficulty in Regulation

Infrastructure in the United States is primarily owned by the
private sector which makes oversight and regulation difficult. This is
primarily because of a lack of a strong incentive for companies to
adequately shore up their defenses. According to Fred Cate, the
director of the Center for Applied Cybersecurity Research, an
inequality of knowledge levels between companies as well as the
incentive to maximize profit stand in the way of a robust market-
based response to the rise in cybersecurity threats (Etzioni, 2011).
Simply put, the inequality of knowledge levels about cyber defense
between companies is a source of competition, where firms may not
have an incentive to share critical information with other firms.
Companies that boast robust security apparatus can gain over
customer’s trust and those that hide critical information from
consumers can prevent large losses.

Cybersecurity investment is incredibly expensive with many
robust firewall and monitoring systems amounting to hundreds of
thousands to millions of dollars (Debar, 2019). All of this investment
in cyber defense may prove futile as demonstrated by the Colonial
Pipeline Hack. The company had spent around $200 million in
cybersecurity, yet it was crippled by ransomware (Eaton, 2021).
What this illustrates is that the cost and occasional ineffectiveness of
current cyber defense systems are disincentivizing companies to
invest in them.

The final issue stemming from the private sector is their
unwillingness for stricter regulation. Businesses fear that forcing
companies to adopt stricter standards may harm their ability to
innovate. Furthermore, companies view the issue of securing
national assets as a public-sector responsibility, to be shouldered by
the government, not private firms. For legislation to be effective,
strong economic incentives for firms or strong regulations are
needed.

Congressional Action

Over the years, Congress has passed a variety of legislation to
combat cyber threats. The Homeland Security Act of 2002 gave the
DHS cybersecurity responsibilities to bolster protection for critical
infrastructure (Fischer, 2014). This act made the DHS the de-facto
leader for civilian cyber defense. The Cyber Security Research and
Development Act of 2002 gave responsibility and funding to the
National Science Foundation and the National Institute of Standards
and Technology to research more effective methods of combatting
cyberthreats (Fisher, 2014). These two acts along with many others
were the early steps the United States took to improve cyber
defenses. More recently, President Trump signed into law the
Cybersecurity and Infrastructure Security Agency Act of 2018 which
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established an agency under the DHS’s umbrella with the same name
as the act (CISA). CISA is tasked with identifying and resolving cyber
threats along with securing the nation’s critical infrastructure
(Congress, 2018).

Although there are many other smaller pieces of legislation
designed to encourage increased research, investment, and
regulation of cyber defenses, there is still no federal cybersecurity law
with general application. The majority of regulations imposed on
businesses are either sector-specific (and tend to be passed in a
reactionary manner) or state laws (McNicholas et. Al, 2021). This
results in a lack of a single framework for non-compliance by
businesses (McNicholas et. Al, 2021). The hodgepodge of various
federal, state, and local laws creates an insufficient regulatory
framework for efficient oversight.

IDEOLOGICAL VIEWPOINTS

Traditionally, both sides are in support of improving cyber
defense systems, especially when it comes to protecting critical
infrastructure. However, there are sharp divisions when it comes to
solutions. To put it simply, the clash comes down to the role of
government in cybersecurity.

Conservative View

Conservatives tend to favor a market-oriented, incentive-
based approach over stringent federal regulations (Inzaurradle,
2018). They are strong proponents of establishing a federal security
standard instead of a mandate that allows for businesses to make
their own decisions regarding the matter. With that said, there have
been some voices of support for an increase of skilled cybersecurity-
trained civilian personnel. Senator Marsha Blackburn (R-TN) for
instance has co-sponsored legislation with Senator Jacky Rosen (D-
NV) regarding the creation of a civilian cybersecurity reserve
program (Moran, 2021).

In the past, Republicans have championed legislation such as the
SECURE IT Act which was introduced in 2012 (Congress, 2012).
Though it did not pass, it can give some insight into the conservative
approach to cybersecurity. It allows private entities to collect and
identify information related to cyber threats, however, the
government cannot use such information to regulate a firm’s
activities. Additionally, it encourages the sharing of information
between entities of the public and private sectors. The legislation
would have established a scholarship and training program to
incentivize more people to enter the cybersecurity field (Congress,
2012). In short, the conservative view on this matter gives the

© HARVARD MODEL CONGRESS 2022 — REDISTRIBUTION OR REPRODUCTION PROHIBITED 6



HARVARD MODEL CONGRESS

T Wt

i vBEH

i MMIT ON CYBE]

Z , AND CONSUMERP
i G0V

JURITY
1 iCTION

Then President
Obama speaks at a
Summit on
Cybersecurity and
Consumer
Protection and
outlining his
agenda.

Stanford University

government the role of providing incentives for firms as well as the
labor market to invest in and share knowledge of cyber defenses.

Liberal View

Liberals tend to favor the centralization of cybersecurity
defense and response. Then-President Obama created the position of
Federal Chief Information Security Officer. They are tasked with
cybersecurity planning and implementation in the government.
(White House, 2016). This push has continued in 2020 with the
introduction of the National Cyber Director Act in the House
(Congress, 2020). This act would form a new Office of National Cyber
Director, who will assist in the development and implementation of
federal responses to cyber-attacks. This act later became a provision
in the Defense Authorization Act of 2021. It is a clear push to take a
more centralized approach instead of leaving it up to the various
agencies.

Besides centralization, liberals want the government to
directly invest in the IT infrastructure necessary to defend against
cyberattacks. President Obama’s 2017 budget proposed a $3.1 billion
IT Modernization Fund, $62 million in cybersecurity training, and a
total of $19 billion for cybersecurity (White House, 2016). This has
continued under President Biden who has pushed for increased
spending in cybersecurity. In his budget for 2022, Biden proposed
nearly $9.8 billion in cybersecurity funding to protect existing
infrastructure (OMB, 2021).

Finally, instead of the implementation of standards as
proposed by Republicans, Democrats want to impose strict mandates
for the private sector. They have pushed for new laws that would
raise financial penalties for data breaches, and mandate reforms on
consumer notification (Inzaurralde, 2018). In short, Democrats
prefer a more robust government response that would regulate and
fund efforts to improve cybersecurity.

AREAS OF DEBATE

Centralize Response to Cyberattacks

There appears to be a bipartisan push for a more streamlined
response process from both sides of the aisle, making this one of the
more feasible options to implement. Findings conducted by NIAC
point to a division in cybersecurity capabilities. This division leads to
difficulty in coordination and many agencies play duplicative roles
(NIAC, 2018). There are six federal cybersecurity centers, 140 cyber
authorities spread across 20 agencies, and eight different assessment
programs. This web of complexity highlights the difficulty in
preparing a coordinated response when it comes to attacks on critical
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infrastructure. Beyond the bureaucratic nature of the current system,
the privatized nature of the United States’ critical infrastructure
makes coordinating with the private sector a necessity. The labyrinth
of different agencies disincentivizes the private sector from fully
cooperating with the government which can be detrimental to
national security.

Many believe that the best way to address this is to create a new
position or agency at the national level dedicated to cybersecurity
that can recommend policy, coordinate efforts between the public
and private sector, and implement cybersecurity reforms and
policies. Supporters believe that this new agency would improve
coordination, boost efficiency, and make it easier for regulations to
be monitored and implemented. Additionally, there would a singular
agency that Congress can maintain oversight on the progress made.
Detractors believe that this is a clear government overreach.
However, many fear that this new agency will be emboldened to
regulate private industries, stifling innovation, and slowing
economic growth. Additionally, the creation of a new office or agency
would serve to expand the size and role of government in daily life.

Political Perspectives on this Solution

In the past, this has been more of a liberal policy proposal,
however, the increasing threat of cyberattacks has prompted support
for the idea from both sides. In fact, the National Cyber Director Act
introduced in 2020 was sponsored by congressional members from
both sides of the aisle. With that said, there are differences held on
both sides regarding the powers of the position.

For instance, some believe that creating a separate office or
agency undermines the interconnected nature of the various
agencies, excluding key players from the conversation (O’Connell,
2020). Additionally, the private sector has indicated their preference
to have a wide variety of options when coordinating with the
government, since some sectors are more suited to a particular
agency. It would also be an expansion of government which is not
particularly appealing to conservatives. This view is rather rare and
only held by the most conservative members of congress. Many
Republicans are in support of this centralization effort although they
would prefer the agency to play less of a regulatory role.

Democrats on the other hand are in favor of this proposal
through their actions mentioned previously. Overall, this plan has a
very good chance of achieving bipartisan appeal, yet there are still
minor conflicts to work out regarding the power and role of the
agency.

Economaic Incentives

This approach is more market-oriented than the previous one. It
suggests that economic incentives such as relief from audits, limited-
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time tax credit, and access to grants and investments from the
government can quicken the adoption of new cybersecurity
measures. Instead of being mandated by the government, private
firms can do what is best for their business and take advantage of the
economic incentive (NIAC, 2018).

Government mandates tend to be unattractive to the private
sector since it is not a one-size-fits-all regulation. Many firms may
find themselves overprepared or overburdened by regulations that
may not apply to the business that they are running. Regulations also
are reactionary measures that have a difficult time keeping up with
the times, since regulatory legislation faces immense scrutiny when
passing through congress. This makes for a regulatory system that is
very slow to update and ineffective at keeping up with the speed of
technological progress.

Another problem that this solution addresses is cost, one of the
greatest issues for companies is the cost of maintaining a strong
cyber defense. If the government can provide some relief for firms
that maintain the nation’s critical infrastructure, they will be able to
update their defenses more frequently.

While proponents cite the benefits above, opponents view the
push for a market-oriented approach as inefficient. Companies may
exploit the system leading to minimal improvement. There are many
other potential usages for funds such as increased funding for
cybersecurity training and education.

Political Perspectives on this Solution

This approach is more likely to be embraced by large businesses
and conservative members of congress. In 2011, a Republican
Taskforce on cybersecurity encouraged the usage of tax and
economic incentives to nudge businesses to adopt up-to-date
cybersecurity practices (Gross, 2011). Moderate Democrats have also
joined the Republicans in supporting this measure, but they would
prefer to have additional regulations alongside the economic
incentives.

The RAND institute noted that existing financial incentives for
security are insufficient (Weinbaum, 2018). One of the biggest issues
with current incentives is the potential increase in cost to consumers
that arises. Economic incentives could lead businesses to implement
changes that may be unnecessary or incompatible to exploit tax
incentives which could increase the price of goods and services on up
(Melvin, 2021). Overall, there is some liberal opposition to this
proposal, but it remains reasonably popular with lawmakers on both
sides.

Impose Federal Regulations

The United States lacks a general regulatory framework for
tackling cyber threats. This has led to plenty of finger-pointing by
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various stakeholders. Individuals point to institutions for security
failures but are then blamed by firms for wanting low prices. Firms
blame the government for insufficient protection and the
government blames firms for providing an insecure product
(Weinbaum, 2018). This vicious cycle of blame makes the need for
strong regulations. It is important to remember that consumers do
not like high prices and companies do not like to incur more expenses
than they must. Therefore, the result is an insecure world. This is one
of the main flaws in a market-oriented approach.

A robust set of government mandates and regulations can help
bridge this gap according to those in favor of the idea. The first appeal
is to streamline current regulations. At the state level, regulations
vary wildly with some having strict mandates while others prefer a
looser approach. This leads to a hodgepodge of potentially
contradictory regulations as critical infrastructure spans multiple
states. Since there is a lack of regulation at the federal level,
businesses have largely ignored or failed to adhere to the minimum
standards. Mandates for private and public entities to share
information, submit to audits and keep up to date with new cyber
defense technology may be effective at keeping critical infrastructure
safe.

Opponents of the idea believe that federal regulations will serve
as a burden, not as a shield. This is because regulations can be a cost
burden to growing firms which could slow down competition.
Additionally, regulations may end up not solving the rising cost
situation since companies will have to pay more for increased
security, passing the cost onto consumers.

Political Perspectives on this Solution

As mentioned previously, regulations tend to be opposed by
conservatives. They view the government and the bureaucracy that
will inevitably rise to enforce federal regulation to be less effective
than market-oriented approaches. Private businesses would also
prefer an alternative approach since they do not want to be
shouldered with extra cost. With this in mind, any federal regulation
should balance both the liberal perspective of keeping private entities
accountable while addressing the potential loss of innovation and
higher costs that conservatives fear.

Training and Development

Unlike many other proposals, the belief that the government
should increase funding, either through grants or scholarships to
train the next generation of cybersecurity experts. The United States
currently lacks about half a million workers to meet the rising
demand for cybersecurity expertise (Rogers, 2020). There is a real
talent gap of minority groups in the industry (Rogers, 2020).
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One of the best solutions is to offer educational scholarships to
students, which can be authorized through funding of the
Department of Education. Additionally, grants can be offered by the
National Science Foundation to lessen the cost of training employees
for private businesses. These are some potential solutions.

The crux of the debate on the implementation tends to focus on
where the money should be allocated and how much.

Political Perspectives on this Solution

There is broad consensus on both sides of the aisle on this
matter. In the past, bipartisan legislation has been introduced and
passed in both chambers to increase funding for education and
training. The debates here boil down to whether funds should be
provided to college students wishing to study Information
Technology or Computer Science to prepare them for a career in the
field or to firms to train their employees. There is no true political
divide on this matter, just different priorities for different members
of congress.

International Cooperation

Thus far, the discussion has largely revolved around preparing
for the next cyber-attack on critical infrastructure, however, to really
mitigate attacks from foreign adversaries, international cooperation
is required. The Council on Foreign Relations (CFR) notes that there
is a misconception of believing that the primary source of attacks
comes from foreign governments. In fact, in the digital age,
cyberattacks are often carried out by non-state actors such as thieves
looking to make money (CFR, 2018). Here, global economies are
vulnerable, providing common ground for dialogue.

Some suggestions provided by the CFR are to restart the U.S.-
Russia dialogue on cyber issues (CFR, 2018). This is because cyber
warfare should be treated the same as a conventional war, where a
“non-aggression pact” may yield beneficial results for both sides.
This has worked in the past in the case of the non-aggression pact
signed by China and the United States in 2015. In fact, one year
following the pact, the number of network compromises by Chinese-
based groups dropped to 10%, down from 60% three years earlier
(Segal, 2016). It is important to remember that it is not impossible to
find some common ground among political adversaries.

Another place where international cooperation can prove to be
beneficial is to work on a UN resolution mandating member states to
report cyber vulnerabilities (CFR, 2018). By working to create an
international framework for coordination and prosecution of
violators, the global cyberspace will be safer. Vulnerabilities
discovered in one member state can be used to improve global
security.
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While the potential benefits are great, there are many who are
opposed to some of these ideas, especially the last part of creating
and joining an international framework for the reporting of
vulnerabilities. By sharing knowledge of vulnerabilities, national
security could be undermined. Also, if the United States has to
adhere to a global standard, many will view this as a loss of
sovereignty. Working with China and Russia is not particularly
popular on both sides of the aisle. For liberals, Russia was the
country that attempted to undermine the 2016 election. For
conservatives, China is the new adversary on the global stage and
must be distrusted. To find common ground here is difficult. Finally,
the funding required to help developing member states bring their IT
infrastructure up to the global standard will require contributions
from the United States, something that conservatives view
unfavorably. These are some of the potential issues that need to be
addressed if this option were to be implemented.

Political Perspectives on this Solution

Liberals tend to be more favorable towards multilateralism while
conservatives believe that international organizations work to
undermine the United States’ interests (Call, 2016). For Democrats,
87% are in support of increasing support with allies on the
international stage, only 48% of Republicans do (Pew Research
Center, 2020). This divide also extends to the question of which
country is the greatest threat to national security. According to a
YouGov poll, only 14% of Democrats view China as the biggest threat,
compared to 40% for Russia (Frankovic, 2021). As for Republicans,
only 8% view Russia as the biggest threat compared to 54% for China
(YouGov, 2021). This divide will make it difficult for partnerships
with either of these countries to coordinate cybersecurity efforts.
Overall, the view surrounding international cooperation is polarizing
and legislation should try to bridge some of this divide.

BUDGETARY CONSIDERATIONS

As Congress, you have full control over the crafting of the federal
government’s budget. However, under Article 1 of the United States
constitution, all legislation concerning the budget and funding must
originate from the House of Representatives. With that said, senators
are allowed to push for funding of certain provisions if they can
convince the House to go along with it. There are two considerations
when thinking about the budget. The first is the national debt and
the second is taxes. In order to pay for the provisions you laid out,
the federal government must either reallocate funds from other
agencies, raise taxes, or deficit spend. As of June of 2021, the national
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debt is $28 trillion dollars which equates to a debt to GDP ratio of
128% (US Debt Clock, 2021). Though interest rates are
extraordinarily low, and have been for a very long time, they may
increase in the future which could dramatically increase the debt
burden placed on the federal government. Conservative members are
likely to be weary of raising taxes or deficit spending, while more
liberal members might see the future economic return of protecting
critical infrastructure may outweigh the cost incurred in the present,
hence raising taxes or deficit spending may be needed.

CONCLUSION

In an increasingly digitized world, the need for
comprehensive action is now. It is vital that the United State shore
up defenses for its critical infrastructure before the next attack as
recognize the inherent danger of an overly interconnected system, as
any disruption will be greatly magnified. In this climate, there is a
severe shortage of cybersecurity personnel capable of identifying and
neutralizing threats. Combine that with an overly bureaucratic
government with responsibility spread across a myriad of agencies
and any coordination on cybersecurity proves to be challenging.
There is also an immense cost burden on companies looking to
secure their system, something that needs to be addressed
considering the privatized nature of the country’s -critical
infrastructure. Finally, the digitalization of systems has opened the
floodgates for attacks by foreign adversaries and non-state actors
alike.

When crafting policy solutions, there is no clear single answer.
As provided by this briefing, the solutions each carry drawbacks of
their own, something that must be weighed in debate. For
representatives to be successful, it is important to find a compromise,
potentially combining and modifying existing policy with new ideas,
and take both political division and budgetary constraints into
consideration. In short, a thorough read of this briefing along with
outside research will help representatives be successful in finding the
combination of solutions to help improve national security and
defend the nation’s critical infrastructure.

GUIDE TO FURTHER RESEARCH

This briefing should provide a brief overview of the cybersecurity
challenges, especially those relating to critical infrastructure, that the
United States faces today. However, for representatives to be
successful, outside research is needed. For the sake of simplicity,
many issues and solutions have been left out of this briefing.
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Therefore, to stay on top of legislative activity, representatives are
encouraged to utilize Congress.gov to better understand the
legislation proposed. Cybersecurity breaches occur frequently and
thus it is essential to keep up to date on new developments. Adhere
to news sources such as The New York Times, The Wall Street
Journal, or the Associated Press. The Council on Foreign Relations
is a great resource to understand advancement on any international
cooperation efforts. Finally, senators should familiarize themselves
with the various agencies and their roles in cyber defense. Visit the
website DHS, NSF, CEA, and NIAC for more information.

GLOSSARY

Critical Infrastructure — The 16 infrastructure sector defined
by CISA as vital to national and economic security.
Chemical Sector
Commercial Facilities
Communications
Critical Manufacturing
Dams
Defense Industrial Base
Emergency Services
Energy
Financial Services
.Food and Agriculture
. Government Facilities
. Healthcare and Public Health
13. Information Technology
14. Nuclear
15. Transportation
16. Water

2O oN U s PR

—
N

Colonial Pipeline Attack — a cyberattack on Colonial Pipeline
Inc., by a Russian cybercrime group, which supplies nearly half of the
East Coast’s oil needs. It was estimated that DarkSide, the
cybercrime group, extorted roughly $5 million from the company.

Cybersecurity — The protection of internet-connected systems
from threats online. This can include hardware, software, and data.

Cybersecurity and Infrastructure Security Agency
(CISA) — an agency created by President Trump, under control of
the Department of Homeland Security, tasked with resolving
cyberthreats and securing critical infrastructure.
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