














Certain agencies were more concerning for 

GovCons than others. Contractors working 

with the Departments of Agriculture, Labor, 

Interior, and HUD reported the highest statistics 

when stating they thought a breach was 

"Extremely Likely:' 
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Key Vulnerabilities - Perception vs. Reality 

GovCons' internal processes are falling short in the current age of 

cybersecurity in four key areas: 

1. Responsibility remains undefined. A strong culture of cybersecurity

requires that everyone in an organization is responsible and vigilant.

Almost half of the participants responded that someone else is

responsible for cybersecurity in their company. DoD contractors are

more accountable with 37% believing someone else is responsible.

2. Overemphasis on technical systems. GovCons are overwhelmingly

concentrating on the cybersecurity of their technical systems.

However, only half believe cybersecurity risk resides in business or

compliance areas. Current cybersecurity programs require equal

emphasis between technical, business, and compliance areas.

3. Devices go unchecked. All devices that have company data, or access

to company data, are at risk. Yet, many GovCons are not protecting

devices that have access into the company systems.

4. Training is an oversight. Ransomware and phishing attacks remain

prevalent and employees are often the target. Many GovCons,

however, aren't training their employees to mitigate the risk. Roughly

half perform annual testing and less than half perform

weekly/monthly/quarterly training. Alarmingly, DoD contractors are

less likely to perform weekly/monthly/quarterly training (38%).
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Cybersecurity preparedness in 2020 requires a paradigm shift. Burgeoning regulations, increasing and new liabilities, 

and advanced threats make cybersecurity a greater risk to company survival. 

2020 marks the year where cybersecurity becomes not only a company risk, but a business necessity. In order to remain 

competitive, comply with contractual requirements, and win new contracts, companies will need to ensure their 

cybersecurity preparedness. Government contractors in particular will be evaluated on, and required to comply with, 

cybersecurity standards. 

Overconfidence in technical solutions leaves companies vulnerable. Cybersecurity touches all aspects of a company 

and a complete cybersecurity program requires a combination of technical and business solutions. 

Our survey results show that companies should concentrate in the following areas: 

0 Device Security 
f) Lack of Accountability
C) Training Inadequacies

0 Vendor Controls
9 Unaccounted Business Risks (contracting, breach containment, continuity)
G) Overlooked Compliance Risks (CCPA, GDPR, CMMC, etc.)

Tier l  Cyber contracted with Productions Plus Research to conduct a study among 150 government contractors 

across the United States. To qualify, contractors needed to work for companies with at least $1 SM in annual 

revenue. The study was conducted online in November 2019. 
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