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In Katz v. United States, 389 U.S. 347 (1967), the Supreme Court
held that the Fourth Amendment protects communications car-
ried by land-based telephone lines. The Court reasoned that an
individual has a subjective expectation of privacy in a telephone
conversation, and such an expectation is one which society rec-
ognizes as reasonable. The Court did not expressly limit its hold-
ing to land-based telephone lines, perhaps because it could not
predict the future. The Court was apparently motivated, how-
ever, by the extent to which law enforcement personnel must go
to intercept a conversation transmitted via a land-based line.

Plainly, an individual does not expect law enforcement to
intercept a routine telephone conversation by attaching an elec-
tronic device to the telephone or a listening device to the phone
booth. By direct contrast, where an individual engages in a per-
sonal conversation that he knows will likely be overheard by the
public, the expectation of privacy cannot be viewed as reason-
able. See Matter of Jobn Doe Trader Number One, 894 F.2d 240,
246 (7th Cir.1990); United States v. Burns, 624 F.2d 95 (10th Cir.),
cert. denied. 101 S. Ct. 361 (1980) (holding that there was no rea-
sonable expectation of privacy for a loud conversation in a hotel
room that could be heard in an adjoining room).

As technology has evolved, courts have strained to glean guid-
ance from earlier cases that clearly did not anticipate the most
recent technological developments. One such development, the
cordless telephone, has sparked interpretations of the Fourth
Amendment which do not square well with the holding in Kazz.
In particular, in United States v. Smith, 978 F.2d 171 (5th Cir.
1992), the Fifth Circuit addressed the question of whether the
Fourth Amendment mandates the suppression of evidence derived
from the warrantless interception of a cordless telephone con-
versation, which is transmitted by a combination of radio waves
and land lines; by radio waves from the handset to the telephone
base, and then over traditional land-based lines.

Defendant David Smith was engaging in a conversation on a
cordless telephone. His next-door-neighbor, suspicious of ongo-
ing criminal activity, eavesdropped on Smith’s calls by using a
Bearcat scanner, a radio receiver device designed to monitor
radio frequencies. The neighbor overheard conversations regard-
ing drug transactions, so he promptly contacted law enforcement
authorities, who instructed him to tape record the conversations.
On at least one occasion, law enforcement authorities “were pre-
sent and assisted in intercepting and recording Smith's phone
calls.” Smith, 978 F.2d at 173. After the district court denied Smith’s
motion to suppress the conversations, a jury convicted him of
various drug offenses, including the use of a telephone to cause
or facilitate a drug felony.

On appeal from the denial of his motion to suppress, Smith
challenged the district court’s ruling on Fourth Amendment
grounds as well as under Title I1I of the Omnibus Crime and Con-
trol and Safe Streets Act of 1968, 18 U.S.C. §§ 2510-2521. The Fifth
Circuit rejected the statutory claim, concluding that the conver-
sation was neither a “wire,” “oral,” or “electronic” communica-
tion within the meaning of the statute. Title III specifically pro-
hibits nonconsensual interception of such communications.
Because Title III, by its terms, excludes cordless telephone trans-
missions from the definitions of “wire” and “electronic” com-
munications, the court considered whether a cordless telephone
transmission was an “oral” communication. It declined to classi-
fy a cordless transmission as “oral,” reasoning that Congress
intended to include in the definition of “oral” only those com-
munications carried by sound waves, not radio waves. Id. at 175.

In addressing Smith’s Fourth Amendment challenge, the Fifth
Circuit stated that “the key inquiry is whether the interception of
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Smith’s phone calls constituted a search
within the meaning of the Fourth Amend-
ment.” Id. at 170.

The court examined the few cases that
have confronted this issue. The cases,
State v. Howard, 679 P.2d 197 (Kan. 1984),
and State v. Delaurier, 488 A.2d 688
(R.1.1983), involved cordless phone com-
munications that could be easily over-
heard by anyone listening on an ordinary
radio receiver. Based on that factor, and
the other particular characteristics of the
cordless phones in question, those cases
held that there could have been no rea-
sonable expectation of privacy in the cord-
less phone transmissions. The courts rea-
soned that the defendants had “knowingly
exposed” the communication to the pub-
lic by using a technology that could be so
easily intercepted. Smith, 978 F.2d at 179.

The Fifth Circuit, discussing the more
general question, expressed that a tele-
phone communication does not lose its
Fourth Amendment protection simply
because it is not transmitted by wire. The
panel noted that cordless technology has
continued to evolve, and therefore, a blan-
ket rule is not appropriate. Cordless tech-
nology has improved so much that even
radio scanners cannot intercept commu-
nications over certain models. Indeed, it
is now as difficult to intercept certain cord-
less communications as it is to intercept a
traditional land-based conversation. Based
on this analysis, the court stated that “appli-
cation of the Fourth Amendment in a given
case will depend largely upon the specif-
ic technology used, and a trial court must
be prepared to consider that technology
in a hearing on a motion to suppress.”
Smith, 978 F.2d at 180. In that regard, the
Fifth Circuit concluded that the trial court
incorrectly assumed that there could never
be a reasonable expectation of privacy
for a cordless communication.

Applying Fourth Amendment princi-
ples to the facts at hand, however, the
Fifth Circuit held that Smith failed to intro-
duce any evidence, at the motion to sup-
press, that would tend to show that his
subjective expectation of privacy was rea-
sonable. Smith did not present any evi-
dence about the cordless phone’s fre-
quency or range. Thus, the Fifth Circuit
affirmed the district court’s holding on the
limited ground that Smith failed to carry
his burden on the motion to suppress.

Bear-Katz Scanners

In our view, it was not objectively rea-
sonable for the government to intercept
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Smith’s phone calls with a Bearcat scan-
ner, without court authorization. Stated
another way, it was objectively reason-
able for Smith to expect that when he used
his cordless phone, the government would
not be listening to his calls with a Bearcat
scanner. The Fifth Circuit failed to iden-
tify a meaningful distinction between the
Bearcat scanner used in Smith and the
device used in Katz. Had Smith used the
land-line telephone used by Katz, his
expectation of privacy would have sure-
ly been objectively reasonable. Smith
would not have had the burden of intro-
ducing evidence about the specific char-
acteristics of his land-based phone. His
conversation would have been pre-
sumptively protected under Kaiz.

Yet, for some unexplainable reason,
Smith’s expectation of privacy in a cord-
less phone was somehow less objective-
ly reasonable than Katz’s expectation of
privacy in his land-line conversation. Iron-
ically, the equipment used by the gov-
ernment to intercept Smith’s cordless con-
versation was more sophisticated than the
device used to monitor Katz’s conversa-
tion from the public phone booth or than
the typical wiretape device. Smith, 978
F.2d at 179 n.10 (“The equipment need-
ed to tap a regular telephone line can be
purchased for less than $25 at Radio Shack
(considerably less than the cost of a
Bearcat scanner)”).

Plainly, the significant difference
between the ease with which a land-line
conversation and cordless conversation
can be intercepted is a matter of degree,
Under Katz, the expectation of privacy in
a land-line phone conversation is always
objectively reasonable, even though a
land-line conversation is often more eas-
ily intercepted than a cordless conversa-
tion. By holding that cordless communi-
cations are not entitled to a presumption
of objective reasonableness and Fourth
Amendment protection, the Fifth Circuit
drew an artificial line between cordless
and land-line telephones, relying on the
history of cordless technology which, at
its inception, utilized a commercial radio
frequency to communicate with the base
unit. Any standard AM/FM radio could
pick up conversations from the phone.

Understandably, courts were reluctant
to protect those communications since they
could be innocently intercepted on a tran-
sistor radio, a “Plain Hear” exception, if
you will. By contrast, Title Ill—and pre-
sumably the Fourth Amendment—protect
cellular telephone communications
because cellular phones do not use AM/FM
radio frequencies and, thus, are not ordi-

narily intercepted by accident. See Elec-
tronic Communications Privacy Act of 1986:
House Report 99-647 at 20, 31, 32; Senate
Report 99-541 at 9, 11.

Smith is instructive in one major respect.
Whereas communications made on tradi-
tional land-based phone lines carry with
them the presumption of Fourth Amend-
ment protection and do not require a par-
ticularized showing of their characteristics,-
conversations on cordless phones are not
entitled to such a presumption. Thus, when
litigating a motion to suppress, a movant
must be prepared to introduce evidence
about the technological capabilities of the
cordless phone to demonstrate that the
individual’s expectation of privacy was
objectively reasonable.

Tele-Strategies

One point defense counsel should cer-
tainly make: A cordless phone has a finite
range (75 feet in older models, 750 feet
in newer ones). Ironically, the shorter
the range, the more privacy one can
expect: It is less likely that the radio waves
can be intercepted if the phone only
transmits a short distance because the
intercepting device must be placed even
closer to the phone. Of course, as a con-
sumer, we prefer a phone with a longer
range. Fortunately, phones with a longer
range are generally more technological-
ly advanced, and, thus, are better
equipped to thwart interception. So be
sure that as defense counsel (and as a
phone shopper) you consider both the
phone’s range and the sophistication of
its technology.

Another critical point: cordless phones
are used predominantly in the home, a
fact that should speak loudly of the intru-
siveness of the government’s surveil-
lance efforts.

Also make note of the problems that a
case-by case approach fosters.

Smith does not categorically prohibit
law enforcement from intercepting cord-
less communications; it only prohibits the
interception of conversations on phones
employing sophisticated technology. In
other words, Smith rewards the use of
more sophisticated technology by hold-
ing that a cordless conversation will only
be protected if the individual demonstrates
that he took great measures, at great
expense, to safeguard his conversation
from the uninvited ear. Thus, the rea-
sonableness of the expectation will nec-
essarily vary from cordless model to cord-
less model and there will be 2 body of
case law on each model.

In developing a coherent Fourth



Amendment principle, it simply makes
more sense for courts to focus on the one
constant factor—the fact that the govern-
ment purposefully (rather than innocent-
ly) uses a device (Bearcat scanner) which
serves no purpose other than to intercept
a radio communication. The average con-
versant does not anticipate that govern-
ment agents will be expending resources
intercepting radio waves between the
hand-held unit and the base, especially
since the range of cordless phones is quite
limited. Buyer beware, however. An FCC
regulation requires cordless phone man-
ufacturers to advise consumers that cord-
less phones do not insure the privacy of
their conversations. To the extent that a
federal regulation defines the scope of
society's privacy expectations—surely a
point of contention—the government may
take the position that conversants assume
the risk of surveillance anytime they pick
up a cordless phone. But that leads to a
second problem.

Smith makes it difficult for courts to
deal with the inevitable situation where
one phone conversant is on a cordless
phone and the other on a traditional land
line. With the flood of cordless phones,
even one using a traditional land line
should anticipate that a cordless phone
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will be used on the other end of the line.
In light of Smith, an individual using a
land line perhaps must make an inquiry
whether the person on the other end is
using a cordless phone; and if so, what
model, its range, frequency, etc. Other-
wise, his expectation of privacy might
not be viewed as objectively reasonable,
even though “persons using a standard
telephone to speak to a cordless tele-
phone user are generally thought to be
protected, because such a person has no
reason to know his or her words are being
broadcast from the cordless phone user’s
base unit to a hand set.” Tyler v. Berodit,
877 F.2d 705, 706-07 n.2 (8th Cir.1989)
(citing cases).

Under the Fifth Circuit's rationale in
Smith, however, the advent of cordless
phones makes it less objectively reason-
able for a person using a land line to
expect privacy in his conversation. The
increasing ease with which law enforce-
ment can intercept phone conversations
leaves citizens with less reason to believe
that their conversations are safe from Lis-
tening Toms. Of course, we deal with
cordless telephones today; tomorrow it
will be microphone devices (“parabolic
microphones) that can intercept verbal
communications not otherwise audible to
the naked ear. Perhaps a private face-to-
face conversation will not be subject to
Fourth Amendment protections. Yet, as
Professor Tribe has observed:

[Olne can hardly be said to have
assumed a risk of surveillance in a con-
text where, as a practical matter, one
had no choice. Only the most com-
mitted—and perhaps civilly commit-
table—hermit can live without a tele-
phone, without a bank account,
without mail. To say that one must
take the bitter with the sweet when
one licks a stamp is to exact a high-
constitutional price indeed for living
in contemporary society. Under so
reductive and coercive a concept of
assumed surveillance, to be modern
is to be exposed.

Tribe, American Constitutional Law at
1392 (2d ed. 1987).

Our expectation of privacy should
not be at the mercy of the technologi-
cal breakthroughs of tomorrow. The
standard should be one to which some
courts have alluded, see Matter of John
Doe Trader Number One, 894 F.2d 240,
246 (7th Cir. 1990): If the surveillance
device is one that intercepts either
sounds not audible to the naked ear,
or radio waves, microwaves, etc., not
broadcast for public consumption, then
the government has invaded the pri-
vacy of the conversant when it delib-
erately intercepts the communication.
Any other standard threatens to anti-
quate Katzand the Fourth Amendment
into obsolescence. ®





